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Chapter 1 Frontline Hardware and Wireless Protocol Suite
Software

Frontline Test Equipment family of protocol analyzers work with the following technologies.

o Classic Bluetooth

e Bluetooth Low Energy

e Dual Mode Bluetooth (simultaneous Classic and Low Energy)

o Wi-Fi

e 802.15.4
The Frontline hardware interfaces with your computer that is running our robust software engine called the
Wireless Protocol Suite software. Whether you are sniffing the air or connecting directly to the chip Frontline

analyzers use the same powerful Wireless Protocol Suite software to help you test, troubleshoot, and debug
communications faster.

Wireless Protocol Suite software is an easy to use and powerful protocol analysis platform. Simply use the
appropriate Frontline hardware or write your own proprietary code to pump communication streams directly into
the Wireless Protocol Suite software where they are decoded, decrypted, and analyzed. Within the Wireless
Protocol Suite software you see packets, frames, events, coexistence, binary, hex, radix, statistics, errors, and
much more.

This manual is a user guide that takes you from connecting and setting up the hardware through all of the
Wireless Protocol Suite software functions for your Frontline hardware. Should you have any questions contact
the Frontline Technical Support Team.

1.1 What is in this manual

The Frontline hardware and Wireless Protocol Suite software User Manual comprises the following seven
chapters. The chapters are organized in the sequence you would normally follow to capture and analyze data: set
up, configure, capture, analyze, save. You can read them from beginning to end to gain a complete understanding
of how to use the Frontline hardware and Wireless Protocol Suite or you can skip around if you only need a
refresher on a particular topic. Use the Contents, Index, and Glossary to find the location of particular topics.

e Chapter 1 Frontline Hardware and Wireless Protocol Suite software. This chapter will describe the minimum
computer requirements and how to install the software.

e Chapter 2 Getting Started. Here we describe how to set up and connect the hardware, and how to apply
power. This chapter also describes how to start the Wireless Protocol Suite software in Data Capture
Methods. You will be introduced to the Main window that is the primary operating dialog in the Wireless
Protocol Suite software.

¢ Chapter 3 Configuration Settings. The software and hardware are configured to capture data. Configuration
settings may vary for a particular Frontline analyzer depending on the technology and network being sniffed.
There are topics on configuring protocol decoders used to disassemble packets into frames and events.

Wireless Protocol Suite Hardware and Software User Manual 13
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o Chapter 4 Capturing Data. This Chapter describes how to start a capture session using the Wireless Protocol
Suite software.

e Chapter 5 Analyzing Data. This chapter describes how to observe the captured packets, frames, layers and
events using the Wireless Protocol Suite software.

¢ Chapter 6 Navigating and Searching the Data. Here you will find how to move through the data and how to
isolate the data to specific events, often used for troubleshooting device design problems.

e Chapter 7 Saving and Importing Data. When a live capture is completed you may want to save the captured
data for future analysis, or you may want to import a captured data set from another developer or for use in
interoperability testing. This chapter will explain how to do this for various data file formats.

e Chapter 8 General Information. This chapter provides advanced system set up and configuration information,
timestamping information, and general reference information such as ASCIl, Baudot, and EBCDIC codes. This
chapter also provides information on how to contact Frontline's Technical Support team should you need
assistance.

1.2 Computer Minimum System Requirements
Frontline hardware supports the following computer systems configurations:
e Operating System: Windows 10
e USB Port: USB 2.0 High-Speed or later
The Wireless Protocol Suite software must operate on a computer with the following minimum characteristics.
e Processor: Core i5 processor at 2.7 GHz
e RAM: 4GB
e Free Hard Disk Space on C: drive: 20 GB
1.3 Software Installation

Download the installation software from FTE.com. Once downloaded, double-click the installer and follow the
directions.

Use this link: http://www.fte.com/<product identifier, e.g. sodera>-soft.

14 Wireless Protocol Suite Hardware and Software User Manual
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Chapter 2 Getting Started

In this chapter we introduce you to the Frontline hardware and show how to start the Frontline analyzer software
and explain the basic software controls and features for conducting the protocol analysis.

2.1 X500 Hardware

2.1.1 Front Panel Controls and Connectors

The Frontline X500™ front panel is shown below. The panel provides controls to power up and shut down the
Frontline X500 hardware, and it provides indicators to show the power and capture status.

2.1.2 Front Panel Connectors

Wi-FI B & BE 2x2 MU-MIM
WI-FI S 434 MIMO

BT R
Blustooth

BT Rl
Blustooth

Arensa

—— —_— .
Pawar sttery  Statusand  Pons ford B chanst  Eapiure Bution
Butten | Status LEDs Trigger LEDs Logis POl Excursion

Power LED

Figure 2.1 - X500 Front Panel Controls and Indicators

Power Button:The Power button illuminates when the unit is connected to a power source. Press and release the
button to power on or power off the system.

Status Indicators: Colored LEDs show the status of power, capture and RF status.

Wireless Protocol Suite Hardware and Software User Manual
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Chapter 2 Getting Started

Table 2.1 - X500 Front Panel Status Indicators

Indicator Color State Status Indicated
Power None OFF Unit is powered off.
Green Constant | Unit powered on with sufficient power source plugged in.
Blue Constant | Unit powered off with sufficient power source plugged in.
Fast Flash | Thermal warning threshold reached.
Constant | System reaches thermal overload. Unit has started a
controlled/sequenced power down.
Battery Level 1 | None OFF Battery not present OR Battery not charged.
Green Constant | Battery discharging. Capacity 20% - 45%.
Slow Flash | Battery charging. Capacity 20% - 45%.
Yellow Slow Flash | Battery charging. Capacity <20%..
Fast Flash |Battery discharging. Capacity <20%.
Battery Level 2 | None OFF Battery not present OR Battery <45% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 45% - 70%.
Flash Battery charging. Capacity 45% - 70%.
Battery Level 3 | None OFF Battery not present OR Battery <70% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 70% - 100%.
Flash Battery charging. Capacity 70% - 100%.
Status None Off Unit is powered off.
Yellow | Slow Flash |Initializing (may not be seen if initialization is quick).
Fast Flash [ Unitis shutting down.
Constant | Unitis in Recovery Mode.
Green Constant | Unitis initialized and ready to capture.
Blue Slow Flash | Unitis waiting for a Trigger (future).
Fast Flash | Unitis capturing in Excursion mode or capture is not "OK"
(future).
Constant | Unitis capturing data.
- Constant | The unit failed to initialize or has a System Error.
Trigger None Off Reserved for future use.

16
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Table 2.1 - X500 Front Panel Status Indicators(continued)

Indicator Color State Status Indicated
BT Rx1 None Off Unit is powered off or Unit is not actively capturing data.
Green Constant | Unitis capturing any combination of the following:

Bluetooth data, 802.15.4 data, and/or spectrum.

- Solid The RF signal is too strong.

Wi-Fi Rx1 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 or Wi-Fi 6 data.

Wi-Fi Rx2 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 data.

Wi-Fi Rx3 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 data.

Wi-Fi Rx4 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 or Wi-Fi 6 data.

BT Rx2 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing any combination of the following:
Bluetooth data, 802.15.4 data, and/or spectrum.

! Solid The RF signal is too strong.

PODs with Oculink Connectors: There are 3 PODs to connect x8 channel logic cable to capture HClI UART/SPI
and logic signals.

Capture Button for Excursion Mode:The capture button for excursion captures illuminates when the unit is
connected to a power source. Pressing this button will begin data capture - the same as the Record button in the
Wireless Protocol Suite. The Excursion Mode button is inactive when X500 is connected to a computer.

To operate in the Excursion mode, the X500 hardware must have been previously configured from the Wireless
Protocol Suite prior to disconnecting from the computer. The X500 hardware will retain those configuration
settings when disconnected from the computer. Refer to the Wireless Protocol Suite Hardware and Software User
Manual for Excursion mode operating details.

Antenna SMA Connectors: Antenna attaching point for Bluetooth and Wi-Fi capture.

2.1.3 Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power and for a connection to the
computer hosting the Wireless Protocol Suite software.
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Host USE
Cannector

Power
Connestor

[e—— P—— et
Trigger in Syncilata HCI USE 1 HCIWSE 2 Ethernet Auto-boot
el Qt Comnestar Connectars Comfgctan Connestar Salestar

Figure 2.2 - Frontline X500 Rear Panel Connectors

Trigger In and Out: Reserved for future use.

Sync/Data Connector: The MicroD25 connector will be used in a future release to connect multiple X500 or other
PSG analyzers to capture time synced data using CrossSync technology.

HC USB1/HCI USB2:USB Type A and USB Type mini-B connectors allow capture of HCI USB data.
Ethernet: The Ethernet connector is reserved for a future use.

Host: USB C 3.0 port for connecting X500 to the host computer where the Wireless Protocol Suite resides. This
connector provides host computer command, control, and data transfer

Auto-boot ON/OFF : When the Auto-boot is ON, it allows powering the unit automatically when an external
power is applied. The feature is particularly useful during a remote setup.

Power: The Frontline X500 use a DC supply of 15V 6A.
2.1.4 Attach Antennas

Remove the Frontline X500 hardware from the box and attach the six antennas to the SMA connectors on the
front panel. As name indicates, BT Rx1 and BT Rx2 are Bluetooth antenna connectors and Wi-Fi Rx1, 2, 3, and 4
are Wi-Fi antenna to capture Wi-Fi 5 and Wi-Fi Rx 1 and 4 to capture Wi-Fi 6/6E. The base of the antennas can be
carefully rotated by 90 degrees so that the antenna points upward.

The X500 is configured to use Antenna Diversity for capture to intelligently improve performance and eliminate
the need to place the unit in a specific position when wireless channels are affected by multipath, fading, and
interference. See Section 4.1.1 for more information about Antenna Diversity.

WI-FI B & S Tl MU-MENO
WI-FI 5 24 MIMSO

BT Ax1
Bluetooth

Anten Antenna

Button Seatus LED
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2.1.5 Applying Power

Connect the 15V Power adapter supplied with the product to the X500 hardware. The front panel Power indicator
LED will be a constant blue indicating that there is sufficient power. To turn on the X500 hardware press and
release the Power button on the front panel. This action will provide a clean start for X500 hardware. The front
panel six antenna LEDs will blink green three times and the Status indicator LED will be a constant green once the
unit has completely booted up. If the front panel Power indicator begins blinking red, the X500 hardware is
approaching thermal overload temperature, between 70° C and 80° C (158° F and 185° F), and should be
shutdown. When the hardware reaches thermal overload, it will automatically shut down and the Power indicator
will turn off.

Note: For information on installing a Frontline X500 Battery Pack as an external power source for the Frontline
X500 protocol Analyzer, see the Frontline X500TM Battery Installation Guide.

2.1.5.1 Applying Power using X500 Battery Pack
Refer to the Frontline X500 Installation Guide to install the X500 battery.

After installing the battery, apply power to the X500 by switching the dip switch to the ON state. Check the
battery charge on the front panel Battery Charge LEDs.

Lo M
Frontline
X500 e * 9

rmrs #rictie ol Aratyae

TELECYME

LECROY

Frontline
X500 Battery

Battery Level Indicator LEDs

Figure 2.3 - X500 Battery in the ON state

If a charge is necessary, connect the external power source until the battery is fully charged. Once you connect
the power source the LEDs will start blinking based on the charge level.

Table 2.2 - X500 Battery Level Indicators
Indicator Color State Status Indicated

Battery Level 1 | None OFF Battery not present OR Battery not charged.

Green Constant | Battery discharging. Capacity 20% - 45%.

Slow Flash | Battery charging. Capacity 20% - 45%.

Yellow Slow Flash [ Battery charging. Capacity <20%..

Fast Flash | Battery discharging. Capacity <20%.
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Table 2.2 - X500 Battery Level Indicators(continued)

Indicator Color State Status Indicated
Battery Level 2 | None OFF Battery not present OR Battery <45% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 45% - 70%.
Flash Battery charging. Capacity 45% - 70%.
Battery Level 3 | None OFF Battery not present OR Battery <70% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 70% - 100%.
Flash Battery charging. Capacity 70% - 100%.

2.1.6 Recovery Mode

Recovery mode occurs when something prevents the X500 unit from successfully loading the firmware images
during power up. In this state, the X500 powers on with an alternate recovery firmware image. When the unit is
in recovery mode, the status indicator light is a constant purple. In recovery mode, the system prevents the user
from capturing data. However, the user can upgrade the firmware. The upgrade process should correct the
problem allowing the unit to power on normally. When the Wireless Protocol Suite software starts, the software
automatically prompts the user to update the firmware.

2.1.7 Connecting X500 for HCI and Logic Capture

Warning: The X500 Logic Analyzer Pods are designed for use with TTL voltage
levels, 0 to 3.3 volts maximum. Exceeding the 3.3 volts maximum may damage

the pods.

To capture UART and logic data at the Bluetooth Host Controller processor interface using a wired connection:

e Connect a Logic Analyzer Pod to one of the Oculink connectors on the front panel of the X500. A Logic
Analyzer Pod can be connected to either Oculink connector or two/three pods can be connected to the
Oculink connectors at the same time.

20
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Figure 2.4 - X500 Logic Analyzer Pods Installed on X500

¢ Attach the Flying Lead assembly to the end of the Logic Analyzer Pod. The connector is keyed to ensure
proper installation.

Wireless Protocol Suite Hardware and Software User Manual
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Figure 2.5 - X500 Logic Analyzer Pod with Flying Lead Assembly
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Figure 2.6 - Installing the Flying Lead Assembly on the X500 Logic Analyzer Pod

e Attach an appropriate Flying Lead Assembly micro-clip to the Bluetooth logic or HCl signal test point in

accordance with the following table.

Table 2.3 - X500 Logic Analyzer Pod Interface Pins

Pin

Label

-—

Ground

Data 0

Data 1

Data 2

Data 3

Ground

Data 4

Data 5

ol N|lo|la|b~|lwDdN

Data 6

Data7

-— | -
- | O

Ground
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* To remove the Flying Lead Assembly from the Logic Analyzer Pod, depress the release key on the Flying Lead
Assembly.

Figure 2.7 - Flying Lead Assembly Header Release

* To remove the Logic Analyzer Pod from the X500, depress the release key on the Oculink connector.

Figure 2.8 - Oculink Connector Release

2.1.7.1 UART Capture Configuration

Successful HCI UART capture requires the following Logic Analyzer Pod connections.

Table 2.4 - Required UART Layer Connections
UART Signal Logic Analyzer Pod Pin Comment

Tx Any single line labeled Connect to the Device Under Test (DUT) TX pin.
Data 0 through Data 7 Only 1 data pin can be used. That pin cannot be
used for Rx. Also select this pin in the Wired tab of
the Capture Options. See Capture Options ->
Wired Tab: X500.

Rx Any single line labeled Connect to the DUT Rx pin.

Data 0 through Data 7 Only 1 data pin can be used. That pin cannot be
used for Tx. Also select this pin in the Wired tab of
the Capture Options. See Capture Options ->
Wired Tab: X500.
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Table 2.4 - Required UART Layer Connections(continued)

UART Signal

Logic Analyzer Pod Pin

Comment

GND

Any line labeled Ground

Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.1.7.2 Logic Event Capture Configuration

Successful logic event capture requires the following Logic Analyzer Pod connections. The Logic Analyzer Pod has
up to eight pins that can be used for logic event capture. When capturing many rapidly occurring events, WPS
may not update in real time. The analyzer buffers unsent events and continue to send them to WPS until the
buffer is cleared. Therefore, after stopping the recording the user may see additional events received.

Table 2.5 - Required Logic Connections

Logic Signal

Logic Analyzer Pod Pin

Comment

0

Data 0

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500.

Data 1

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500

Data 2

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500

Data 3

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500

Data 4

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500.

Data 5

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. SeeCapture Options -> Wired
Tab: X500

Data 6

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired

Wireless Protocol Suite Hardware and Software User Manual
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Table 2.5 - Required Logic Connections(continued)

Logic Signal

Logic Analyzer Pod Pin

Comment

7

Data 7

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500,

GND

Any line labed Ground

Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.1.7.3 SPI Capture Configuration

Successful HCI SPI capture requires the following Logic Analyzer Pod connections.

Table 2.6 - Required Logic Connections

SPI Signal Logic Analyzer Pod Pin Comment
SCLK Any single line labeled Data 0 | Connect to the Device Under Test (DUT) CLK pin.
through Data 7 Only 1 data pin can be used.
MOSI Connect to the Device Under Test (DUT) MOSI pin.
Any single line labeled Data | Only 1 data pin can be used.
0 through Data 7
MISO Any single line labeled Data 0 | Connect to the Device Under Test (DUT) MISO pin.
through Data 7 Only 1 data pin can be used.
SS/CS Any single line labeled Data 0 | Connect to the Device Under Test (DUT) SS/CC
through Data 7 pin. Only 1 data pin can be used.
GND Any line labed Ground Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.2 X240™ Hardware

2.2.1 Front Panel Controls and Connectors

The Frontline X240™ front panel is shown below. The panel provides controls to power up and shut down the
Frontline X240 hardware, and it provides indicators to show the power, battery, and capture status.

26
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Frontline X240 Front Panel Controls and Indicators
Antenna Connector Antenna Connector Antenna Connector

SMA (Partially Hidden In View) SMA (Hidden In View) SMA (Partially Hidden In View)
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and Indicator Indicator Indicator connectors Mode

Figure 2.9 - X240 Front Panel Controls and Indicators
Power On/Off Button:Press and release the button to power on or power off the system.

Status Indicators: Colored LEDs show the status of power and capture.
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Table 2.7 - X240 Front Panel Status Indicators
Indicator Color State Status Indicated

Power Constant | Unitis connected to power source but powered off.

Purple Constant | Insufficient Power

Green Constant | Unitis switched on.

Fast Flash | Unitis approaching its maximum thermal load and should
be shut down.

Constant | Unit has reached thermal overload or Unit has started a
controlled/sequenced shutdown.

Status None Off Unit is powered off.

Yellow | Slow Flash | Initializing (may not be seen if initialization is quick).

Fast Flash | Unitis shutting down.

Constant | Unitis in Recovery Mode.

Green Constant | Unitis initialized and ready to capture.

Slow Flash | Unit is waiting for a Trigger (future).

Fast Flash | Unitis capturing in Excursion mode or capture is not "OK"
(future).

Constant | Unitis capturing data.

Constant | The unit failed to initialize or has a System Error.

RF None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Bluetooth data.

iE r

Fast Flash | The RF signalis too strong.

Antenna SMA Connector: Antenna attaching point.

Excursion ModeWhen configured Excursion mode, pressing this button will begin data capture - the same as
the Record/Recording button on the X240 Window Datasource toolbar. The Excursion Mode button is inactive
when X240 is connected to a computer. To operate in the Excursion mode, the X240 hardware must have been
previously configured from the Wireless Protocol Suite prior to disconnecting from the computer. The X240
hardware will retain those configuration settings when disconnected from the computer. Refer to the Wireless
Protocol Suite Hardware and Software User Manual for Excursion mode operating details.

Oculink Connectors: For connection to eight (8) channel PODs used for hardwired connection to user’s
equipment under test.

2.2.2 Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power and for a connection to the
computer hosting the Wireless Protocol Suite software.
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Figure 2.10 - Frontline X240 Rear Panel Connectors

Host: USB C 2.0/3.0 port for connecting X240 to the host computer where the Wireless Protocol Suite resides.
This connector provides host computer command, control, and data transfer. If the USB cable is connected to a
computer with a USB C 3.0 with power delivery or higher then the X240 can be powered through this port as well
and will not need a USB cable connected to the Power connector on the X240.

Power: Type C PD power adapter—preferably the adapter/s supplied with the X240—is required.

Ethernet: The Ethernet connector is for a future release to support PoE (Power over Ethernet) and Host
communications.

MicroD25: The MicroD25 connector is used to connect two X240s to provide Synchronized X240(2) technology
(BLE & BR/EDR or BLE & Wi-Fi as examples) captures timesynced via the CATC Sync cable. The MicroD25
connector can also be used to connect three X240s to provide Synchronized X240 (3) technology (BLE & BR/EDR &
Wi-Fi) captures timesynced via the CrossSync cable kit.

PC HOST : USB 2.0 port for connecting X240 too the host computer where the Wireless Protocol Suite
software resides. This connector provides host computer command, control, and data transfer.
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2.2.3 Attach Antenna
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Figure 2.11 - Frontline X240 Antenna Attachment Points on Front Panel

Remove the Frontline X240 hardware from the box and attach the three ANTENNAS to the SMA connectors on
the front panel. The base of the antennas can be carefully rotated by 90 degrees, so that the antenna points
upward.

2.2.4 Applying Power

Teledyne LeCroy recommends that the X240 hardware be powered by the supplied PD adapters or equivalent.
Connect the USB C cable to the connector labeled Power on the back panel of the X240.

To apply power to X240 hardware depress and release the Power button on the front panel. This action will
provide a clean start for X240 hardware. The front panel Power indicator LED will be a constant green. Should the
front panel Power indicator begin blinking red, the X240 hardware is approaching thermal overload temperature
between 70° C and 80° C (158° F and 185° F) and should be shutdown. When the hardware reaches thermal
overload it will automatically shut down and the Power indicator will turn off.

2.2.5 Recovery Mode

Recovery mode occurs when something prevents the x240 unit from successfully loading the firmware images
during power up. In this state, the x240 powers on with an alternate recovery firmware image. When the unit is in
recovery mode, the status indicator light is a constant yellow.

In recovery mode, the system prevents the user from capturing data. However, the user can upgrade the
firmware. The upgrade process should correct the problem allowing the unit to power on normally. When the
Wireless Protocol Suite software starts, the software automatically prompts the user to update the firmware.
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2.2.6 Connecting X240 for HCI and Logic Capture

Warning: The X240 Logic Analyzer Pods are designed for use with TTL voltage
levels, 0 to 3.3 volts maximum. Exceeding the 3.3 volts maximum may damage
the pods.

To capture UART, SPI and logic data at the Bluetooth Host Controller processor interface using a wired
connection:

e Connect a Logic Analyzer Pod to one of the Oculink connectors on the front panel of the X240. A Logic
Analyzer Pod can be connected to either Oculink connector or two pods can be connected to both Oculink
connectors at the same time.

Figure 2.12 - X240 Logic Analyzer Pods Installed on X240

e Attach the Flying Lead assembly to the end of the Logic Analyzer Pod. The connector is keyed to ensure
proper installation.
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Figure 2.13 - X240 Logic Analyzer Pod with Flying Lead Assembly
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Figure 2.14 - Installing the Flying Lead Assembly on the X240 Logic Analyzer Pod

e Attach an appropriate Flying Lead Assembly micro-clip to the Bluetooth logic or HCl signal test point in

accordance with the following table.

Table 2.8 - X240 Logic Analyzer Pod Interface Pins

Pin

Label

-—

Ground

Data 0

Data 1

Data 2

Data 3

Ground

Data 4

Data 5

|| N|fofla|h~|[w]|DN

Data 6

Data 7

= N N
- O

Ground
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* To remove the Flying Lead Assembly from the Logic Analyzer Pod, depress the release key on the Flying Lead

Assembly.

Ground
Data 0 =
Data 1
Data 2 =——
Data 3

Ground
Data 4
Data 5 =
Data 6 =
Data 7
Ground

LECROY
Logic Analyzer Pod

‘
<

Header Release

Figure 2.15 - Flying Lead Assembly Header Release

* To remove the Logic Analyzer Pod from the X240, depress the release key on the Oculink connector.
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Figure 2.16 - Oculink Connector Release

2.2.6.1 UART Capture Configuration

Successful HCI UART capture requires the following Logic Analyzer Pod connections.

Table 2.9 - Required UART Layer Connections

UART Signal

Logic Analyzer Pod Pin

Comment

Tx

Any single line labeled
Data 0 through Data 7

Connect to the Device Under Test (DUT) TX pin.
Only 1 data pin can be used. That pin cannot be
used for Rx. Also select this pin in the Wired tab of
the Record Options. See Record Options -> Wired

Tab: X240.

Rx

Any single line labeled
Data 0 through Data 7

Connect to the DUT Rx pin.

Only 1 data pin can be used. That pin cannot be
used for Tx. Also select this pin in the Wired tab of
the Record Options. See Record Options -> Wired

Tab: X240.

GND

Any line labeled Ground

Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

Wireless Protocol Suite Hardware and Software User Manual

35



Teledyne LeCroy Chapter 2 Getting Started

2.2.6.2 Logic Event Capture Configuration

Successful logic event capture requires the following Logic Analyzer Pod connections. The Logic Analyzer Pod has
up to eight pins that can be used for logic event capture.

Table 2.10 - Required Logic Connections
Logic Signal Logic Analyzer Pod Pin Comment

0 TTL logic input. Connect to the Device Under Test
Data 0 (DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240.

1 TTL logic input. Connect to the Device Under Test
Data 1 (DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240

2 Data 2 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240

3 Data 3 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240

4 Data 4 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240.

5 Data 5 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. SeeRecord Options -> Wired Tab:
X240

6 Data 6 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired

7 Data 7 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240.

GND Any line labed Ground Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

36 Wireless Protocol Suite Hardware and Software User Manual



Chapter 2 Getting Started Teledyne LeCroy

2.2.6.3 SPI Capture Configuration

Successful HCI SPI capture requires the following Logic Analyzer Pod connections.

Table 2.11 - Required Logic Connections

SPI Signal Logic Analyzer Pod Pin Comment
SCLK Any single line labeled Data 0 | Connect to the Device Under Test (DUT) CLK pin.
through Data 7 Only 1 data pin can be used.
MOSI Connect to the Device Under Test (DUT) MOSI pin.

Any single line labeled Data | Only 1 data pin can be used.
0 through Data 7

MISO Any single line labeled Data 0 | Connect to the Device Under Test (DUT) MISO pin.
through Data 7 Only 1 data pin can be used.
SS/CS Any single line labeled Data 0 | Connect to the Device Under Test (DUT) SS/CC
through Data 7 pin. Only 1 data pin can be used.
GND Any line labed Ground Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.2.7 Setting Up for Synchronized X240 (2) Capture

The Frontline X240 hardware allows for synchronization of X240 hardware clocks and timestamping. The CATC
Sync cable connected to the MicroD25 connectors on the backs of two X240 hardware allows both the X240
hardware to run off a common clock, ensuring precise timestamp synchronization while capturing multiple
wireless technologies such as Bluetooth BR/EDR and Bluetooth LE.

Figure 2.17 - CATC Sync Cable
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Connect one end of the CATC Sync Cable to the MicroD25 port on the back of one X240 and the other end of the
CATC Sync Cable to the MicroD25 port on the back of the other X240.

Figure 2.18 - Two X240 Units connected with the CATC Sync Cable

Refer to the Rear Panel Connectors on page 28.

Troubleshooting

If the X240 indicates that synchronization cables are not properly connected, these are actions to take to
reestablish synchronization:

¢ Reseat the MicroD25 cable on the back of each X240.

e Rebooting each X240.

2.2.8 Setting Up for Synchronized X240 (3) Capture

The Frontline X240 hardware allows for synchronization of X240 hardware clocks and timestamping. The CATC
Sync cable kit connected to the MicroD25 connectors on the backs of three X240 hardware allows all the X240
hardware to run off a common clock, ensuring precise timestamp synchronization while simultaneously capturing
three wireless technologies, Bluetooth BR/EDR and Bluetooth LE and Wi-Fi.
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MicroD25

Figure 2.19 - CATC Sync Cable Kit

Connect the 3 CATC Sync Cable Kits together by connecting the DB9 Sync Out connector of one kit to the DB9
Sync In connector of the second kit. Connect the DB9 Sync Out connector of the second kit to the DB9 Sync In
connector of the third kit.

Connect MicroD25 connector of the first CATC Sync Cable kit to the MicroD25 port on the back of one X240.
Connect the MicroD25 connector of the second kit to the MicroD25 port on the back of the second X240. Connect
the MicroD25 connector of the third kit to the MicroD25 port on the back of the third X240.

The X240s are now ready for Synchronized X240 (3) capture.
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Figure 2.20 - Three X240 Units connected with CATC Sync Cable Kits

Refer to the Rear Panel Connectors on page 28.

Troubleshooting

If the X240 indicates that synchronization cables are not properly connected, these are actions to take to
reestablish synchronization:

e Reseat the MicroD25 cable on the back of each X240.
e Reseat the DB9 connections between the CATC Sync Cable kits.

e Rebooting each X240.
2.3 Sodera™ Hardware

2.3.1 Front Panel Controls

The Teledyne LeCroy Sodera™ front panel is shown below. The panel provides controls to power up and shut
down the Frontline Sodera hardware, and it provides indicators to show the power, battery, and capture status.
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Figure 2.21 - Sodera Front Panel Controls and Indicators

Teledyne LeCroy

Power On/Off Button: Press and hold the button for at least 1/2 second, and then release the button to power

on or power off the system.

Pressing and holding the button for at least five seconds will initiate an emergency shut down sequence.

Status Indicators: Colored LEDs show the status of power and capture.

Table 2.12 - Sodera Front Panel Status Indicators

Indicator Color State

Status Indicated

Power None Off Unit is powered off

Green |Constant Unit is switched on

shut down.

Red Blinking Unit is approaching its maximum thermal load and should be

Constant Unit has been automatically disabled due to thermal overload.

Amber | Constant Unit is powering down.

Battery State None Off No battery present

Green |Constant Battery present and is at normal operating voltage

Slow Flash | Battery charging

Amber |FastFlash |Battery fault
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Table 2.12 - Sodera Front Panel Status Indicators(continued)
Indicator Color State Status Indicated

Host Interface | None Off No host interface is connected.

Green |Constant Host interface is connected.

Amber | Constant Internal error

Capture None Off Unit is not actively capturing data

Green |Constant Unit is capturing data

Red Constant Unit has engaged RF overload protection; the RF signal is too
strong.

Antenna SMA Connector: Antenna attaching point.

Battery Charge : The following table shows the charge state of the installed battery. When the battery is not
installed, all LEDs are off except when the unit is in the process of powering up. In that case they repeatedly light
up in sequence.

Table 2.13 - Sodera Battery Charge State
LED Indicators
| Indicator LEDs | Charge Status |

00000 Greater than 80%

0,
0000e Between 60 and 80%

0,
0000e Between 40 and 60%

0,

00eee® Between 20 and 40%
0,
20000 Less than 20%

. ._ ._ .. Not Active

Excursion Mode: When configured for Excursion mode, pressing this button will begin data capture—the same as
the Record/Recording button on the Sodera Window DatasourceToolbar. The Excursion Mode button is
inactive when Sodera is connected to a computer. To operate in the Excursion mode, the Sodera hardware must
have been previously configured from the Wireless Protocol Suite prior to disconnecting from the computer.
Refer to the Wireless Protocol Suite Hardware and Software User Manual for Excursion mode operating details.

2.3.2 Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power, ProbeSync™, HCI, and for
connection to the computer hosting the Wireless Protocol Suite.
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Figure 2.22 - Sodera Rear Panel Connectors

+12 VDC: Connection to the Teledyne LeCroy supplied AC-to-DC power adapter, or a 12 VDC auxiliary vehicle
outlet system can be used.

ProbeSync™ IN/OUT: Used for synchronizing multiple capture devices. Sodera can act as a clock source (central)
device providing the clock to synchronize timestamping with connected target (peripheral) devices. When
operating as a central device the OUT RJ-45 connector provides the synchronizing clock. The synchronizing clock
can be attached to a peripheral Sodera or a Frontline 802.11, for example. When operating as a peripheral device,
the IN RJ-45 connector receives the synchronizing clock from the central Sodera unit.

HCI USB 1/HCI USB 2:USB Type B and a USB Type A connectors allow capture of HCI USB data. HCI USB 1 and HCI
USB 2 are independent groupings of the Type A and Type B connectors. The HCI USB 1 connectors use the same
Sodera unit internal interface as the Sodera HCI POD1 UART pins. Likewise the HCI USB 2 connectors use the same
internal interface as the Sodera HCl POD2 UART pins. Therefore you cannot simultaneously capture USB and
UART on the "1" interface or on the "2" interface. Refer to Connecting for USB Capture and Connecting for
HCI/WCI-2 & Logic Capture in the Wireless Protocol Suite Hardware and Software User Manual.

PC HOST : USB 2.0 port for connecting Sodera to the host computer where the Wireless Protocol Suite resides.
This connector provides host computer command, control, and data transfer.

Note: At this time all other rear panel connectors are inactive.
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2.3.3 Attach Antenna

Attach the Antenna
to the SMA Connector

',“ TELgg

LECHp .'I."‘[

Figure 2.23 - Antenna Attachment Point

Remove the Frontline Sodera™ hardware from the box and attach the antenna to the SMA connector on the front
panel. The base of the antenna can be carefully rotated by 90 degrees, so that the antenna points upward.

2.3.4 Applying Power

The Sodera hardware is powered by three methods: the Teledyne LeCroy supplied AC-to-DC adapter, an external
DC power source that can include power from an automobile auxiliary power source and an optional internal
battery.

To apply power to Sodera use one of the three methods:

1. Connect the provided AC-to-DC power adapter to the +12VDC connector on the rear panel and then
connect the adapter into an AC source.

2. Connect a DC power source supplying +12 VDC directly to the +12VDC connector on the rear panel.
3. Install the battery.

To start the Sodera Analyzer, depress the Power button on the front panel for at least 1/2 second and then
release . This action will provide a clean start for Sodera hardware. The battery charge state indicator LEDs will
repeatedly flash in sequence while the unit powers up.

The front panel Power indicator LED will be green.
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Should the front panel Power indicator begin blinking red, the Sodera hardware is approaching thermal overload
temperature between 50 °C and 60 °C (122 °F and 140 °F) and should be shut down. When the hardware reaches
thermal overload it will automatically shut down and the Power indicator will be a constant red.
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2.3.5 Battery Power

Frontline Sodera™ has an internal battery power option that allows the user to extend the range of the analyzer
to include locations without easy access to external power sources. The battery installation is not necessary to
operate Sodera with an external AC or DC power source.

The battery is an intelligent lithium rechargeable battery. Frontline Sodera hardware will operate solely on
battery power for at least one hour. The battery is charged with an external charging unit or can be charged when
installed provided Sodera is connected to an external power source.

2.3.5.1 Battery Install

Turn off power and disconnect the external power source.

Figure 2.24 - Sodera Battery Compartment with Cover Opened

To change or install a battery, start by opening the battery compartment by turning the fastener
counterclockwise. The cover is held in place by two tabs on the side opposite the fastener. Slide the cover
towards the rear connector panel.
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Figure 2.25 - Sodera Battery Removal Using the Tab

If changing the battery, remove the battery from the compartment by lifting on the tab attached to the battery
and carefully lifting it upwards until free of the contacts.
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Connector
[on bottom ade)

Figure 2.26 - Sodera Battery Connectors, bottom side shown.

To install the battery, position the battery connectors over the connecters in the Sodera battery compartment.
Gently press down until the battery makes firm contact.
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Figure 2.27 - Sodera Battery: Press to Make Contact

Insert the battery cover tabs in the slots towards the Sodera front panel. Lower the cover and use a screw driver
to turn the fastener clockwise until it is firmly engaged.
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Figure 2.28 - Sodera Battery Cover: Insert Tabs
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Figure 2.29 - Sodera Battery Cover, turn clockwise to secure

After installing the battery, apply power to the Sodera and power it up. Check the battery charge on the front
panel Battery Charge LEDs. If a charge is necessary, keep the Sodera connected to an external power source
until the battery is fully charged.

Note: When using the Sodera in Excursion mode and powered by the battery, it is
recommended to have a fully charged battery before beginning data capture.
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2.3.6 Connecting for HCI & Logic Capture

To capture UART and logic data at the Bluetooth Host Controller processor interface using a wired connection:

Note: SPI and SDIO are not supported on Sodera Analyzers.

¢ Connect an HCI Pod to the bottom of the Sodera unit in POD 1 or POD 2.

| L

Figure 2.30 - HCI Pods Installed on Sodera

e Attach the HCI Flying Lead assembly to the end of the HCI Pod. The connector is keyed to ensure proper
installation.
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Figure 2.31 - HCI Pod with Flying Lead Assembly

PWR SPI  UART

T

RX

B CTS
RTS

ARRRRRNANY

Figure 2.32 - Installing the Flying Lead Assembly on the HCI Pod

e Attach an appropriate Flying Lead Assembly micro-clip to the Bluetooth HCl signal test point in accordance
with the following table.
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Table 2.14 - Sodera HCI Interface Pins

SPITranlsJ;:;r_trLayeerl o Logic | Pin |Wire Color
CLK CLK 1 | Yellow
MISO ([TX CMD 2 | White
MOSI |RX DATA O 3 | White
CSB CTs DATA 1 4 | White

RTS DATA 2 5 | White
DATA 3 6 | White
VIOLVL |VIOLVL |VIOLVL| 7 |Red
DIG 1 DIG 1 8 | Green
DIG 2 DiG 2 9 | Green
GND GND GND 10 | Black
GND GND GND 11 | Black

Note: SPI and SDIO are not supported on Sodera Analyzers.

e Toremove the Flying Lead Assembly from the HCI Pod, depress the release key on the Flying Lead Assembly.

Header
Release

Figure 2.33 - Flying Lead Assembly Header Release
UART Capture Configuration
Successful HCI UART capture requires the following Pod connections.

Table 2.15 - Required UART Layer Connections

Signal Name | Pin | Wire Color Comment
TX 2 | White Connect to the Device Under Test (DUT) TX pin.
RX 3 [ White Connect to the DUT RX pin.
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Table 2.15 - Required UART Layer Connections (continued)

Signal Name | Pin | Wire Color Comment

VIO LVL 7 |Red I/O voltage reference that designates the threshold for a logic level
"1".. The VIO LVL minimum voltage is 1.65 Vdc. The supplied
voltage needs to be the DUT logic signal level that designates a
logic level "1". Some DUTs will have a VIO signal/tap. Ifa VIO tap
is not available, use the DUT rail/power supply (Vcc/Vdd). If an I/O
reference tap is a available, use that as the VIO LVL source.

GND 10 | Black Either one of these pins can be used to connect the DUT ground to

GND 11 | Black the HCI pod.

Logic Event Capture Configuration

Successful logic event capture requires the following Pod connections.

Table 2.16 - Required Logic Connections

Signal Name | Pin | Wire Color Comment

DIG1 8 | Green TTL logic input. Connect to the Device Under Test (DUT)

DIG 2 9 [ Green TTL logic input. Connect to the DUT.

VIO LVL 7 |Red I/O voltage reference that designates the threshold for a logic level
"1".. The VIO LVL minimum voltage is 1.65 Vdc. The supplied
voltage needs to be the DUT logic signal level that designates a
logic level "1". Some DUTs will have a VIO signal/tap. Ifa VIO tap
is not available, use the DUT rail/power supply (Vcc/Vdd). If an I/O
reference tap is a available, use that as the VIO LVL source.

GND 10 | Black Either one of these pins can be used to connect the DUT ground to

GND 11 | Black the HCI pod.

2.3.7 Connecting for USB Capture

The HCI USB connectors are located on the Sodera rear panel connectors (see 2.3.2 Rear Panel Connectors on
page 42). USB testing is normally performed by capturing the USB traffic between a USB device and a host
computer or controlling device. In the image below we see the normal configuration of a Bluetooth dongle
connected to the USB port of a laptop computer. To capture the USB traffic, the Sodera unit is placed between
the dongle and laptop computer. Any traffic between the devices is captured through the Sodera HCl interface.
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Normal Bluetooth dongle and computer configuration =

USB testing of dongle and computer using Sodera

Use a cable to connect the
computer USB port to the
Sodera HC| USB 1 type B
port.

n o

Connect dongle to Sodera
HCI USB 1 Type A port.

Sodera will capture USB traffic between the dongle and computer

Figure 2.34 - Example: Sodera HCI USB Capture Setup

The HCI USB 1 connectors use the same Sodera unit internal interface as the Sodera HCI POD1 UART pins.
Likewise the HCI USB 2 connectors use the same internal interface as the Sodera HCI POD2 UART pins. Therefore
you cannot simultaneously capture USB and UART on the "1" interface or on the "2" interface. You can

simultaneously capture from the HCI USB 1 connectors and the HCI POD2 UART pins and vice versa. Refer to
3.1.2.1.1 Analyzer Toolbar Menu and Icons on page 80.
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2.4 Sodera LE Hardware
2.4.1 Sodera LE Front Panel

Frontline Sodera LE front panel is shown below. The panel provides controls to power up and shut down the
Frontline Sodera LE hardware, and it provides indicators to show the power and capture status.

".‘ TELEDYNE

LECROY

ANTENNA
SODERA L=

Figure 2.35 - Sodera LE Front Panel Controls and Indicators

Table 2.17 - Sodera LE Front Panel Controls
Control Description

ANTENNA Connect to the front panel antenna SMA connector. Used for wideband wireless capture
of Bluetooth Low Energy transmissions.

Maximum useable signal level: -10 dBm.

WIRED Low sensitivity RF input suitable for conductive testing that utilizes a wired connection from
the devices under test (DUTs). Conductive testing allows for isolation of the DUTs from
environmental interference.

Maximum useable signal level: 27 dBm.

OVERLOAD | RF overload indicator. If the RF signal level on either the ANTENNA or WIRED
connector is too high, then this LED will light red. RF overload occurs when the signal
level is greater than 27 dBm. Should an RF overload occur with the ANTENNA in use,
try switching to the less sensitive WIRED connecter to relieve the problem.

POWER LED illuminates when the Sodera LE unit has been powered up using the power button.
See Table 2.18 - Sodera LE Front Panel Power and Overload Indicators on page 58 for
more information.

EXT CLOCK | Notused.

Power Press and then release the button to power on or power off the system.
Button
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Table 2.18 - Sodera LE Front Panel Power and Overload Indicators

Indicator Color State Status Indicated
Power None Off Unit is powered off.
Green |Constant Unit is powered on.
Amber | Constant Unit is powering on.
Red Blinking Unit has reached thermal overload. See Applying Power on
page 59.
Constant Unit has reach thermal overload and has shut down. See
Applying Power on page 59.
Overload Red Occassional | llluminates each time RF power at the Antenna or Wired
connectors has exceeded 27 dBm.

2.4.2 Sodera LE Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power and for connection to the
computer hosting the Wireless Protocol Suite software.

N GND ouT
ETHERNET — h —

Figure 2.36 - Sodera LE Rear Panel Connectors
DC9V: 1.7 mm jack connector to the Frontline supplied AC-to-9 VDC power adapter.

USB : USB 2.0 port for connecting the Sodera LE unit to the host computer where the Wireless Protocol Suite
software resides. This connector provides host computer command, control, and data transfer.

Note: All other connectors are not used.
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2.4.3 Attach Antenna

Attach the antenna to the ANTENNA SMA connector

P

OVERLOAD POWER

ANTENNA
SODERA (e

Figure 2.37 - Antenna Attachment Point

Remove the Frontline Sodera LE hardware from the box and attach the antenna to the ANTENNA SMA
connector on the front panel.

2.4.4 Applying Power

The Sodera LE hardware is powered by an external 9 VDC power source using an AC-to-DC power adapter.

Note: Only use the Frontline supplied power adapter. Do not substitute another power
adapter.

To apply power to the Sodera LE hardware, connect the provided AC-to-DC power adapter to the DCOV
connector on the rear panel and then connect the adapter into an AC source.

To start the Sodera LE hardware, depress the Power button on the front panel and then release. This action will
provide a clean start for the Sodera LE hardware.

The front panel Power LED indicator will be green.

Should the Sodera LE hardware reach thermal overload temperature between 50 °C and 60 °C (122 °F and 140 °F),
it will shut down.
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DCYV

ATh
2A

Figure 2.38 - Sodera LE Rear Panel Airflow

If the fan becomes blocked, the Sodera LE unit will power down. Should this happen check that nothing is
blocking the airflow to the unit's air inlet, or that nothing is impeding the fan from spinning freely. Clear any
obstructions and then apply power to the unit.

2.5 802.11 Hardware
2.5.1 Attaching Antennas

When you remove the Frontline 802.11 from the box, the first step is to attach the antennas (Figure 2.39).

O=ee) SO 2.7 1

802.11 a/b/g/n PROTOCOL ANALYZER

&) rowen

Figure 2.39 - Front Panel

1. Attach an antenna to each front panel connector.
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Figure 2.40 - Frontline 802.11 with all antennas attached

2.5.2 Connecting/Powering the Frontline 802.11

Once you have attached the antennas, the next step is to power up and connect the Frontline 802.11 to the
computer.

1. Insert the power cable (DC connector) from the 12 volt AC adapter into the Power port on the Frontline
802.11 back panel (Figure 2.41).

ez 80 2.1 1

BOZ.1 1 i/b/A/n PRoToocol AMALYZIER

probe(S8 |

- o

Figure 2.41 - Back Panel - Power
2. Plugthe 12 volt AC adapter into the AC power source. The front panel Power light illuminate (Figure 2.39).

3. Insert the USB cable into the USB port on the Frontline 802.11 back panel (Figure 2.42).
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Figure 2.42 - Back Panel - USB

4. |Insert the other end of the USB cable into the PC.

5. It may take as long as thirty seconds for Windows to recognize that the Frontline 802.11 hardware is
connected to the PC. The Activity light on the Frontline 802.11 front panel (Figure 2.39 will blink during
this period, when the light is steady, the Frontline 802.11 hardware is ready to communicate with the

Wireless Protocol Suite software.

2.5.3 Setting Up for ProbeSync

The Frontline 802.11 hardware has ProbeSync™ which allows for synchronization of Frontline hardware clocks
and timestamping. One Frontline device will act as the central device by providing the clock to the central device
receiving the clock. Do not confuse "central" and "central" with the Bluetooth device central and central

relationships. Refer to the following tables.

Table 2.19 - 802.114 Synced to 802.11,

802.114 | 802.11,

802.114 802.11, OUTI IN TouTT IN

Central Peripheral | X X
Peripheral Central X | X

Table 2.20 - Sodera Synced to 802.11

Sodera | 802.11
Sodera 802.11 OUTTIN loUTT IN
Central | Peripheral | X X

Note: The Frontline Sodera device must always be the central node in ProbeSync mode.

ProbeSync allows a Frontline Sodera and a 802.11 hardware to be connected together to run off of a common
clock, ensuring precise timestamp synchronization while capturing multiple wireless technologies such as
Bluetooth and 802.11. One device will act as the central device by providing the clock to the central device
receiving the clock. The devices are connected in a daisy-chain configuration. Refer to the following table, to Rear
Panel Connectors on page 42, and to Connecting/Powering the Frontline 802.11 on page 61.
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Table 2.21 - Sodera Synced to 802.11

Sodera 802.11
Sodera | 80211 EoGEESYNC OUTIPROBESYNC INJOUT| IN
Central | Peripheral X X

1. Using a CAT 5 Ethernet cable (less than 1.5 meters (4.9 feet)) insert one end to the central Frontline
Sodera device OUT jack.

2. Insert the other end of the cable into the central Frontline 802.11 device IN jack.

I

TRIGGER ' HCIUSB1— \——HCIusB2—— PG HOST

MASTER

DIGITAL /0

‘ Probe

SLAVE

Figure 2.43 - Back Panel - ProbeSync with Sodera and 802.11
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2.6 Data Capture Methods

This section describes how to load Teledyne LeCroy Wireless Protocol Suite software, and how to select the data
capture method for your specific application.

2.6.1 Opening Wireless Protocol Suite

On product installation, the installer creates a folder on the windows desktop labeled "Wireless Protocol Suite
<version #>".

1. Double-click the " Wireless Protocol Suite <version #>" desktop folder.

This opens a standard Windows file folder window.

A~ » Wireless Protocol Suite 1.00
MName Date modified Type Size
Help and Tools 2/28/2019 10:47 AM File folder
s% Renew PM 19.2.18756.0 2/28/2019 10:47 AN Shortcut 2 KB
£ Wireless Protocol Suite 1.00 2/28/2019 10:47 A Shortcut 2 KB

Figure 2.44 - Desktop Folder Link

2. Double-click on Wireless Protocol Suite Icon and the system displays the Start Page dialog.

[ stast Page - Teledyne LeCroy Wiseless Pretocol Suite = a ®
File Edit Options Help

=

Wireless Protocol Suite

Recent Updates

Your software & up to date,

Getting Started

Start

Select 3 connected device:

More Info

A TELEDYNE ® 2019 Teldyne LeCroy. A1 rights ressrved
PN LR s

Sae the About soresn for detals

Figure 2.45 - Example: Wireless Protocol Suite Start Page
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Note: You can also access this dialog by selecting Start > All Programs > Teledyne LeCroy
Wireless > Wireless Protocol Suite<version #>

Select the Sodera and the Main Application Window will be displayed.

Figure 2.46 - Main Application Window with Capture Screen
Supporting Documentation

The Wireless Protocol Suite <version #>directory contains supporting documentation for development
(Automation, DecoderScript™, application notes), user documentation (Quick Start Guides and the Wireless
Protocol Suite User Manual), and maintenance tools.

2.6.2 X240 Data Capture Method

X240 can be set up for a single technology capture or with two X240 units for synchronized capture of multiple
technologies.

2.6.2.1 Single Technology Capture, Single X240 (1)

Connect a USB C cable to the USB connector labeled Host on the rear of the X240 and the other end of the cable
to the Host PC. When the X240 Analyzer is connected to the Host PC running the Wireless Protocol Suite the
Start Page window will display the X240 option.
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B stast Pagye - Telacyne LeCroy Wirsless Protocal Suite

a
»

File Edit Optiens Help

-

Wireless Protocol Suite

Select X240 Updates

Your software & up to cate,

Recent

Getting Started

More Info

&% TELEDYNE ©.2013 Teledyne LeCroy. A1 rights reserved
LECROY Saw the About soreen far delain

Figure 2.47 - Start Page Single Technology Capture

Select X240 to bring up the X240 Main Window. When the Main Window is displayed, you will see Toolbars with
the following functions:

Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 22.1.28079.0 (ALPHA) (X240)

% B [E ®strtRecord Pstartandyze X @ TV N B @
X240 SM:20005+ A& K- L, A Eventlog  Readyto record BR/EDR

Figure 2.48 - X240 Toolbars

To begin recording Bluetooth traffic, click on the Start Record button. Addresses of captured Bluetooth devices
will appear on the Device Database View. The view is accessible via Main menu View.

2.6.2.2 Synchronized X240 (2) Data Capture Method

On both X240 Analyzer units, connect a USB C cable to the USB connector labeled Host on the back of the X240
and the other end of the cable to the Host PC. Connect the CATC Sync cable to the MicroD25 port on the back of
each X240. See Setting Up for Synchronized X240 (2) Capture on page 37.

When the X240 Analyzers are connected to the Host PC running the Wireless Protocol Suite the Start Page
window will display the Synchronized X240 (2) option.
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Start Page - Teledyne LeCroy Wireless Protocol Suite

File Edit Options Help
=

Wireless Protocol Suite

Recent

Your recent capture fies wil appear here,
Open Fie...

Start

Select the data capture method:
Sodera

Soden LE

X240

Mukple Technologies Aggre
Synchronized X240 (2)

Select Synchronized X240 (2)

Samples

Bluetooth 5.2_CIS_BiS.cfa
BR-EDR_4.1.cfa
Classic_aptX-HD_Audio_Data.cfa
LE_A0A_A0D_CTE.cfa
LE_Generic_Audio_BAP.cfa

Figure 2.49 - Wireless Protocol Suite: Start Page

Select Synchronized X240 (2) to start the Wireless Protocol Suite using both X240 Analyzer units.

Each X240 will be represented by an Analyzer Toolbar in the Wireless Protocol Suite from which it can be

configured
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Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 22.1.28079.0 (ALPHA) (X240)

W E [E @startRecord P StartAnalyze <X () TN B @
H2405MN:20005- A A - L, A Eventlog  Readyto record BR/EDR

240 SN:20000 - A& A - X, A Eventlog  Readytorecord LE

Figure 2.50 - New Capture File

When using Synchronized X240 (2), each X240 should be configured to conform to the following rules of
synchronized capture.

Table 2.22 - Synchronized X240 (2) Capture Configuration Rules
Synchronized X240 (2) Capture Configuration Rules

No X240 can have Excursion Mode enabled.

Only one X240 can have Logic Signals and HCI enabled.

Only one X240 can have Spectrum enabled.

Only one X240 can have Low Energy (LE) Bluetooth enabled.

Only one X240 can have Classic (BR/EDR) Bluetooth enabled.

Only one X240 can have Wi-Fi enabled.
Only one X240 can have 802.15.4 enabled.

To begin recording Bluetooth traffic, click on the Start Record button in the Wireless Protocol Suite.

If any rule of synchronized capture is not followed in the capture configuration of the X240 Analyzer units, an
error message is displayed detailing each rule that is not followed. The capture configuration of the X240 Analyzer
units must be changed to conform to the synchronization rules. The Start Record button in the Wireless Protocol
Suite must be clicked again to begin recording.

If the Event Log of either X240 indicates that the synchronization cable is not properly connected, refer to
Troubleshooting in Setting Up for Synchronized X240 (2) Capture on page 37

Synchronized X240 (2) Capture Modes

The X240 can be configured for either LE or BR/EDR or Wi-Fi or 802.15.4. This offers the opportunity to capture
with two X240s in these configurations or modes:

e LE and BR/EDR

e LE and Wi-Fi

e LEand802.15.4

e BR/EDR and Wi-Fi

e BR/EDR and 802.15.4
e Wi-Fiand 802.15.4

Spectrum capture can be enabled on any one X240 in the each of the above modes.
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2.6.2.3 Synchronized X240 (3) Data Capture Method

Teledyne LeCroy

Connect three X240 units using three CATC Sync Cable kits as described in Setting Up for Synchronized X240 (3)

Capture on page 38

When the X240 Analyzers are connected to the Host PC running the Wireless Protocol Suite, the Start Page

window will display the Synchronized X240 (3) option.

Start Page - Teledyne LeCroy Wireless Protocol Suite 1.50

File Edit Options Help

]

Wireless Protocol Suite

Recent

Your recent capture files will appear here.
Open File...

Start

Select the data capture method:
X240

Multiple Technologies Aggregated
Synchronized X240 (2)
Synchronized X240 (3)

Select Synchronized X240 (3)

Samples

Bluetooth 5.2_CIS_BIS.cfa
BR-EDR_4.1.cfa
Classic_aptX-HD_Audio_Data.cfa
LE_AoA_AoD_CTE.cfa
LE_Generic_Audio_BAP.cfa

Figure 2.51 - Wireless Protocol Suite: Start Page

Select Synchronized X240 (3) to start the Wireless Protocol Suite using three X240 Analyzer units.
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Each X240 will be represented by an Analyzer Toolbar in the Wireless Protocol Suite from which it can be
configured.

When using Synchronized X240 (3), each X240 should be configured to conform to the following rules of
synchronized capture.

Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 22.1.28079.0 (ALPHA) (X240)

% B [E ®strtRecord Pstartandyze X @ TV N B @
X240 SM:20005+ A& K- L, A Eventlog  Readyto record BR/EDR
24D SN:20000 - A A - b, A Eventlog Ready to record LE

H2A0SN:20902 - A& A - b, A Eventlog  Readyto record Wi-Fi

Figure 2.52 - Synchronized X240 Toolbars

Table 2.23 - Synchronized X240 (3) Capture Configuration Rules
Synchronized X240 (3) Capture Configuration Rules

No X240 can have Excursion Mode enabled.

Only one X240 can have Logic Signals and HCI enabled.

Only one X240 can have Spectrum enabled.

Only one X240 can have Low Energy (LE) Bluetooth enabled.

Only one X240 can have Classic (BR/EDR) Bluetooth enabled.

Only one X240 can have Wi-Fi enabled.
Only one X240 can have 802.15.4 enabled.

To begin recording Bluetooth traffic, click on the Start Record button in the Wireless Protocol Suite.

If any rule of synchronized capture is not followed in the capture configuration of the X240 Analyzer units, an
error message is displayed detailing each rule that is not followed. The capture configuration of the X240 Analyzer
units must be changed to conform to the synchronization rules. The Start Record button in the Wireless Protocol
Suite must be clicked again to begin recording.

If any X240 indicates, in its Event Log window, that the synchronization cable is not properly connected, refer to
Troubleshooting in Setting Up for Synchronized X240 (3) Capture on page 38

70 Wireless Protocol Suite Hardware and Software User Manual



Chapter 2 Getting Started Teledyne LeCroy

2.6.3 Sodera Data Capture Method

When the Sodera Analyzer is connected to the Host PC running the Wireless Protocol Suite the Start Page
window will display the Sodera option.

B it Poge - Telecyne LeCroy Wirebes Brotocel Sue 1.70
Fie [da Options Help
3

Wireless Protaocol Suite

Recent Updates

ot redet capture Tes wil bpped Bare Updates check fled. The Intemet connection appeans to be offine.
Selact Sodera Getting Started

Start g tart G

Select the €0 G r thod:

Samples

Mare Info

F’ TELEDYNE 2008 T Croy, Al fights o
(Lt ptbirlqlon bl dgtees

Figure 2.53 - Wireless Protocol Suite: Start Page

Select Sodera to bring up the Wireless Protocol Suite window. The Wireless Protocol Suite Application icon will
be placed in your taskbar at the bottom of your screen.

Wireless Protocol Suite Application Icon

2.6.4 Sodera LE Data Capture Method

When the Sodera LE Analyzer is connected to the Host PC running the Wireless Protocol Suite the Start Page
window will display the Sodera LE option.

Select Sodera LE to bring up the Wireless Protocol Suite window. When the Main Application Window is
Displayed, you will see toolbars with the following functions:
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Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 2,20 (Sodera LE)

File Edit View Capture Options Help

m B [E ®startRecord PStartanayze X @ Y M B B OB
Sodera LE SMN:A1601-00001 - A /& - A Eventlog  Readyto record LE

Figure 2.54 - Sodera LE Toobars

To begin recording Bluetooth traffic, click on the Start Record button. Addresses of captured Bluetooth devices
will appear on the Device Database View. The Device Database is available from menu in the toolbar.

Select Sodera LE to bring up the Wireless Protocol Suite window. The Sodera Main window icon will be

\S

placed in your taskbar at the bottom of your screen.

Wireless Protocol Suite Application Icon

2.6.5 Frontline® 802.11 Data Capture Method

When the 802.11 Analyzer is connected to the Host PC running the Wireless Protocol Suite the Start Page will
display the 802.11 option.
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Bl start Pagge - Telechme LeCroy Wireless Protosol Suite
File Edit Options Help
| =

Wireless Protocol Suite
Recent Updates
Select 802.11

Getting Started

Sod % Guidi

More Info

TELEDYNE © 2019 Teledyna LaCeoy. AIFghts rebarved
LECROY Son o About screon for detals

Figure 2.55 - Wireless Protocol Suite: Start Page

Click on 802.11.

Updates check faled. The Internet connection appears to be offine.

Teledyne LeCroy

The Teledyne LeCroy Wireless Protocol Suite software will display the 802.11 Main window. From this window

you can choose the Start Record button.

File Edit View Capture Options Help
m B F @OsttRecord O, ® F W

E @

Figure 2.56 - 802.11 Start Record button

e 802.11
o Requires one Frontline 802.11 hardware.

o Captures 802.11 data on the selected channel.
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e 802.11 Double

° Requires two Frontline 802.11 hardware with ProbeSync™.

Qee=) S ) 2.1 1

ORI 1 /b g/n PacToosu Asaurzoe

Prone G

Figure 2.57 - 802.11 Double
e 802.11 Triple
© Requires three Frontline 802.11 hardware with ProbeSync™.

To begin recording 802.11 traffic, click on the Start Record button. 802.11 traffic will be shown in the Summary
Window.

74 Wireless Protocol Suite Hardware and Software User Manual



Chapter 2 Getting Started

Teledyne LeCroy
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Figure 2.58 - 802.11 Capture / Analysis Windows
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2.6.6 Using Sample Capture Files
There are several sample capture files in the Wireless Protocol Suite installation.

Each file has a self descriptive name regarding used device and traffic type. You have two options to open these
files:

e Samples section in the Start Page.
e Sub menu item 'Sample Files' in the 'File' menu.
Caution:

Wireless Protocol Suite software treats sample files in the same way as other user recorded capture files, i.e. it
preserves all your changes in the original sample file: you may make a copy of the desired file and save it before
any experiment that may corrupt it.

By default sample files stored in the Public Documents folder more precise path you can find out from path hint:
1. Go to the Samples section in the Start Page.
2. Hover mouse cursor over interesting sample file name.

3. Wait until a hint with the whole path appears.

S start Page - Teledyne LeCroy Wireless Protocol Suite

File Edit Option: Help

% Open.. Ctrls O
Pice
Sample Files 3 1SOC_BIS_CIS_Data.cfa |
= e SomyXperial_BowersWilkinsP5_aptX_aptX-HD_SampleCapture.cfa ‘
Updates
Export ]
ipear hera. Your software is up to date.
Getting Started
Exit Alt=F4
A connected device & requred for capturing.

More Info

Samples

IS_CIS_Data.cfa

" TELEDYNE ‘D 2019 Teledme LeCroy. Al ights reserved
LECROY See the About screen for delads.

Figure 2.59 - Start Page -> Captured Files

4. Click on the file name and the main application window of the Wireless Protocol Suite software will open
with the Captured File loaded.
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You can also discover the path to "My Captured Files " by selecting File -> File Locations from the Start Page.

2.7 NewTopic

File Locations X
File Types Location ()
[ My Capture Files [default] C:\sers\Public\Documents\T eledyne LeCroy Wireless\My Capture Files\,
My Configurations (default) C:\sers\Public\Documents\T eledyne LeCroy Wireless\My Configurations's
My Decoders [default) C:\Users\Public\DocumentshT eledyne LeCroy Wireless\My Decodersh
My Log Files [default] C:\Users\Public\Documents\T eledyne LeCroy Wireless\My Log Filesh
My Methods {default] C:\Users\Publich\Documents\T eledyne LeCroy Wireless\My Methodsh M
< >
Use Default tadify .. 0K . Hep []Use Last Opened Folder for Capture Files

Figure 2.60 - File Locations
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Chapter 3 Configuration Settings

In this section the Wireless Protocol Suite software is used to configure an analyzer for capturing data.
3.1 Configuration and I/O for Bluetooth Data Capture

3.1.1 User Configuration Overview

The Frontline Bluetooth Protocol Analyzer is capable of simultaneously capturing and demodulating RF channels
and packet types defined in Bluetooth Specifications up to and including 5.1. The user is not required to specify

the addresses of the devices to be captured or their roles (central or peripheral) during the connection lifetime.

Prior to capturing data the user does not need to enter any information (PIN, OOB, long term key, link key) used
to encrypt or decrypt data. The Analyzer provides live simultaneous capture of all 79 Classic Bluetooth channels
and 40 Bluetooth low energy channels storing data for both live and post capture analysis.

The Analyzer uses a two-stage capture-analysis process. First, Record will activate the analyzer to begin capturing
data from all Bluetooth devices in range. In the Analyze stage, the user selects one or more wireless or wired
devices for analysis and the analyzer will begin sending captured data that is to/from those devices to the
Wireless Protocol Suite software. The data appears in various views:

Summary Pane, Message Sequence Chart, Coexistence View, Bluetooth Timeline, Low Energy Bluetooth
Timeline, PER Stats, etc.

If any keys needed for decryption are known from past captures those keys are automatically applied to the
devices under test. Prior to protocol analysis the user can enter any unknown keys. The analyzer will identify the
specific key necessary for data decryption, for example Link Key, Passkey, PIN, Temporary Key. Decryption keys
are entered into the Security pane. The Security pane is available from the View menu.

Security Fx
Show: Selected Devices Only = Maringe Keys ~
Tirme Central & Peripheral PINST Link Key ACO v L
38 419/2021 Z28:57.588...  wxoocHRTETEFC A Missing Peripheral Address
. 41972001 23925268 “Echo-6M0" THC24G0E41FL 4 062382 36F J0BSFDOMDDDDSETIZAIAG.  (wOCS0:CO00.. PUA
a
& 41192001 22525367 “Echo-BHO" THC24606:41:F4 ! CnB238236F I9BSFDODODDSETIZAIAS..  DnC 285:3956:
411972021 23012062 0BAEDGST:S8:10 a4 Ow6238236F3G8SFDDSDDDDSETIZAIAG..  (wiCIB5E3IF56:.
[ .
411972021 2:30:20900..  2BALZE-DHRAENC a Unable to valsdate
& A719/2021 2:30:26.345 R0 3C: D 5eABC 5065 i Unable to valsdate
471972021 23331165 DAEDEST-58:10 i CB23E2IGFIGBEFDDSDDD0SETIZAZAG..  On3FOEd2IRE.. M/A
o
41972001 223931917 GR:AED&ST:58:10 4 CwB238235F IGREFDOSDDDDSETIZAZAG.  (wOEIAMFI2:. N w

Ra‘:\ Data Sequrity
Figure 3.1 - Security Pane

The user can configure the record options from the Analyzer Toolbar. The default settings are sufficient for
capturing most Bluetooth connections. Details of the configuration settings are in the Wireless Protocol Suite
Hardware and Software User Manual available to download from FTE.com or in Frontline on-line help.
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3.1.1.1 Standard Capture Scenario

In the standard capture scenario, the analyzer is connected to a host computer via the rear panel PC HOST
interface and captures live “over the air” data exchanged between two Bluetooth devices.

3.1.2 Wireless Protocol Suite Analyzer Toolbars

When the Wireless Protocol Suite software is loaded and started on the host computer theWireless Protocol Suite
Main Windows with Analyzer toolbar(s) will open. It allows users to control and view the status of a connected
X240 / X500 /Sodera / Sodera LE hardware from within the main application window of the Wireless Protocol
Suite.

w B [E @ startRecord P Start Analyze <Y, i T % B

Sodera SM:00036 = }'.. 4’:’ * oy A Event Laog Ready to record BR/EDR, LE, Spectrum = HC|

Record Manage Excursion Mode
Analyzer Option Analyzer Status
Infermation Analyzer Option

Figure 3.2 - Wireless Protocol Suite Analyzer Toolbar

From within the Wireless Protocol Suite application, the user now has the same options and capabilities
previously provided via the separate Datasource application window. These include the following:

o Display of X240 / X500 /Sodera / Sodera LE product information

e Display of current status of X240 / X500 /Sodera / Sodera LE

e Ability to configure Record options

¢ Ability to configure Analyze options (including selecting which devices to analyze)
o Display of Wireless devices captured (current and previously captured)
o Display of Wired devices configured/captured

o Display of captured Security Events

¢ Ability to configure Bluetooth Privacy Keys

o Ability to configure Private Keys

o Display of Datasource event messages

o Ability to apply feature licenses

¢ Ability to manage excursion mode captures
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In addition, as a result of removing the Datasource application window, the user is now only presented with a
single button for Start Record and for Start Analyze (the current buttons in the Wireless Protocol Suite).

The Analyzer toolbars are presented for each connected Datasource. E.g., for the Synchronized X240 mode two
analyzer toolbars will be displayed:
W B [E ®sStartRecord P StartAnalyze X L3 Yy B @2
H2A05N:20800 - A A - A Fyent Log Ready to record LE, Spectrum

X240 SM:21045+ A& A~ A Eventlog  Readyto record BR/EDR

Figure 3.3 - Wireless Protocol Suite with Two Analyzer Toolbars

The Analyzer toolbars are presented in live mode and when a capture file is opened. A Datasource file (.scap) is
required to display the toolbars. When opening a capture file without corresponding Datasource file, the Wireless
Protocol Suite will not display Analyzer toolbars.

When opening a capture file, the Record Options, Excursion Mode Captures menus, and the Analyzer
Status indicator will not be displayed.

3.1.2.1 Menu & Toolbars

Access to the various capture and analysis functions and displays is through the various menus and toolbars in the
Wireless Protocol Suite software.

3.1.2.1.1 Analyzer Toolbar Menu and Icons

The Analyzer toolbar menu is fixed in position and always in view. When selected, the Analyzer
Informationand Analyzer Options form pull-down menus with options for each topic. The Analyzer Toolbar
icons and pull-down menu items are described in the table below.

Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus

Icon/Menu Description

Analyzer Information menu: About Analyzer - Opens a popup window with version and

H24A0 EM:21045 J‘"., f,’ - o configuration information

About Analyzer I Manage License (X500 and X240 only) — Opens Manage License dialog
that allows to view the details of a currently installed license file or update

Manage License...
J | the license file.

» | Opens the Record Options dialog where the attached hardware can
be configured for Bluetooth technologies and other capture modes.
For additional information see Record Options Dialog on page 86
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Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus (continued)

Icon/Menu

Description

Analyze Options menu

LE Test Made Filters...

Anahyze Inquiry Process Packets
Anatyze All Paging Without Connection
» Anshee NULL snd POLL Packets
~  Analyze LE Empty Packets
Anshyze Ancrymous/Unknawn Adv. Packets
Analyze Mesh Advertising Packets
Anahyze LE Packets with CRC Errors

LE Test Mode Filters...

Allows filtering in or out LE
Test Mode PDUs and will
allow filtering in selective LE
Test Mode PDUs by
channel number. For
additional information see
Record Options Dialog on

page 86

Analyze Inquiry Process Packets

When checked will include
inquiry packets in the
analysis. Inquiry packets
are normally ignored, so
not-checked is the default.
This feature is unavailable
with Sodera LE hardware.

Analyze All Paging Without
Connection

Includes traffic from all
failed BR/EDR connection
attempts. This feature is
unavailable with Sodera LE
hardware.

Analyze NULL and POLL Packets

When checked will include
NULL and POLL packets.
NULL and POLL packets
are normally ignored, so
not-checked is the default.

Analyze LE Empty Packets

When checked will include
Bluetooth Low Energy
empty packets. Empty
packets are normally
ignored, so not-checked is
the default.
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Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus (continued)

Icon/Menu

Description

Analyze Anonymous/ Unknown
Adv. Packets

When checked the Wireless
Protocol Suite software
identifies Bluetooth Low
Energy anonymous
advertising packets. An
anonymous advertising
packet does not contain the
AdvA field and its
corresponding auxiliary
packet also does not
contain an AdvA field. With
no address, there is nothing
to select for analysis in the
Device Database pane. The
Wireless Protocol Suite
software groups
anonymous packets and
this option allows the user to
include or exclude those
packets for analyzing.

If the Frontline system
captures either the
extended advertising packet
or its corresponding
auxiliary packet but not both
and the AdvA field is not
presentin

Analyze Mesh Advertising Packets

When checked, all captured
Mesh Advertising packets
are included in the analysis.
This includes advertising
packets for both Mesh
Provisioning and the Mesh
Proxy Service. The default
setting is unchecked.
Settings are persistent.

Analyze LE Packets with CRC
Errors

When checked, LE packets
with CRC errors are
included in analysis and a
partial decode of those
packets is provided.
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Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus (continued)

Icon/Menu

Description

|k

Record or delete captures from the Sodera hardware that were
created using excursion mode. Opens the Manage excursion mode
captures dialog.

This selection is disabled during live capture.

Event Log button Event Log Opens up the Event Log
view.
& Event Log
| Ready The Analyzer current status. The following statuses are available:

Ready — the Analyzer is connected and ready to record traffic.
Recording — the Analyzer is recording traffic.

Disconnected — the Analyzer was disconnected from the system.

Manage Excursion Mode captures dialog

This dialog provides the user with a means to record or delete captures previously created and saved on the
hardware using Excursion Mode. The Excursion Mode feature is only supported on Sodera and X240 analyzers.
This option is unavailable with Sodera LE hardware.
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'

Manage excursion mode captures

25

ComProbe Sodera SM; A1507-00021

Date created (UTC)
3/9/2015 3:16:30 FM
9/9/2015 91625 PM
37972015 31504 FM
5/3/2015 3:08:32 PM
9/8/2015 30826 FM
3/8/2015 30823 FM
59/8/2015 3:08:02 FM
9/8/2015 3.07:58 FM
3/8/2015 3:07:45FM
9/8/2015 30740 FM
3/8/2015 30716 FM
5/4/2015 3:01:16 PM
9/1/2015 B:03:43 FM
9/1/2015 8:02:36 FM
91/2015 80222 FM
2312015 8:55:01 PM

4 captures selected

Delete |

% Date created {ocal)

9/9/2015 5:16:30 FM
9/9/2015 51629 FM
9/9/2015 5:15:04 FM
59/8/2015 11:08:32 AM
9/8/2015 11:02:26 AM
59/8/2015 11:08:23 AM
11:08:02 AM
59/8/2015 11:07:58 AM
3/8/2015 11:07:45 AM
9/8/2015 11:07.40 AM
9/8/2015 11:07:16 AM
9/4/2015 11:01:16 AM
9172015 4:03:43 FM
31/2015 4:02:36 FM
9172018 4:02:22 FM
8/31/2015 4:55:01 PM

Size

450 KB
2380 KB
121 KB
134 KE
175 KE
142 KB

269 KB
377 KB
151 KB

136 KB
1592 KB
280 KB

29 GB free

Record | Close I

*

m

-

If a hardware unit is connected to the computer the dialog displays

e The serial number of the hardware.

Figure 3.4 - Manage Excursion Mode Captures Dialog

o Alisting of all Excursion mode capture files stored on the currently connected Sodera hardware. If no files are
stored, the list will be empty.

The listed files display the following information.

o Date Created (UTC) - the date and time in the UTC time zone that the excursion mode capture was started.

« Date Created (local) - The capture’s starting date and time in the local time zone of the user's computer.

o Size - the size of the excursion mode capture.
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Select Excursion mode capture files by
o Click to select a single file.
o Shift-click to select a contiguous range of files starting with the most recently selected file.
o Ctrl-click to select an additional file or non-contiguous file to the selection.
o Select all files by:
o right-clicking and selecting Select All Ctrl-A from the context menu, or.
o Typing Ctrl-a.
Delete selected files from the connected Sodera hardware by
e Pressing the Delete key, or
¢ Right-clicking and selecting Delete from the context menu, or
¢ Clicking the dialog Delete button.

A delete operation will display a confirming dialog that requires the user to confirm the operation before the files
are actually deleted. Clicking on Yes will permanently delete the files from the connected Sodera hardware.
Clicking on Cancel will abort the delete operation.

Record - Selecting a single file will enable the Record button and the Record right-click pop-up menu item.
Clicking the Record button or menu item will close the dialog and start recording the selected excursion mode
capture to the user's computer.

Right-click pop-up menu

Right-clicking on any file will open a pop-up menu with options to Delete, Record, or Select All.

Record
Select All Ctrl-A

Figure 3.5 - Excusion Mode Pop Up Menu
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LE Test Mode Channel Selection dialog

i LE Tect Mode thannet Salachion wﬂ PDUs and the channels are highlighted: channel 3, 7, and
11. Channels 3 and 7 are checked, so their PDUs are

filtered "in" for analysis. Channel 11 has not been
checked, so its PDUs are filtered "out" from the analysis.

Select RF channel numbers to anahyze:

LI 10 2 30 These channel filter selections are persistent for the

[ I | 2 [ 31 . o

- — - - current session. Another Record action in this same
= 2 = e session can be performed and the same channel filter

o [ 13 Tz 3 selection will be applied unless changed.

[ 4 [ 14 24 3

[ 1% [ 15 [ 25 s

[ & [ 16 [ 26 [ 36

v [ = [ 27 [ 137

[ 8 [ 18 [ 28 [ 38

[ [ 19 [ 29 [ 1239

Select m|| Clear Al | 0K | Canesl |

Table 3.2 - LE Test Mode Channel Sellection Buttons

Button Description
Select All Selects all 40 Low Energy channels
Clear All Deselects all 40 Low Energy channels
OK Active once a channels selection is made. When clicked the selected
channels are saved for analysis, and the dialog closes.
Cancel Closes the dialog without saving any changes.
3.1.2.1.1.1 Record Options Dialog

The Record Options dialog is used to configure the unit prior to data capture. The record options are stored on
the hardware and these setting will persist until changed. The Record Options dialog is only active when a unit is
connected to the computer running the Wireless Protocol Suite software.

Note: If a hardware unit is not connected then these settings can neither be viewed nor
changed.

3.1.2.1.1.1.1 Record Options Dialog: X500

The Record Options dialog is used to configure the X500 unit prior to data capture. The record options are stored
on the X500 hardware and these setting will persist until changed. The Record Options dialog is only active when
a X500 unit is connected to the computer running the Wireless Protocol Suite software.

Note: If a X500 hardware unit is not connected then these settings can neither be viewed
nor changed.
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Clicking on OK will save the Record Options settings on the connected X500 unit. Any Record Options parameter
changes made will overwrite the previously saved Record Options.

Wireless Tab

The X500 Wireless tab is scrollable.

b Record Options (SN:22636) x

Wireless Wired Wireless Filters
| Wireless Capture

| ] classic Bluetooth (BR/EDR)
‘ [[] sluetooth Low Energy (LE)
[ wi-Fi (s02.11)

ch & (2437 MiHz) Scan Network

20 MHz

] wean 802.15.4

[ spectrum 2.4 GHz

200

Bluetooth & B02. 15.4 Gain Control
(@) Automatic Attenuation

(O Manual Attenuation (0 to 45d8): & =

Excursion Mode
I:I Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List (:

[oc ]| oo

Figure 3.6 - X500 Record Options - Wireless tab (not scrolled).
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Record Options (SN:22636)

Wireless Wired Wireless Filters
| Bluetooth Low Energy (LE)

[0 wi-Fi (802.11)

[ wean 802.15.4

[[] spectrum 2.4 GHz

Bluetooth & 802. 15.4 Gain Control
@ Automatic Attenuation

(O) Manual Attenuation (0 to 45 dB):

Excursion Mode

Teledyne LeCroy

[[] Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List (i

Add

o1/ e

Figure 3.7 - X500 Record Options - Wireless tab (scrolled).
Table 3.3 - X500 Record Options Wireless Tab Selections

Section Selection Description
Wireless Classic When checked, will capture data from Classic Bluetooth devices.

Capture Bluetooth
Bluetooth When checked, will capture data from Bluetooth Low Energy devices.
Low Energy
Wi-Fi When checked, will enable configuring either Wi-Fi 5 4x4 or Wi-Fi 6E 2x2

capture. See the section titled Wi-Fi Configuration following this table.

WPAN When checked, will capture data from 802.15.4 devices.
802.15.4
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Table 3.3 - X500 Record Options Wireless Tab Selections(continued)

Section

Selection

Description

Spectrum
2.4 GHz

When checked this selection provides the user with the ability to capture
samples of the 2.4 GHz RF present at the X500 antenna. The spectrum data
represents the RSSI and it is automatically saved when the capture is saved. It
can be optionally viewed in the Coexistence View. Spectrum sampling is set at
20, 50, 100, or 200 microsecond intervals using the Interval control.

Interval; | 200 | us

Capturing spectrum data will use additional memory, and the smaller the
sample interval, the more memory that is used, So when using sample rates
less than 200 microseconds the X500 unit must be connected to a computer
and not being used in Excursion Mode.See Spectrum Analysis on page 225 and
Coexistence View - Spectrum on page 285 for more information.

Bluetooth
& 802.15.4
Gain
Control

Automatic
Attenuation

The X500 unit will automatically adjust the attenuation of the received RF
signal to estimated levels suitable for effective data capture.

Manual
Attenuation)

Manual Attenuation may be necessary if the capture does not provide reliable
results. Attenuation can be adjusted from 0 to 45 dB in 1 dB steps. For
example, in the presence of a strong Wi-Fi signal the user may have to
increase the attenuation to achieve a reliable Bluetooth or 802.15.4 data
capture. The user should adjust the attenuation and then capture the data
again. Repeat, if necessary, until a reliable data capture is achieved.

Bluetooth & 802. 15.4 Gain Confrol
() Automatic Attenuation

(%) Manual Attenuation (0 to 45d8): |18 -

The X500 default Manual Attenuation is 5dB.

Excursion
Mode

When Excursion Mode is checked the X500 hardware will support
Excursion mode captures where the hardware can capture data without
being connected to a computer. The configured traffic is captured for
later upload and analysis using a computer running the Wireless Protocol
Suite software. Refer to Excursion Mode on page 164 for more
information about the Excursion Mode.

Classic
Bluetooth
Resolving

List

This is a list of Classic Bluetooth device addresses used to resolve
packet source BD_ADDRSs (Bluetooth Device ADDResses) during
capture. The datasource maintains a database of known device BD _
ADDRSs indexed on the least significant 4 bytes of the BD_ADDR — the
UAP and LAP. Over time, the device database will grow and may contain
multiple devices with BD_ADDRSs with the same UAP and LAP. The
resolving list is used to specify a known set of device BD_ADDRSs that will
be encountered in a capture session. This list will be checked first for
matching device BD_ADDRs. Each BD_ADDR on the resolving list must
have a unique value for the least significant 4 bytes of the BD_ADDR
(UAP and LAP).
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Classic Bluetooth Resolving List Configuration

To add a Classic Bluetooth Device Address to the resolving list, select the “Add” button. Enter the Classic
Bluetooth Address. Click OK. See figure below.

ES Mew Address x

Classic Bluetooth Address:

|AA:EE:CC:DD:EE:FF|

; 4
Cancel | |

Figure 3.8 - Enter Bluetooth Address

Classic Bluetooth Resolving List (&)

Af:BB:CC:DD:EE:FF Add
Edit

Delete

Figure 3.9 - After Entering Bluetooth Address

To edit a Classic Bluetooth Device Address that is already on the list, select that address and click the “Edit”
button. Change the address, then click OK.

To remove a Classic Bluetooth Device Address that is on the list, select that address and click the “Delete” button
Wi-Fi Configuration

Either Wi-Fi 5 4x4 or Wi-Fi 6E 2x2 can be selected. For either of these selections, Primary 20 MHz Channel and
Channel Width on which to capture Wi-Fi can be configured.

Wi-Fi (802.11)
Standard Control: (® Wi-Fi 54x4 (O WiFi 6E 2x2

Primary Channel: ch 6 (2437 MHz) W Scan Network
Channel Width: 20 MHz v

Channel: ch 6 (2437 MHz)

Truncate Packets:

Figure 3.10 - X500 Wi-Fi Options
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Table 3.4 - X500 Wi-Fi 5 4x4 Option Selections

Section Description
Primary | Select from the 2.4 GHz, 5 GHz, or 6 GHz primary channels. The primary channels are 20 MHz
Channel | wide. They are used for signaling and backwards compatibility.
The 6 GHz channels are only available with the Wi-Fi 6E standard selection.
Channel [ The possible Channel Width options are enabled based on the Primary Channel selection.
Width . . .
For a 2.4 GHz channel, the possible options are 20 MHz, +40 MHz (expanded above the primary
channel). and -40 MHz (expanded below the primary channel).
For a 5 GHz channel with the Wi-Fi 5 Standard, the possible options are 20 MHz, 40 MHz, 80
MHz.
For a 5 or 6 GHz channel, with the Wi-Fi 6E Standard, the possible options are 20 MHz, 40 MHz,
80 MHz and 160 MHz.
Channel | This is the center frequency, automatically calculated from the Primary Channel and the Channel
Width selections.
Truncate | When checked, the system truncates Wi-Fi data packets. The system does not truncate
Packets | management or control type packets.

In summary view, a user will only see the decoding for the Radio Tap and MAC header of
truncated packets. This allows for smaller capture files.
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Wired Tab

Record Options (SM:22614) *

Wireless Wired Wireless Filters

@ Up to two HCI interfaces (pods or ports) can be configured at a time.
USB-HCI Capture

rort1
Orortz

[JPed1
[JPodz

[] Pod 3 (Logic Signal Only)

Corce

Figure 3.11 - X500 Record Options — Wired tab

Initially, without any pod selected for capture, the dialog will appear in a compressed state. Selecting a pod for
capture will open the pod’s options.
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Record Options (SMN:22614) *

Wireless Wired Wireless Filters

@ Up to two HCI interfaces (pods or ports) can be configured at a time.
USB-HCI Capture

[Jrort 1
[Jrort2

M Pod 1

Threshold: | L2V ~ | Sensitivity: |Low ~

HCI Capture Method: (@ UART () SPI

Tx Line: |1 ~ | Rxline: |2 ~ Configure

Logic Signal Capture

Oo O1 0z O3 O4 Os Oe O7

[JPod2

[] Pod 3 (Logic Signal Only)

Cancel

Figure 3.12 - X500 Record Options — Wired tab with Pod 1 selected for capture

When all pods are selected for capture, the dialog is scrollable.
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Record Options (SN:22614) x
Wireless Wired Wireless Filters
~
@ Up to two HCI interfaces (pods or ports) can be configured at a time.
USB-HCI Capture
[(Port 1
[Jrort2
Pod 1
Threshold: | 1.2V ~ | Sensitivity: |Low v
HCI Capture Method: @) UART () SPI
Tx Line: i v: RxLine: 2 s Configure
Logic Signal Capture
o It O2 O3 O4 Os s 7
Pod 2
Thresheld: | 1.2V ~ | Sensitivity: :Low ~
HCI Capture Method: () UART (@) SPI
Mode: CLK: MISO: MOST: S5/CS:
0 i S LA | ~ lD v. o e
Logic Signal Capture
(Do 01 02 O= O4 Os Oe 7
Pod 3 (Logic Signal Only)
W

Figure 3.13 - X500 Record Options — Wired tab (not scrolled)
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Record Options (SN:22614)

Wired

Wireless Wireless Filters

[ Pod 1

Threshold: | 1.2V | Sensitivity: |Low

HCI Capture Method: (@ UART (O) SPI

Tx Line: |1 | Rxline: |2 v

Logic Signal Capture

Oe O: Oz O3 O4 Os Os O7

[ Pod 2

Threshold: j1.2\-' ~ | Sensitivity: |Low
HCI Capture Method: () UART (@ SPI
Maode: CLE:

MISO: MOSI:

0 N A el [ | |8

Logic Signal Capture

Oo O: 0203 O+ Os Os O7

Pod 3 {Logic Signal Only)

Threshold: |1.2V¥ | Sensitivity: |Low

Logic Signal Capture

Oo O Oz O3 O« Os Oe O7

b4
~
Configure
55/C5:
| 2 -
]

Figure 3.14 - X500 Record Options — Wired tab (scrolled)

Wireless Protocol Suite Hardware and Software User Manual



Chapter 3 Configuration Settings

Teledyne LeCroy

Table 3.5 - X500 Record Options Wired Tab Selections

Pod . o
Selection Section Description
Pod 1 When checked, Pod 1 is enabled for both Logic Signal and HCI

capture.

Threshold (V)

Threshold voltage at which a line is considered to be in an on
state. The default value is set to 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit

Capture

Method: | RXline

Data line selected for UART receive

UART | Configure

HCI UART I/O Settings . See HCI-UART 1/O Settings following
this table.

SPI Mode 0 - 3.

Data line selected for clock signal.

Data line selected for central output central input.

Data line selected for central input central output.

HCI Mode

Capture

Method: CLK

SPI MISO
MOSI
SS/CS

Data line selected for central select signal.

Logic Signal 0-7
Capture

These are Logic Signal data lines 0-7 corresponding to Data 0-
Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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Table 3.5 - X500 Record Options Wired Tab Selections(continued)

Pod . iy
Selection Section Description
Pod 2 When checked, Pod 2 is enabled for both Logic Signal and HCI
capture.
Threshold (V) Threshold voltage at which a line is considered to be in an on

state. The default value is setto 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit
Gapture ' Data line selected for UART recei
Method: x line ata line selected for receive
UART | Configure |HCIUART I/O Settings . See HCI-UART I/O Settings following
this table.

HCI Mode SPI Mode 0-3.

Capture . .

Method: CLK Data line selected for clock signal.

SPI MISO Data line selected for central output central input.
MOSI Data line selected for central input central output.
SS/CS Data line selected for central select signal.

Logic Signal 0-7 | These are Logic Signal data lines 0-7 corresponding to Data O-
Capture Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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Table 3.5 - X500 Record Options Wired Tab Selections(continued)

Pod . o
Selection Section Description
Pod 3 When checked, Pod 3 is enabled for both Logic Signal and HCI

capture.

Threshold (V)

Threshold voltage at which a line is considered to be in an on
state. The default value is set to 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit

Capture

Method: | RXline

Data line selected for UART receive

UART | cConfigure

HCI UART I/O Settings . See HCI-UART 1/O Settings following
this table.

SPI Mode 0 - 3.

Data line selected for clock signal.

Data line selected for central output central input.

Data line selected for central input central output.

HCI Mode

Capture

Method: CLK

SPI MISO
MOSI
SS/CS

Data line selected for central select signal.

Logic Signal 0-7
Capture

These are Logic Signal data lines 0-7 corresponding to Data 0-
Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.

HCI UART 1/0 Settings

After clicking on the Configure button, the 1/O Settings for UART can be configured without an HCI pod being
connected to the Sodera. When you click on the OK button the configuration information is saved but is not

stored on the Sodera hardware.
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HCI-UART Settings X
Transport Protocol: |H4 =
Parity: Mone et
Data Bits: a i
Stop Bits: 1 sk
[ autobaud
Tx Baud Rate: 2600 ¥
Fx Baud Rate: 9800 w

Cancel

Figure 3.15 - HCI UART Settings
Table 3.6 - HCI-UART Settings

Setting Value Description
Transport H4 The simplest protocol designed to operate over RS-232 with no parity in a
Protocol 5-wire configuration.

BCSP BlueCore Serial Protocol, developed by CSR, provides a more reliable
alternative to H4. The protocol is defined to run a 3-wire connection, and
can optionally use a 5-wire UART connection with two flow control lines.

3-Wire A 3-wire protocol that provides error detection and correction.

(HS)

MWS WCI- | The Wireless Coexistence Interface (WCI) is a full duplex UART carrying

2 logic signals framed as UART characters.

Parity None No parity check occurs

Even The count of bits set is an even number.

Odd The count of bits set is an odd number.

Data Bits 8 The number of data bits in the expected packet.

7

6

5

Stop Bits 1 The number of data bits held in the mark (logic 1) condition at the end of

15 the expected packet.

2
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Table 3.6 - HCI-UART Settings (continued)

Setting Value Description
Autobaud The X500 can automatically determine the baud rate of the HCI UART
when the Autobaud is selected. When the Autobaud checkbox is checked
in the “HCI-UART Settings” dialog box the analyzer automatically
determines the baud rate. Once a baud rate has been determined, it is
applied to both the TX and RX lines. The baud rate is continually
monitored during the capture and automatically adjusted if the baud rate
of the received data changes. If Autobaud is used on multiple pods
simultaneously then Autobaud determines the baud rate of each pod
independently of the other pods. Additionally, if Autobaud is being used
then other pods can still use fixed baud rates. It is possible that when
starting the baud search very short packets may be missed.
TX Baud Rate |Disabled |The baud rates displayed are nominal baud rates as opposed to the
9.600 precise values internal to the analyzer which may differ slightly with a
’ mean absolute average difference of less than half a percent. If autobaud
14,400 is used the difference may be more depending on how much the actual
baud rate differs from those listed in the table.
19,200
28,800
38,400
57,600
115,200
230,400
460,800
921,600
1,000,000
1,250,000
1,500,000
1,750,000
2,000,000
2,250,000
2,500,000
2,750,000
3,000,000
3,250,000
3,500,000
3,750,000
4,000,000
RX Baud Rate Same as TX Baud Rate.
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Wireless Filters Tab

Record Options (SM:21045)

i
Wireless Wired Wireless Filters

Bluetooth Low Energy Address Capture Filter

AfBB:CC:DD:EE:

Add
CO:FREEC:FREE

Edit

Delete

Bluetooth & 802, 15.4 RS5I Capture Filter

Filter out packets with RS5I less than; - dBm

Wi-Fi Capture Filters

[] Enable valid FCs
Packet Types to Indude

[ 1 Management [ |Data [ ] Control [ ] Extended

[ ] wi-Fi MAC Address Capture Filter

Address Field Add

Edit

Delete

Cancel

Figure 3.16 - X500 Record Options — Wireless Filters Tab
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Table 3.7 - X500 Record Options Wireless Filters Selections

Teledyne LeCroy

Capture Filter

Section Description
Bluetooth By enabling the Bluetooth Low Energy Address Capture Filter, only Low Energy packets from
Low Energy | the listed Bluetooth Addresses will be processed into the capture. Addresses can be added,
Address selected and edited, and selected and deleted by using the Add, Edit, Delete buttons

respectively.

B4 Bluetooth Low Energy Address Capture Fiter

AA:BB:CC:DD:EE:11 Add
CO:FFEE:CO:FF:EE Edit
Delete

This filter can be useful in a crowded Bluetooth environment.

RSSI Capture
Filter

By enabling the RSSI Capture Filter, only those packets with RSSI greater than the entered
dBm value will be processed into the capture.

E7] rssl Caphure Filter

Filter out packets with R55] less than: - 6:’.‘! ¥ | dBm

This filter can be useful in a crowded Bluetooth environment.

Wi-Fi Capture

Filters

Enable When checked, the system only captures Wi-Fi packets with a valid checksum. This
Valid FCS | allows a user to filter out bad packets.

Packet When a type is checked, the system captures this type of Wi-Fi packet. This allows a
Types to user to filter out unnecessary packet types. For example, a user may only want to see
Include Management type packets.
Wi-Fi MAC | See Wi-Fi MAC Address Filtering following this table.
Address

Capture

Filter

Wi-Fi MAC Address Filtering

In environments where many Wi-Fi signals can make it hard to focus analysis on only a few signals of interest, the
Wi-Fi MAC Address Capture Filter options allow configuration of only the signals of interest.
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Wi-Fi MAC Address Capture Filter

Address Field Add

AfBBCC:DICEEFF R Edit

11:22:33:44:55:66

12:34:56:78:90:12 R, T Delete

Figure 3.17 - X500 Wireless Filters Tab — Wi-Fi MAC Address Capture Filter

Table 3.8 - X500 Wi-Fi Tab MAC Address Filtering
Setting Description

Wi-Fi MAC Address Capture Filters This must be checked in order to enable the filtering
of MAC Addresses on the X500. Unchecking this
disables MAC Address filtering on the X500, allowing
all Wi-Fi signals captured into WPS for analysis.

Add Displays a dialog in which the MAC Address can be
entered and controls for selecting TX/RX. See Wi-Fi
MAC Address Editing following this table.

Edit After selecting one of the MAC Addresses in the table,
this will display a dialog in which the MAC Address and
the TX/RX can be changed.See Wi-Fi MAC Address
Editing following this table.

Delete After selection one of the MAC Addresses in the table,
this will delete that MAC Address filter.

Wi-Fi MAC Address Editing

The MAC Address table displays the MAC Address and the Fields which indicates whether the MAC Address is
filtered by the Rx (Receive) and/or Tx (Transmit) Field in the MAC Frame.

There is an Enable checkbox for each MAC Address so that each one can be enabled or disabled for filtering.
Up to eight MAC Addresses can be entered for filtering.

To add a MAC Address, click the Add button. The New Address dialog is displayed.
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A= Mew Address >

Wi-Fi MAC Address:

| 11:22 35:494: 55:66

Field in MAC Frame

§ [ ] Receive Address
Transmit Address

Careal

Figure 3.18 - X500 New Address dialog for a new MAC Address

Enter the MAC Address into the edit field as indicated and select whether to filter that address as Receive and/or
Transmit. Click OK and the MAC Address will appear in the MAC Address table with its Enable checkbox checked
by default.

To edit a MAC Address, click on one of the MAC Addresses in the table to select it and click the Edit button. The
same New Address dialog as above will display with all the information from the table already entered. Edit then
click OK. The changes to the MAC Address appear in the MAC Address table.

If the Wi-Fi MAC Address Capture Filter checkbox is turned off, the MAC Address filters themselves are still
retained on the X500 for re-enabling later.
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3.1.2.1.1.1.2 Record Options Dialog: X240

The Record Options dialog is used to configure the X240 unit prior to data capture. The record options are stored
on the X240 hardware and these setting will persist until changed. The Record Options dialog is only active when
a X240 unit is connected to the computer running the Wireless Protocol Suite software.

Note: If a X240 hardware unit is not connected then these settings can neither be viewed
nor changed.

Clicking on OK will save the Record Options settings on the connected X240 unit. Any Record Options parameter
changes made will overwrite the previously saved Record Options.

Wireless Tab X240

The X240 Wireless tab is scrollable.

Record Options (SN:20905) x [

Wireless Wired Wireless Filters
Wireless Capture
(@) Classic Bluetooth (BR/EDR)
() Bluetooth Low Energy (LE)

Blustonth Eneragy 2 Mt

tooth Low Eneragy 2 Mbps

() WiFi 5 3x3(802.11) @

o

¢ Channels ch & (2437 MHz) Scan MNetwork
20 MHz

C ch & (243

ite Packets:

() WPAN 802.15.4
[ spectrum 2.4 GHz
T

Interval: 200 us

Bluetooth & 802.15.4 Gain Control
@ Automatic Attenuation

(7)) Manual Attenuation {0 to 35dB): 0 =

Excursion Mode

[] Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List ()

Add

Nelste

Cancel f

Figure 3.19 - X240 Record Options - Wireless tab (not scrolled).
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Record Options (SM:20905) *

Wireless Wired Wireless Filters
Channel: ch 6 (2437 MHz)
Truncate Packets:

() WPAN 802.15.4
|:| Spectrum 2.4 GHz

Interval: [200 us

Bluetooth & 802, 15.4 Gain Control
@ Automatic Attenuation

() Manual Attenuation {0 to 35dB): 0 =

Excursion Mode

[ Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List (£

Add

Delete

Cancel

Figure 3.20 - X240 Record Options - Wireless tab (scrolled).

Wireless Protocol Suite Hardware and Software User Manual 106



Teledyne LeCroy

Chapter 3 Configuration Settings

Table 3.9 - X240 Record Options Wireless Tab Selections

Section

Selection

Description

Wireless
Capture

Classic
Bluetooth

When checked, will capture data from Classic Bluetooth devices.

Bluetooth
Low Energy

When checked, will capture data from Bluetooth Low Energy devices.

Wi-Fi 5 3x3

When checked, will capture data from 802.11 devices. See the section
titted Wi-Fi 5 3x3 Configuration following this table.

WPAN
802.15.4

When checked, will capture data from 802.15.4 devices.

NOTE: When the Wireless Capture technology is changed, a dialog will appear
indicating that the selected Wireless Capture technology is being enabled.

Erabiing X240 BFEDR mary tske up o 2 minutes.
(DG MOT POVWER. CYOLE Ot PULL USE CABUE FROM 1240 HARDWARE

Spectrum
2.4 GHz

When checked this selection provides the user with the ability to capture
samples of the 2.4 GHz RF present at the X240 antenna. The spectrum data
represents the RSSI and it is automatically saved when the capture is saved. It
can be optionally viewed in the Coexistence View. Spectrum sampling is set at
20, 50, 100, or 200 microsecond intervals using the Interval control.

Interval; | 200 | us

Capturing spectrum data will use additional memory, and the smaller the
sample interval, the more memory that is used, So when using sample rates
less than 200 microseconds theX240 unit must be connected to a computer
and not being used in Excursion Mode.See Spectrum Analysis on page 225 and
Coexistence View - Spectrum on page 285 for more information.
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Table 3.9 - X240 Record Options Wireless Tab Selections(continued)
Section Selection Description

Bluetooth Automatic | The X240 unit will automatically adjust the attenuation of the received RF
& 802.15.4 | Attenuation | signal to estimated levels suitable for effective data capture.
Gain
Control

Manual Manual Attenuation may be necessary if the capture does not provide reliable
Attenuation) | results. Attenuation can be adjusted from 0 to 45 dB in 1 dB steps. For
example, in the presence of a strong Wi-Fi signal the user may have to
increase the attenuation to achieve a reliable Bluetooth or 802.15.4 data
capture. The user should adjust the attenuation and then capture the data
again. Repeat, if necessary, until a reliable data capture is achieved.

Bluetooth & 802. 15.4 Gain Confrol
'_," Automatic Attenuation

(®) Manual Attenuation (0 to 45d8): |18 2

The X240 default Manual Attenuation is 0dB.

Excursion When Excursion Mode is checked the X240 hardware will support

Mode Excursion mode captures where the hardware can capture data without
being connected to a computer. The configured traffic is captured for
later upload and analysis using a computer running the Wireless Protocol
Suite software. Refer to Excursion Mode on page 164 for more
information about the Excursion Mode.

Classic This is a list of Classic Bluetooth device addresses used to resolve
Bluetooth packet source BD_ADDRs (Bluetooth Device ADDResses) during
Resolving capture. The datasource maintains a database of known device BD _

List ADDRs indexed on the least significant 4 bytes of the BD_ADDR — the
UAP and LAP. Over time, the device database will grow and may contain
multiple devices with BD_ADDRSs with the same UAP and LAP. The
resolving list is used to specify a known set of device BD_ADDRs that will
be encountered in a capture session. This list will be checked first for
matching device BD_ADDRs. Each BD_ADDR on the resolving list must
have a unique value for the least significant 4 bytes of the BD_ADDR
(UAP and LAP).
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Classic Bluetooth Resolving List Configuration

To add a Classic Bluetooth Device Address to the resolving list, select the “Add” button. Enter the Classic
Bluetooth Address. Click OK. See figure below.

ES Mew Address *

Classic Bluetooth Address:

|AA:BE:CC:DD:EE:FF|

i 4
Cancel | |

Figure 3.21 - Enter Bluetooth Address

Classic Bluetooth Resolving List (£

Af:BB:CC:DD:EE:FF Add
Edit

Delete

Figure 3.22 - After Entering Bluetooth Address

To edit a Classic Bluetooth Device Address that is already on the list, select that address and click the “Edit”
button. Change the address, then click OK.

To remove a Classic Bluetooth Device Address that is on the list, select that address and click the “Delete” button
Wi-Fi 5 3x3 Configuration

The Wi-Fi 5 3x3 options permit configuration of the Primary 20 MHz Channel and Channel Width on which to
capture Wi-Fi.

(O WiFi 5 3x3 (802.11) (&

Primary Channel: ch 6 (2437 MHz) Scan Metwork
Channel Width: 20 MHz
Channel; ch & {2437 MHz)

Truncate Packets:

Figure 3.23 - X240 5 3x3Wi-Fi Options
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Table 3.10 - X240 Wi-Fi 5 3x3 Option Selections
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Section Description
Primary | Select from the 2.4 GHz or 5 GHz primary channels. The primary channels are 20 MHz
Channel | wide. They are used for signaling and backwards compatibility.
Channel | The possible Channel Width options are enabled based on the Primary Channel selection.
Width
For a 2.4 GHz channel, the possible options are 20 MHz, +40 MHz (expanded above the primary
channel). and -40 MHz (expanded below the primary channel).
For a 5 GHz channel, the possible options are 20 MHz, 40 MHz, and 80 MHz.
Channel | This is the center frequency, automatically calculated from the Primary Channel and the
Channel Width selections.
Truncate | When checked, the system truncates Wi-Fi data packets. The system does not truncate
Packets | management or control type packets.
In summary view, a user will only see the decoding for the Radio Tap and MAC header of
truncated packets. This allows for smaller capture files.
NOTE: The system only allows capturing spectrum data when Wi-Fi packets are truncated.
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Wi-Fi Device Scanner

The “Scan Network” button allows a user to scan Wi-Fi channels for Wireless networks. The scanner scans
channels on both the 2.4 GHz and 5.0 GHz frequency bands. After the scanning completes, the user can choose
the primary channel to record. This is helpful if one doesn’t know before recording what channel to use.

The Wi-Fi tab only enables the “Scan Network” button when the current firmware image in the X240 supports Wi-

Fi 5 3x3 capture.

Scanning takes a few seconds to complete before displaying a list of Wireless networks.

| Wi-Fi Device Scanner

& 55D Channel Freguency RS ~

| - D) N ) -y BT

2 2018_HSM ] 412 MHD «73 B

3 TG Publc 1 2412 Mrz 69 dBen

4 TW_Marriott_GUEST | 2412 Mz -71.dBm

5 T _Marriott_Corrference 1 412 MHE «T1dBm

& L 2412 MHz 44 dBem

7 Huetooth 1 M12M 56.dBm

8 2018_N=M 1 412 M2 «T1 dBm

8 TGR Private ] 2412 MMz 71 dBm

0 ATAMID0Z3_2.4GHT & 437 M 65 gBem

4 CU-Gosst & 2437 MHr -S4 dBen

2 & 437 MHE -S4 dBm

3 Cu-Se & 2437 MH? -55 dBm

2] 4 2427 Mre 77 dBm

15 HETGEAR gaming . 4 1 2462 Mz 40 dBm

16 True Hesith Chropracse 2.4 1 2462 M 79 B

1+ E 11 242 MHz 73 i s

Select Channel 1 to Record
[Scan Finished

Figure 3.24 - X240 Wi-Fi 5 3x3 Device Scanner

Select an entry and click the “Select Channel to Record” button.
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Wired Tab

Record Options (SN:21045) *

Wirgless ~ Wired  Wireless Filters
Pod 1
Threshald: | 1.5 | Sensitivity: | Medium e
HCI Capture Method: () UART @) SPI

Mode: CLK: MISO: MOST: S5/C5:
8] o a et 2 b i b 3 w

Logic Signal Capture

Mo O1 M2 O3 M« Os Ms [O7

[l Pod 2

Threshold: | 1.4 ~ | Sensitivity: |Low e

HCI Capture Method: (@ UART () SPI

Tx Line: (1 w | Rxline: |2 w Configure

Logic Signal Capture

Oo 01 D2 F3 M4 Os Os H7

Conce

Figure 3.25 - X240 Record Options — Wired tab (scrolled)
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Table 3.11 - X240 Record Options Wired Tab Selections

Pod . iy
Selection Section Description
Pod 1 When checked, Pod 1 is enabled for both Logic Signal and HCI
capture.
Threshold (V) Threshold voltage at which a line is considered to be in an on

state. The default value is setto 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit
Gapture ' Data line selected for UART recei
Method: x line ata line selected for receive
UART | Configure |HCIUART I/O Settings . See HCI-UART I/O Settings following
this table.

HCI Mode SPI Mode 0-3.

Capture . .

Method: CLK Data line selected for clock signal.

SPI MISO Data line selected for central output central input.
MOSI Data line selected for central input central output.
SS/CS Data line selected for central select signal.

Logic Signal 0-7 | These are Logic Signal data lines 0-7 corresponding to Data O-
Capture Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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Table 3.11 - X240 Record Options Wired Tab Selections(continued)

Pod . o
Selection Section Description
Pod 2 When checked, Pod 2 is enabled for both Logic Signal and HCI

capture.

Threshold (V)

Threshold voltage at which a line is considered to be in an on
state. The default value is set to 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit

Capture

Method: | RXline

Data line selected for UART receive

UART | Configure

HCI UART I/O Settings . See HCI-UART 1/O Settings following
this table.

SPI Mode 0 - 3.

Data line selected for clock signal.

Data line selected for central output central input.

Data line selected for central input central output.

HCI Mode

Capture

Method: CLK

SPI MISO
MOSI
SS/CS

Data line selected for central select signal.

Logic Signal 0-7
Capture

These are Logic Signal data lines 0-7 corresponding to Data 0-
Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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HCI UART I/0 Settings

Chapter 3 Configuration Settings

After clicking on the Configure button, the 1/0 Settings for UART can be configured without an HCI pod being
connected to the Sodera. When you click on the OK button the configuration information is saved but is not
stored on the Sodera hardware.

HCI-UART Settings L
Transport Protocol: | H4 e
Parity: Mone o
Data Bits: 8 e
Stop Bits: 1 w

[] autobaud

Tx Baud Rate: 9500 v

Rx Baud Rate: 9500 w

Cancel

Figure 3.26 - HCI UART Settings
Table 3.12 - HCI-UART Settings

Setting Value Description
Transport H4 The simplest protocol designed to operate over RS-232 with no parity in a
Protocol 5-wire configuration.

BCSP BlueCore Serial Protocol, developed by CSR, provides a more reliable
alternative to H4. The protocol is defined to run a 3-wire connection, and
can optionally use a 5-wire UART connection with two flow control lines.

3-Wire A 3-wire protocol that provides error detection and correction.

(H5)

MWS WCI- | The Wireless Coexistence Interface (WCI) is a full duplex UART carrying

2 logic signals framed as UART characters.

Parity None No parity check occurs
Even The count of bits set is an even number.
Odd The count of bits set is an odd number.
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Table 3.12 - HCI-UART Settings (continued)

Setting Value Description

Data Bits 8 The number of data bits in the expected packet.
7
6
5

Stop Bits 1 The number of data bits held in the mark (logic 1) condition at the end of
15 the expected packet.
2

Autobaud The X240 can automatically determine the baud rate of the HCI UART

when the Autobaud is selected. When the Autobaud checkbox is checked
in the “HCI-UART Settings” dialog box the analyzer will automatically
determine the baud rate. Once a baud rate has been determined, it will be
applied to both the TX and RX lines. The baud rate will be continually
monitored during the capture and automatically adjusted if the baud rate
of the received data changes. If Autobaud is used on multiple pods
simultaneously then Autobaud will determine the baud rate of each pod
independently of the other pods. Additionally, if Autobaud is being used
then other pods can still use fixed baud rates. It is possible that when
starting the baud search very short packets may be missed.
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Table 3.12 - HCI-UART Settings (continued)

Setting

Value

Description

TX Baud Rate

Disabled

The baud rates displayed are nominal baud rates as opposed to the

9,600

precise values internal to the analyzer which may differ slightly with a
mean absolute average difference of less than half a percent. If autobaud

14,400

is used the difference may be more depending on how much the actual

19,200

baud rate differs from those listed in the table.

28,800

38,400

57,600

115,200

230,400

460,800

921,600

1,000,000

1,250,000

1,500,000

1,750,000

2,000,000

2,250,000

2,500,000

2,750,000

3,000,000

3,250,000

3,500,000

3,750,000

4,000,000

RX Baud Rate

Same as TX Baud Rate.
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Wireless Filters Tab

Record Options (SN:21045)

W
Wireless Wired Wireless Filters

Bluetooth Low Energy Address Capture Filter

AABB:CC:DD:EE: T

fﬂ.dd
CO:FF:EE:CO:FREE

Edit

Delete

Bluetooth & 802, 15.4 R55I Capture Filter

Filter out packets with RSSI less than: - dBm

Wi-Fi Capture Filters

[ Enable valid FCs
Packet Types to Include

[ Management []Data [ Control [] Extended

[ wi-Fi MAC Address Capture Filter

Address Field Add

Edit

Deleta

Conce

Figure 3.27 - Record Options — Wireless Filters Tab
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Table 3.13 - X240 Record Options Wireless Filters Selections
Section Description

Bluetooth By enabling the Bluetooth Low Energy Address Capture Filter, only Low Energy packets from
Low Energy | the listed Bluetooth Addresses will be processed into the capture. Addresses can be added,
Address selected and edited, and selected and deleted by using the Add, Edit, Delete buttons
Capture Filter | respectively.

B4 Bluetooth Low Energy Address Capture Fiter

AA:BB:CC:DD:EE:11 Add
CO:FREE:COFFEE Edit
Delete

This filter can be useful in a crowded Bluetooth environment.

RSSI Capture | By enabling the RSSI Capture Filter, only those packets with RSSI greater than the entered
Filter dBm value will be processed into the capture.

B RSSI Capture Filter

Filter out packets with RSS] less than: - 6:’.‘! ¥1| dBm

This filter can be useful in a crowded Bluetooth environment.

Wi-Fi Capture
Filters

Enable When checked, the system only captures Wi-Fi packets with a valid checksum. This
Valid FCS | allows a user to filter out bad packets.

Packet When a type is checked, the system captures this type of Wi-Fi packet. This allows a
Types to user to filter out unnecessary packet types. For example, a user may only want to see
Include Management type packets.

Wi-Fi MAC | See Wi-Fi MAC Address Filtering following this table.
Address
Capture
Filter

Wi-Fi MAC Address Filtering

In environments where many Wi-Fi signals can make it hard to focus analysis on only a few signals of interest, the
Wi-Fi MAC Address Capture Filter options allow configuration of only the signals of interest.
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Wi-Fi MAC Address Capture Filter

Teledyne LeCroy

Address

12:34:56:78:90:12

A4:BE:CC:DDMEE:FF
11:22:33:44:55:66

Field Add
Edit

Delete

Figure 3.28 - X240 Wireless Filters Tab — Wi-Fi MAC Address Capture Filter
Table 3.14 - X240 Wi-Fi Tab MAC Address Filtering

Setting

Description

Wi-Fi MAC Address Capture Filters

This must be checked in order to enable the filtering
of MAC Addresses on theX240. Unchecking this
disables MAC Address filtering on theX240, allowing
all Wi-Fi signals captured into WPS for analysis.

Add

Displays a dialog in which the MAC Address can be
entered and controls for selecting TX/RX. See Wi-Fi
MAC Address Editing following this table.

Edit

After selecting one of the MAC Addresses in the table,
this will display a dialog in which the MAC Address and
the TX/RX can be changed. See Wi-Fi MAC Address
Editing following this table.

Delete

After selection one of the MAC Addresses in the table,
this will delete that MAC Address filter.

Wi-Fi MAC Address Editing

The MAC Address table displays the MAC Address and the Fields which indicates whether the MAC Address is

filtered by the Rx (Receive) and/or Tx (Transmit) Field in the MAC Frame.

There is an Enable checkbox for each MAC Address so that each one can be enabled or disabled for filtering.

Up to eight MAC Addresses can be entered for filtering.

To add a MAC Address, click the Add button. The New Address dialog is displayed.
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e Mew Address b e

Wi-Fi MAC Address:

| 11:22:33:44:55:66

Field in MAC Frame

§  [] Receive Address
Transmit Address

Cancel

Figure 3.29 - X240 New Address dialog for a new MAC Address

Enter the MAC Address into the edit field as indicated and select whether to filter that address as Receive and/or
Transmit. Click OK and the MAC Address will appear in the MAC Address table with its Enable checkbox checked

by default.

To edit a MAC Address, click on one of the MAC Addresses in the table to select it and click the Edit button. The
same New Address dialog as above will display with all the information from the table already entered. Edit then
click OK. The changes to the MAC Address appear in the MAC Address table.

If the Wi-Fi MAC Address Capture Filter checkbox is turned off, the MAC Address filters themselves are still
retained on the X240 for re-enabling later.
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3.1.2.1.1.1.3 Record Options Dialog: Sodera

The Record Options dialog is used to configure the Sodera unit prior to data capture. The record options are
stored on the Sodera hardware and these setting will persist until changed. The Record Options dialog is only
active when a Sodera unit is connected to the computer running the Wireless Protocol Suite software.

Note: If a Sodera hardware unit is not connected then these settings can neither be viewed
nor changed.

Clicking on OK will save the Record Options settings on the connected Sodera unit. Any Record Options
parameter changes made will overwrite the previously saved Record Options.

Wireless Tab.

Record Options (SN:00036) b4

Wireless Wired Wireless Filters
Wirgless Capture
Classic Bluetooth
Bluetooth Low Energy
Bluetooth Low Energy 2 Mbps
Spectrum 2.4 GHz

Interval: | 200 v us @

Excursion Mode

[[] Enable mode with selected wireless settings and filters

0 Extra power required for 2 Mbps Low Energy

Classic Bluetooth Resolving List (1)

Add

m
[t
L

Delete

Cancel

Figure 3.30 - Sodera Record Options - Wireless tab.
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Table 3.15 - Sodera Record Options Wireless Tab Selections

Section

Selection

Description

Wireless
Capture

Classic
Bluetooth

When checked, will capture data from Classic Bluetooth devices.

Bluetooth
Low
Energy

When checked, will capture data from Bluetooth Low Energy devices.

Bluetooth
Low
Energy 2
Mbps

When checked captures Bluetooth Low Energy 2 Mbps data rate. When
this option is selected the Sodera unit must be connected to an external
power source. Refer to Applying Power on page 44.

Spectrum
2.4 GHz

When checked this selection provides the user with the ability to capture
samples of the 2.4 GHz RF present at theSodera antenna. The spectrum data
represents the RSSI and it is automatically saved when the capture is saved. It
can be optionally viewed in the Coexistence View. Spectrum sampling is set at
20, 50, 100, or 200 microsecond intervals using the Interval control.

Interval; | 200 | us

Capturing spectrum data will use additional memory, and the smaller the
sample interval, the more memory that is used, So when using sample rates less
than 200 microseconds the Sodera unit must be connected to a computer and
not being used in Excursion Mode. See Spectrum Analysis on page 225 and
Coexistence View - Spectrum on page 285 for more information.

Excursion
Mode

When Excursion Mode is checked the Sodera hardware will support
Excursion mode captures where the hardware can capture data without
being connected to a computer. The configured traffic is captured for later
upload and analysis using a computer running the Wireless Protocol Suite
software. Refer to Excursion Mode on page 164 for more information about
the Excursion Mode.

Classic
Bluetooth
Resolving

List

This is a list of Classic Bluetooth device addresses used to resolve packet
source BD_ADDRs (Bluetooth Device ADDResses) during capture. The
datasource maintains a database of known device BD_ADDRSs indexed on
the least significant 4 bytes of the BD_ADDR — the UAP and LAP. Over
time, the device database will grow and may contain multiple devices with
BD_ADDRs with the same UAP and LAP. The resolving list is used to
specify a known set of device BD_ADDRSs that will be encountered in a
capture session. This list will be checked first for matching device BD_
ADDRSs. Each BD_ADDR on the resolving list must have a unique value for
the least significant 4 bytes of the BD_ADDR (UAP and LAP).
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Classic Bluetooth Resolving List Configuration

To add a Classic Bluetooth Device Address to the resolving list, select the “Add” button. Enter the Classic

Bluetooth Address. Click OK. See figure below.

E Mew Address

Classic Bluetooth Address:

|AA:EE:CC:DD:EE:FF|

Cancel

Figure 3.31 - Enter Bluetooth Address

Classic Bluetooth Resolving List (&)

Al:BB: CC:DD:EE:FF

Figure 3.32 - After Entering Bluetooth Address

To edit a Classic Bluetooth Device Address that is already on the list, select that address and click the “Edit”

button. Change the address, then click OK.

Add
Edit

Delete

Teledyne LeCroy

To remove a Classic Bluetooth Device Address that is on the list, select that address and click the “Delete” button
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Wired Tab

Record Options (SN:0DD36) e

Wireless Wired Wireless Filters
Interface 1
Capture method:
® HCI-UART | configure
O HcrUse '
i Logic Signal Capture
Interface 2
Capture method:

O HCI-UART Configure
® Hor-use
[] Logic Signal Capture

Cance

Figure 3.33 - Sodera Record Options — Wired tab
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Table 3.16 - Record Options Wired Tab Selections

Section

Selection

Description

Interface
1

Capture method

Control whether or not HCI traffic on POD1
will be captured.
Available options are:

e HCI-UART. See Connecting for HCI & Logic
Capture on page 52. Click on the Configure
button to setup the HCI-UART capture
parameters for Interface 1. See HCI-UART
I/0 Settings following this table.

e HCI-USB. SeeConnecting for USB Capture
on page 55.

Logic Signal Capture

When checked, the Sodera unit HCI POD1 is
configured to capture logic events. Refer to
Logic Event Capture Configuration on page 55.

Interface
2

Capture method

Control whether or not HCI traffic on POD1
will be captured.
Available options are:

e HCI-UART. See Connecting for HCI & Logic
Capture on page 52. Click on the Configure
button to setup the HCI-UART capture
parameters for Interface 1. See HCI-UART
I/0 Settings following this table.

e HCI-USB. See Connecting for USB Capture
on page 55.

Logic Signal Capture

When checked, the Sodera unit HCI POD2
is configured to capture logic events. Refer
to Logic Event Capture Configuration on

page 55.
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HCI UART I/0O Settings

After clicking on the Configure button, the I/O Settings for UART can be configured without an HCI pod being
connected to the Sodera. When you click on the OK button the configuration information is saved, but is not
stored on the Sodera hardware.

” HCI-UART Settings *
Transport Protocal: H4 wr
Parity Mone "
Data Bits 3 ~
Stop Bits 1 w
Tx Baud Rate 2500 W
Rx Baud Rate 9500 ~

Cancel

Figure 3.34 - HCI UART Settings

Table 3.17 - HCI Settings for UART

Setting Value Description
Transport H4 The simplest protocol designed to operate over RS-232 with
Protocol no parity in a 5-wire configuration.
BCSP BlueCore Serial Protocol, developed by CSR, provides a

more reliable alternative to H4. The protocol is defined to run a
3-wire connection, and can optionally use a 5-wire UART
connection with two flow control lines.

3-Wire A 3-wire protocol that provides error detection and correction.

(H5)

MWS WCI- | The Wireless Coexistence Interface (WCI) is a full duplex

2 UART carrying logic signals framed as UART characters.
Parity None No parity check occurs

Even The count of bits set is an even number.

Odd The count of bits set is an odd number.
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Table 3.17 - HCI Settings for UART (continued)

Setting Value

Description

Data Bits

The number of data bits in the expected packet.

Stop Bits

N =a|a|la|o|N| o

The number of data bits held in the mark (logic 1) condition at
the end of the expected packet.

TX Baud Rate |Disabled

9,600

14,400

19,200

28,800

38,400

57,600

115,200

230,400

460,800

921,600

1,000,000

1,250,000

1,500,000

1,750,000

2,000,000

2,250,000

2,500,000

2,750,000

3,000,000

3,250,000

3,500,000

3,750,000

4,000,000

The baud rates displayed are nominal baud rates as opposed
to the precise values internal to the analyzer which may differ
slightly with a mean absolute average difference of less than
half a percent. If autobaud is used the difference may be more
depending on how much the actual baud rate differs from
those listed in the table.

RX Baud Rate

Value selections same as TX Baud Rate.
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Wireless Filters Tab

N - . . P

Wireless Wired Wireless Filters

Bluetooth Low Energy Address Capture Filter

; AABB:CC:DD:EE: 11 Add .
CO:FREE:CO:FFEE it {

! Delete I
|

RSSI Capture Filter

[ Filter out packets with RS5I less than: - dBm

Ok Cancel

Figure 3.35 - Sodera Record Options — Wireless Filters Tab
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Capture Filter

Section Description
Bluetooth By enabling the Bluetooth Low Energy Address Capture Filter, only Low Energy packets from
Low Energy | the listed Bluetooth Addresses will be processed into the capture. Addresses can be added,
Address selected and edited, and selected and deleted by using the Add, Edit, Delete buttons

respectively.

B4 Bluetooth Low Energy Address Capture Fiter

AA:BB:CC:DD:EEN Add
CO:FFEE:CO:FF:EE =
Delete

This filter can be useful in a crowded Bluetooth environment.

RSSI Capture
Filter

By enabling the RSSI Capture Filter, only those packets with RSSI greater than the entered
dBm value will be processed into the capture.

B7] rssl Capture Filter

Filter out packets with RSSTless than: - (60 |3 dBm

This filter can be useful in a crowded Bluetooth environment.
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3.1.2.1.1.1.4 Record Options Dialog: Sodera LE

The Record Options dialog is used to configure the Sodera LE unit prior to data capture. The record options are
stored on the Sodera LE hardware and these setting will persist until changed. The Record Options dialog is only
active when a Sodera LE unit is connected to the computer running the Wireless Protocol Suite software.

Note: if a Sodera LE hardware unit is not connected then these settings can neither be
viewed nor changed.

Clicking on OK will save the Record Options settings on the connected Sodera LE unit. Any Record Options
parameter changes made will overwrite the previously saved Record Options.

Wireless Tab

Record Options (SMN:AT607-00001) x

PHY Options

(® 1Mbps and 2 Mbps

D Mbps and Coded PHY /Long Range
Gain Control

@ Automatic Attenuation

(7)) Manual Attenuation {0 to 31dB): 0 =

[] address Capture Filter

[ rsSI Capture Filter

Filter out packets with RS5I less than: - (60 % | dBm

Cancel

Figure 3.36 - Sodera LE Record Options - Wireless tab.
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Section Selection Description
PHY 1M and 2M | Capture and record at 1 Mbps or 2 Mbps.
Options |LE
1M and Allows for capture of Long Range Bluetooth Low Energy, also called Coded
Coded PHY. Long Range LE can only be captured with 1Mbps PHY.
PHY/Long
Range LE
Gain Automatic The Sodera LE unit will automatically adjust the gain of the received RF
Control |Attenuation |signal to estimated levels suitable for effective data capture..
Manual Manual Selection of gain may be necessary if the capture does not provide
Attenuation | reliable results. Attenuation can be adjusted from 0 to 31 dB in 1 dB steps.
For example, in the presence of a strong Wi-Fi signal the user may have to
increase the attenuation to achieve a reliable Bluetooth Low Energy data
capture. The user should adjust the attenuation and then capture the data
again. Repeat, if necessary, until a reliable data capture is achieved..
Gain Control
() Automatic Attenuation
(@) Manual Attenuation (0 to 31 dB):
Address By enabling the Address Capture Filter, only packets from the listed Bluetooth
Capture Addresses will be processed into the capture. Addresses can be added, selected
Filter and edited, and selected and deleted by using the Add, Edit, Delete buttons

respectively.

BA Address Capture Fiter

AA-BB:CC:DD:EE:11 Add
CO:FREE:CO:FFEE Edit
DE:AD:BE:EF:CAFE

Delete
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Table 3.19 - Sodera LE Record Options - Wireless Tab Selections (continued)

Section Selection Description
RSSI By enabling the RSSI Capture Filter, only those packets with RSSI greater than the
Capture entered dBm value will be processed into the capture.
Filter

B4 rssl Capture Filter

Filter out packets with RSSIless than: - (60 |3 dBm

This filter can be useful in a crowded Bluetooth environment.

3.1.2.2 Device Database View

The Device Database View is shown in top right corner of WPS main window. In case it was closed, the Device
Database View can be open from menu View

The Device Database View provides the user with information on active, inactive, and previously detected
Bluetooth devices within range of the Sodera/X240 wide band receiver. The Device Database View provides
information from all connected Bluetooth receivers.

Also the Device Database View gives access to Wired Devices view.

In performing analysis the user will filter the captured data by selecting which devices the Wireless Protocol Suite
software will use.

The Device Database View is a list populated by wireless devices that are:
¢ captured devices,

e previously captured devices, or

¢ added by the user.

Devices are shown in a corresponding group: User-Added Devices, Captured Devices or Previously Captured
Devices.

A new device/BD_ADDR is automatically added to the Device Database View when:

e For BR/EDR, the full BD_ADDR encapsulated in the FHS Packet is added to the Device Database View when
Sodera/X240 captures an FHS packet that is successfully dewhitened with the CRC checked.

¢ A partial BD_ADDR—just the Lower Address Part(LAP) and Upper Address Part(UAP)—may be added when we
do not observe paging such as when a conversation is already ongoing at the time capturing is started. If
Sodera/X240 is able to successfully dewhiten a BR/EDR packet using the payload CRC to check repeated
dewhitening attempts, then the partial BD_ADDR will be added.

e For Bluetooth Low Energy, the full BD_ADDR is always displayed.

Added devices are retained by the Wireless Protocol Suite software. When devices are added and appear in the
Device Database View they must be removed by the user or, in the case of a subsequent session, the devices will
appear again. If not used in the current session the devices will be shown in or Previously Captured Devices
group, otherwise it will be active and shown in Captured Devices group.
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Retaining past added devices allows the user to select devices prior to starting a session with the Start Record
button.

When using a .cfa(capture) file, e.g. using the Viewer, the set of devices shown will only be the devices in that
capture file. All devices will be shown in Captured Devices group. Any device changes made can be saved to that
file, but do not affect the “live capture” database of devices.
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Figure 3.37 - Device Database View in Viewer Mode
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Figure 3.38 - Device Database View in Live Mode
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Table 3.20 - Device Database Table Columns

Column

Description

Filter Selection

0,4

The filter is an on/off selection. When checked, the device is selected for data analysis,
that is the data is filtered into the Wireless Protocol Suite when the Standard Toolbar
Start Analyze button is clicked.

Favorites The device’s Bluetooth address.
/

Address When a star is activated by clicking on it, the device is designated as a "favorite". A
"favorite" device will have a gold star. The "favorites" serve to identify devices key to the
user's analysis. Favorite devices are always displayed regardless of their active/inactive
status.

Type Type of the address

Friendly The device name. This field is blank if no friendly name has been observed.

Name

Nickname The nickname allows the user to organize the display of captured devices in the Device
Database and Timing Analysis panels.

Technology | Device technology to include one of the following.

¢ BR/EDR
* Smart(LE)

e Smart Ready (LE & BR/EDR)

Device Class

A general use-classification for the wireless device. _list the classes by Bluetooth
technology.

Company ID

Obtained by OUI Company name.

IRK

Bluetooth Low Energy only, allows the user to determine which devices are actually the
same physical device. The Identity Resolving Key allows peer devices to determine
their identities when using random addresses to maintain privacy.

Wireless Protocol Suite Hardware and Software User Manual

Table 3.21 - Device Classes

Class BR/EDR|Low Energy

Audio/Video X

Barcode Scanner

Barcode Scanner

Blood Pressure

Blood Pressure: Arm

Blood Pressure: Wrist

X | X[ X|X]|X|[X

Card Reader
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Table 3.21 - Device Classes (continued)
Class BR/EDR|Low Energy

Clock

Computer X

Cycling

Cycling: Cadence Sensor

Cycling: Cycling Computer

Cycling: Power Sensor

Cycling: Speed Cadence Sensor

Cycling: Speed Sensor

Digital Pen

Digitizer Tablet

Display

Eye-Glasses

Gamepad

XIX[IX]IX[X]|X]|X[X]|X]|X]|X|X]X

Glucose Meter

Health X

Heart Rate Sensor

Heart Rate Sensor: Heart Rate Belt

Human Interface Device (HID) X

Imaging X

Joystick X

Keyboard

Keyring
LAN/Network Access Point X
Media Player X

Miscellaneous X

Mouse

Outdoor Sports Activity

Outdoor Sports: Location and Navigation Display

X | X[ XX

Outdoor Sports: Location and Navigation Pod
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Table 3.21 - Device Classes (continued)
Class BR/EDR|Low Energy

Outdoor Sports: Location Display X

Outdoor Sports: Location Pod X

Peripheral X

Phone X

Pulse Oximeter

Pulse Oximeter: Fingertip

Pulse Oximeter: Wrist

X[ X|X]|X|[X

Remote Control

Reserved X

Running Walking Sensor

Running Walking Sensor : On Shoe

Running Walking Sensor: In Shoe

Running Walking Sensor: On Hip
Sports Watch

Tag

Generic Thermometer

XXX X|X|[X]|X]|[X

Thermometer: Ear

Toy X

Uncategorized X

Unknown

Watch

Wearable X

Weight Scale X

Sorting Device Database Columns

Any column in the Device Database Table can be used to sort the entire table. Each column is sortable in
ascending or descending order, but only one column at-a-time can be used to sort.

Clicking on the column header will initiate the sort. An arrow head will appear on the right of the column. An
upward pointing arrow head indicates that the sort is in ascending order top to bottom. Clicking the column
header again will toggle the sort to descending order top to bottom.

Note: Devices added after a sort will not appear in the last sort order, and are appended to
the current list. The sort process must be repeated to place the new devices in sorted order.
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Favorite devices will always be grouped together at the top of the Device Database Table in a sorted order. Non-
favorite devices will appear immediately below the favorite devices in a sorted order.

Group Checked Indication.

Each group has a checked indication.

Captured Devices

Figure 3.39 - Group checked indication

This indication shows:

w

no devices are checked in group

some devices are checked in group

all devices are checked in group

All devices in a group can be checked/unchecked at once by clicking on a group checkbox.

Device Management Toolbar

At the top of the Device Database View are tools for managing the devices in the View. You can add devices,
hide/unhide inactive devices and search by content of any column. Also there is a button/dropdown menu to
open the Wired Devices View. During Analyzing device management, Except Search Wireless Devices is not
available for use.

Search Wireless Device

i

W

&7 Wired Devices v

R

Figure 3.40 - Devices Management Toolbar in View mode

In view mode, the Device Toolbar allows searching Wireless devices in the wireless table or opening the Wired
Devices View.

L+

Add Device:

Show: Actve Devices Only * €8 = | &r Wired Devices
o

Figure 3.41 - Devices Management Toolbar in Live mode

In Live mode, the Device Toolbar allows adding devices, showing All/Active devices, managing maintenance
settings for inactive devices, searching Wireless devices in the wireless table, maintenance device settings, clean

device database or opening a Wired Devices View.
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Table 3.22 - Devices Management Tools

® All Devices

Tool Icon/Menu Description
Add new © Add Device Single button in single analyzer personality. Dropdown menu
device with possibility to choose analyzer in multi analyzer
o personality. Clicking this tool will open the Edit Device Details
e dialog. Enter the new device’s Bluetooth address and other
X240 SN:20646 relate data and press OK.
N240 5M:21158

Gear ices*| @8 " & WredDevices ~ “Maintenance Settings...” opens dialog for device cleanup

setting maintenance, which allows users to change Bluetooth
Maintenance Settings... K K . A X
device store capacity, storage time and device exceptions
Clean Device Database... . . . .

when cleaning. Cleaning is performed each time when the
user closes the application or returns to the welcome screen.
See Figure 3.51
“Clean Device Database...” open dialog for starting
immediately cleaning the Bluetooth device database with
some device exceptions. See Figure 3.52

Show Show: All Devices ~ Wire Show All Devices. All devices are shown.

All/Active : _ : : . - . . ,

deviass Active Devices Show Active Devices. All inactive devices are hidden. Favorite

devices are always displayed without regard to their
active/inactive status.

If inactive devices are selected and the control is toggled to
Hide, the selected devices are deselected.

Maintenance
Settings

Show: Active Devices Only =

£ - ¥ Wred Devices
Maintenance Settings...

Clean Device Database...
Tipe [ttt

The user can manage the maintenance settings for inactive
Bluetooth devices, as well as completely clear this list.

By default, the application saves all captured devices. The
user can set limits on the storage time since the capture of
the device or on the device limit. In addition the user can set
exceptions to these two main parameters.

Maintenance Settings b4
Storage Time: Keep devices forever
Device Limit: Don't limit device number ~
Exceptions

[ Selected Devices

B Faverite Devices

EA User-Added Devices
[ Devices with Mickname

-1 Devices with Multiple Security Entries in Database

11- O the devices reach the Storage Time Limit 26t of when the

- | Previously Captured Devices are automatically deleted when |—
device Number Limitation is exceaded,

Concel
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Table 3.22 - Devices Management Tools (continued)

Tool Icon/Menu Description
Wired &/ Wired Devices Open Wired Devices View. In multi analyzer personality. Its
Devices need to be chosen for which analyzer Wired Device View
or

should be opened.

#7 Wired Devices -
sN206d6 |
sNans: |
SH21217

Search Wireless Devices

Figure 3.42 - Search Wireless Devices

Search wireless devices allow filtering all devices by any column, i.e. if data in any column has a match with a
search string, this device will be shown in Wireless Devices Table.

Search Wireless Devices edit has a delay between inputing text and search, so the search result will be available in
0.5 seconds after the input data searching.

Data searching could be deleted by removing text or pressing the right corner of the search for this icon:

Search input has a standard text edit popup menu.

Cut Ctri+X
Copy Ctrl+C
Paste Ctri+V

Figure 3.43 - Search input popup menu
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Edit Device Details

r N
Edit Device Details [

rBluetooth Address ~Technology
[ B [Esloe Sl ]0S ] s ) A8 & Brjeok O
E Identity Resolving Key : Device Class

| g

Friendly Mame

[ Favori Ok Cancel

Identity Resolving Key:

Figure 3.44 - Edit Device Details Dialog

When a device is selected in the window and the Edit Device Details tool 4* is selected, a dialog opens

showing all the editable fields. Double clicking on a selected field will also open the dialog. If a dialog field is
grayed-out, the field is not editable.

Note: Editing of device details is not allowed during Analyzing.

The Favorite designation can be changed in this dialog in addition to directly clicking on the star in the table

or by using the right-click pop-up menu.
Identity Resolving Key (IRK) Field:

e This field is enabled for devices with a random resolving address or public address. These devices are

either Smart (LE) or Smart Ready (LE & BR/EDR) technology. The Bluetooth Address will be enabled and

checked.

e This field is disabled if the device selected for edit has a valid IRK.

e For random resolving address, entered IRK values are validated against the BD_ADDR. User entered IRK

values are automatically reordered when the a secure connection is validated using the IRK. Refer to
Reorder Identity Resolving Key (IRK) on page 143 for details on reordering.

e Entering an invalid IRK results in an error message and the field background displays red. The OK button is

disabled.
o Entering a valid IRK displays a green background and the OK button is enabled.

o Valid IRK entries are persisted to the Sodera devices database.

Wireless Protocol Suite Hardware and Software User Manual
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Nickname Field: User-defined name or identification, which may be useful for organizing analysis projects.
The assigned nickname is also displayed next to the address in the Timing Analysis panel as well.

Right-Click Pop-Up Menu

After selecting a device or devices, right-clicking the mouse will open a pop-up menu that includes

Edt Devrce

P functions Edit Device and Delete. The menu active selections will vary depending on the status of the
selected devices. For example, selecting multiple devices will inactivate the Edit devices menu
selections.

Table 3.23 - Right-Click Pop-Up Menu Selections
Selection Description

Edit Active when a single device has been selected. Allows the user to edit partially
device known BD_ADDRSs, Technology type, Identity Resolving Key (IRK), Device Class
and Friendly Name discovered during capture, and for entering a custom
Nickname. Clicking this tool will open the Edit Device Details dialog.

Delete Deletes the selected inactive devices from the wireless devices list. Only active when
inactive devices are selected. If a device is marked as a Favorite, it will not be deleted
even if it is inactive. When clicked, a warning appears asking for confirmation of the
action. Warning can be of two types:

1) Single device will be removed:

(devices MAC address will be shown in dialog)

2) More than one device will be removed

(Count of devices to remove will be shown in dialog).

3.1.2.2.1 Reorder Identity Resolving Key (IRK)

When editing a Bluetooth Low Energy device from the Device Database table using the Edit Device Details
dialog, the Wireless Protocol Suite software will automatically reorder the user entry. When the user provides an
IRK that is in reverse order, the software applies the correct order when validating a secure connection using the
IRK.

A reversed IRK is defined as the original IRK value with its endianness reversed. For example, the IRK 0xf31c 22ea
a9cb 0422 f9b8 3e03 2305 27e2 in reverse order is 0xe227 0523 033e b8f9 2204 cba9 ea22 1cf3.

When the user enters a complete IRK in the Identity Resolving Key field, a validation of the reversed IRK will
occur under the following conditions:
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e The device BD_ADDR is a random resolvable private address (RPA), and

¢ Validation of the IRK in the user-entered order has failed.

The IRK field is also enabled for Bluetooth Low Energy devices with public address, however automatic validation

does not occur

If the reversed IRK validates successfully, the Identity Resolving Key field turns green and becomes inactive
(read only). The status bar at the bottom of the dialog displays "Identity Resolving Key: Valid (Reordered) -
Properly resolves the random address". In the Device Database pane, the IRK will now appear for the selected

device with "(Reordered)" applended.

Teledyne LeCroy

=)

( Edit Device Details

~Bluetooth Address i —Technology

Eoal-l Eral s R 0] " BRjEDR. @ LE

¥ Random &ddress (resohvable) " BR/EDR &L

Identity Resolving Key - : Device Class -

||oxf31c 22ea a0ch 0422 fobB 3e03 2305 272 | | | ~|
Mickname Friendly Mame -

| ]

™ Favorite ¥ QK Cancel

Identity Resclving Key: Valid {Recrdered] - Properly resolves the random address.

Figure 3.45 - RPA Device IRK Valid and Reordered

—

Figure 3.46 - RPA Wireless Device IRK Reordered and Matched

BD_ADDR ¢ Frendly Name Mickname Device Cla... Technology IRK
T % 5C.F3:70:62:A3.BB LE
T 3r 6D:BB:28:60:52.01 (RPA) LE e2270523033eb 852 204cha%a 22 1cf3 (Reordened)
T 3r 64:2B:.CD:69:F5:BE (RPA) LE

In the Device Database table, when the user selects a device for filtering for analysis, if that device has an IRK,
other devices will also be selected if they match. Two devices match if they satisfy any of the following conditions:

o If two devices have equal IRKs, they are considered to match.

o If one device has a user-entered IRK and its BD_ADDR is not a random resolvable private address (i.e., it is not

either a public address or a random static address, and therefore the IRK cannot be validated), it matches if

either its IRK is equal or the reverse of its IRK is equal to the other device.

Wireless Protocol Suite Hardware and Software User Manual
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In this next example, we have selected a device with a public address. Entering the IRK in the Edit Device
Details dialog will indicate "Identity Resolving Key: Complete - Unable to determine if valid." and the ldentity
Resolving Key field remains white and editable but the OK button is active. Clicking OK closes the dialog, and
the reordered IRK appears in with the public address device with "(Reordered)" appended and matching
addresses will display the same reordered IRK.

[ Edit Device Details w‘l

rBluetooth Address ~Technology -

Rl A ke s T 2 " BRJEDR @ LE

[T Random Address ¢ BRIEDR & LE

Identity Resolving Key I _ Device Class

| 0x8804 eacf b&72 322e 84b 1 c045 9fde cfeb ] ~l
“Nidmame Friendly Mame :

| 1

™ Favorite oK, Cancel

identit_r,r Resolving Key: Complete - Unable to determine if valid.

—

Figure 3.47 - Public Address Device IRK: Unable to Determine if Valid

BD_ADDR /  Frendly Name Mickname Device Class Technology IRK
M+ SCFIT062A9 5
T 3r 4AADD4-FFCE.57 (RPA) LE
T yr 60:BB:28:60:32:01 {RPA) LE
T 3r 64:2B.CD:69:F9.BE (RPA) LE ebcfBeSF45clb 18422 3272hcfeald BB (Reordered)

Public Address Device IRK Reordered

Open the Security pane. In the first security context for the public address device, enter the LTK into the Link
Key field. If valid, the IRK for the public address device will appear with "(Reordered)" removed.

Status  Time Master Slave PIN / TK Link Key
rE: 1/20/2017 7:28:41.334557 AM 5C:F3.:70:62:A9:BB 4AAD:D4:FF.C8:57 (RPA) n/a Iececc768dec829ade 5084 2ba302 1dfddce
1/20/2017 7:28:42.894620 AM Valid
IE:I 1/20/2017 7:28:42 894620 AM 5C:F3.70:62:A9:BB 4AAD:D4:FF:.CB:57 (RPA)  Just Waorks Ixcecc768decB29ade 5084 2ba302 1dfddce
@ 1/20/2017 7:28:43.236106 AM Valid
IEJ 1/20/2017 7:28:43.333376 AM 5C:F3.70:62:A5:BB 4AAD:D4:FF:.CB:57 (RPA) n/a [f08bf5 1a54efb35405d 4 4bali7cB5ea7
1/20/2017 7:28:44 942150 AM Valid STK
IE:I 1/20/2017 7:28:45.429657 AM 5C:F3.70:62:A9.BB 4AAD:D4:FF.CB:57 (RPA) n/a 7o 230F446efe Hadaee 1388acTabdc26
1/20/2017 7:28:46.985630 AM Valid
IEJ 1/20/2017 7:28:47.574639 AM 64:2B:.CD:69:F9:BE (RPA) 6D:BB:28:60:52:01 (RFA} n/a /b 230f446efe Hadare 1388acTabic26
1/20/2017 7:28:49.037211 AM Valid

Figure 3.48 - Public Address Device: LTK Entered in Security pane to Validate IRK
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BD_ADDR /  Frendly Mame Nickname Device Class Technology IRK
T W 5CF370:62:A3:BB LE ebof 825 45c0b 18422 3272h6cfealld 88
T Yr 4AADD4FFCE5T (RPA) LE e2270523033=b 8 92204cha%%ea 22 1cf3
M % <r GD:BE:28:60:92:01 (RPA) LE 2227052303 3=b 892 204cha%%a 22 1cf3

Figure 3.49 - Public Address Device: IRK Reordered and Validated
3.1.2.2.2 Clean Device Database
The following section shows how to clean a device database.
3.1.2.2.2.1 Clean Device Database on Start Application

In case the device store contains more than 5000 devices the application will show the dialog with suggestion to
clean the device database.

Bluetooth Device Database x

The Devices Database contains an exessive number of previously
1 captured Bluetooth devices. We recommend cleaning the Device
Database to remove devices no longer needed.

Clean Up Options
(@) All Previously Captured Devices
O Everything Except

Favorite Devices

Devices with Mickname

o You can configure the Maintenance Settings under the gear icon in
the toolbar of the Device Database pane.

Clean Up Remind Me Later

Figure 3.50 - Bluetooth device database cleanup

You can choose: cleanup all previous captured devices, cleanup all previous captured devices except Favorite
Devices and/or Devices with Nickname, or leave database as is.

Using the Gear menu on Device Database toolbar you can call Maintenance Settings dialog to managing device
cleanup functionality which start every time when user close WPS, file or personality.
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Maintenance Settings et
Storage Time: Keep devices forever o
Device Limit: Don't limit device number w
Exceptions

[ ] Selected Devices

[ ] Favorite Devices

[] User-Added Devices

[ ] Devices with Mickname

[ ] Devices with Multiple Security Entries in Database

Previously Captured Devices are automatically deleted when
the devices reach the Storage Time Limit set or when the
device Mumber Limitation is exceeded.

Cancel

Figure 3.51 - Bluetooth device database maintenance settings

In this dialog user can choose device storage time:

Keep devices forever — this means that devices will never be removed;
1 year;

6 months;

1 month;

2 weeks;

1 week

Devices seen within the last day — this means that on exit all devices which were captured earlier than today
will be removed;

Keep current devices only — this means that on exit all devices which were captured in previous sessions will
be removed.

For all choices checked exceptions will be applied.

Also user can choose limit of devices which can be stored:

147

Don’t limit device number
1000
500

250
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e 100

e 50

e 25

e 10

For all choices checked exceptions will be applied.

Teledyne LeCroy

Exceptions section allows users to except devices with specified parameters from the list of devices which should

be deleted.

You can choose: cleanup all previous captured devices, cleanup all previous captured devices except Favorite
Devices and/or Devices with Nickname, or leave the database as is.

Clean Device Database

Clean Up Options
(@) All Previously Captured Devices
O Everything Except

Favorite Devices

Devices with Mickname

o Previously captured devices will be deleted forever and
you won't be able to restore themn.

Clean Up Cancel

Figure 3.52 - Force Bluetooth device database cleanup

By default all devices store in Device Database without any limitations.

All changes in cleanup settings keep between WPS sessions.

3.1.2.3 Wired Devices View

Wireless Protocol Suite Hardware and Software User Manual

Note: The Wired Devices View is available with Sodera and X240 hardware. The wired
technologies are not supported on Sodera LE.
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Wired Devices [SM:21459) — O >
Device Under Test Interface Protocal
POD1 {HCI 5P H4
. )

Figure 3.53 - Wired Devices View

The Wired Devices view can be opened by selecting the corresponding menu item in the Wired Devices menu on
the Device Database view toolbar.

The Wired Devices View provides information about devices connected to POD 1 and POD 2, on the bottom
of the Sodera unit. These connectors are used to capture Host Controller Interface traffic through a direct wired
connection. The HCI UART will capture Protocol Transports H4, BCSP, and 3-wire (H5).

The Wired Devices View contains five columns. Their functions are listed below.

Table 3.24 - Sodera Wired Devices View Columns
Column Description

Filter The filter is an on/off selection . When checked , the device is selected for data analysis,
Selection | thatis the data is filtered into the Frontline protocol analyzer when the Standard Toolbar
L/ Start Analyze button is clicked.

Traffic If the a "traffic captured” icon is present traffic has been captured that involves the device. If
Captured | theicon is not present then Sodera has not captured any traffic that involves that device.

< Only wired devices with traffic captured can be used for Frontline protocol analysis.

Device The is an area where the user can optionally document which device they were connected
Under to at the time of the capture.
Test

Interface | For each device, this column lists the Sodera interface connection and the protocol
configured for that connection.

Protocol For each device, this column lists the configured interface protocol transport.

Naming the Device Under Test

In the Device Under Test column, you can Dedcs LoTem Frte Toien
optionally document which device they were o Devcel PODT (HCI SP1) Ha
connected to at the time of the capture. To do

this, click in the Device Under Test field in a
device row. Type an identifying name, and press
Enter on the keyboard to click in another field.

“ |
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For more information on configuring the wired devices, see Analyzer Toolbar Menu and Icons on page 80.

3.1.2.4 Security View

The Security View is where the Wireless Protocol Suite software identifies devices with captured traffic (') that
contain pairing, authentication, or encrypted data. The pane will show fields for entering keys, and will show if
the keys are valid or invalid.

Successful decryption of captured data requires datasource receipt of all the critical packets and either :
¢ be given the link key by the user, or
e observe the pairing process and determine the link key.

See Critical Packets and Information for Decryption on page 227 for a description of the critical packets. The
Security View will identify the type of key required for decryption.

Security [
Show: All Security Events Manage Keys ~
Time Central & Peripheral PIN/TK Link Key ACO [\
. Af2/2021 11:47:56.907...  FO:5C:TT:F4:61:08 N/A (e 3AB4ESFS0C59862195FC1ASADIBS1ERT OxB4EB:82EE... MN/A
o, 11 Bose OuietComfort 35 Serie ACET
& 4/2/2021 11:48:53.960... "Bose QuietComfort 35 Series II" 4C:8T....  N/A (3ABJESFSOCI9862195FCIASADIBS1ERT 0x5A3%:00BA:... M

Figure 3.54 - Security View

The Security View shows events in the current capture. When the Start Record button is
clicked, all devices with active traffic that require decryption are shown. Security events @ Start Record
appear in starting time order with the most recent event at the bottom.

o Status: displays icons showing the pairing and encryption/decryption status.

Icon Description
3 Pairing/Authentication attempt observed but was unsuccessful

8 Devices successfully Paired/Authenticated.

Encrypted: traffic is encrypted but there is insufficient information to
a decrypt. See Critical Packets and Information for Decryption on page 227
for a description of the critical packets.

a Decrypted

o Time: Beginning and end time of the security context. No end time is indicated by an "...". Beginning time is
shown in the first row of the grouping. End time is shown in the second row.

e Central and Peripheral: The BD_ADDR of the Central and Peripheral (central and central) device in the link.
If the friendly name is available it will show on the second line.
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« PIN/TK:
o Classic Bluetooth® :
® | egacy Pairing PIN: 1 to 16 alphanumeric character PIN
o Bluetooth Low Energy
B PIN: 6 digit numeric passkey (000000 - 999999)
B Qut-of-Band Temporary Key (OOB TK): 32 digit hexadecimal number
o Link Key

o Classic Bluetooth® , 32 digit hexadecimal number

o Bluetooth Low Energy, 32 digit hexadecimal number

o The Link Key cell displays "Enter link key" in gray when the link key is unknown. When a link is invalid the
cell has a light red background and indented gray text under the link key says "Invalid". When a link key is
valid the cell has a light green background and indented gray text under the link key says "Valid" (if the
link key was transformed from the entered link key the text is "Valid (Reordered)".

o If Sodera is Analyzing and a link key has not been entered, "Stop analyzing to enter link key" appears in

the device Link Key cell. Click the Stop Analyze button to stop the analysis, and type or paste in the
link key.

o Users can enter the device security information by typing directly on the device fields PIN/TK and Link
Key. An invalid entry will display a red background and a warning Invalid.

¢ ACO: Authenticated Ciphering Offset is used by the devices for generation of the encryption key in Classic
Bluetooth.

o IV:Initialization Vector is displayed for both Bluetooth Low Energy encryption and Classic Bluetooth Secure
Connections/AES encryption.. The central will use the IV in starting the encrypted communications.

Security View Toolbar

The Security View toolbar appears at the top of the pane. The Security View Toolbar items are described
below.

Table 3.25 - Security View View Toolbar
Menu Description

Available in the multiple analyzers mode. All analyzers or analyzer by serial
0 number items can be selected. In case item with analyzer serial number is
selected, the security contexts associated with this analyzer will be shown. In

case “All Analyzers” item is selected all available security contexts will be
shown.
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Table 3.25 - Security View View Toolbar (continued)

Menu Description
R . The default state of the tool is “Selected devices only”, shows available security
8] seecteaDescmony | information for selected active devices in the Wireless Devices table. In case

the state was changed, the new state will be saved between sessions. When
the tool is clicked, that is active, only the available Security View only shows the
security context associated with the wireless devices that have been selected
for analysis. Should device selection change by selecting or deselecting
devices, the Security View display will change with the device context.

= M::‘;:;;! - Manage Keys menu can be used for Bluetooth Privacy Code and Bluetooth
e | SIS Private Key windows opening. For multiple analyzers mode submenu with

analyzer serial number should be used for appropriate window opening.
Or

[oeps—
Bhuetuoth Private Keys

Bhustooth Privacy Code

3.1.2.4.1 Classic Bluetooth Encryption and Decryption

Note: This section is not applicable to Sodera LE analyzer as it support LE technology only.

To decrypt a Classic Bluetooth link there are two options in the Security pane.

1. PIN: Enter into the PIN/TK field; legacy pairing only.

Note: The only time a PIN can be used is when the datasource has captured Legacy
Pairing in the current trace. The datasource uses information transferred during the
Legacy Pairing process to calculate a Link Key.

2. Link Key: Enter into the Link Key field.
Passkey/PIN

The first option uses a PIN to generate the Link Key. If the analyzer is given the PIN and has observed complete
pairing it can determine the Link Key. Since the analyzer also needs other information exchanged between the
two devices, the analyzer must catch the entire Pairing Process or else it cannot generate the Link Key and
decode the data.

The PIN/TK can be up to a maximum of 16 alphanumeric ASCII characters or a hexadecimal value that the user
enters. When entering a hexadecimal value it must include a “0x” prefix, for example, “0x1234ABCD".

Link Key

If you know the Link Key in advance you may enter it directly. To enter the Link Key click on the device row Link
Key field and enter the Link Key in hex followed by the keyboard Enter key. If the link key has previously been
entered it is automatically entered in the edit box after the Central and Peripheral have been selected. Once the
Link Key is entered the ACO automatically appears in the Security pane for the devices in the link.
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Note: The Link Key does not have to be prefixed with "0x" because the Link Key field will
only accept hex format, and the "Ox" prefix is added automatically. Entering "0x..." will result

in an invalid entry result.

Sequity
Show: All Seaurity Events

Time Central & Peripheral
4/2/2021 11:47:56.907... FO:5C:TT:F4:61:0E

4/2/2021 11:48:53.960...

4/2/2021 11:48:38.244... "Bose QuietComfort 35 Series 1" 4C:87:...

F x
Manage Keys ~

PIN/TK Link Key ACO v

N/A

Missing Peripheral Address N/A

Figure 3.55 - Classic Bluetooth Link Key Entry

Security
Show: All Searity Events v
Time Central & Peripheral
28 4!2}2021 !'!:4?: 56.907... FF):flC:??: F4:61:08 .

Bos etComfort 35 Senes I1° 4C:8

86 4/2/2021 11:42:33.960... "Bose QuietComfort 35 Series II" 4C:8T:...

- TT:F&:61:0E

FO:5C:

B X
Manage Keys ~

PIN/TK Link Key ACO v
N/A Dx3AB4ESFS0C59862195FC1ASADTBS1ERT OB4ES:B2E3:E.. N/A

IN/A (e 3AB4ESFS0C59262195FC1ASADIBSIERT 0x3A3%09BA:.. N/A

Figure 3.56 - Classic Bluetooth Valid Link Key Entered and ACO Automatically Calculated

If the Link Key is correct the Link Key field for the devices in the encrypted link will appear green with "valid"
below the link key. If the Link Key is not correct the Link Key field will appear red with "invalid" below the link
key. To re-enter the Link Key click on the Link Key field and follow the procedure above.

Show: Selected Devices Only ~

Time Central & Peripheral
28 371472017 2:34:13.0285... “Skip's C5R8310 A10” 00:14:7D:11:11:11
: 3/14/2017 2 T4B8... wxnoeTD:DA:T1:09
342072 i - “Skip's CSRE510 A10° 00:TA:7D:11:11:11
37142017 2:37:55.5995.., axoocTD:DAT1:09

Manage Keys

PIMN/TK Link Key ACO v
/A AR RA R R R R RRRRRRRARRARRARARAL] M/A

N/A Ox1212EEE33333333333333311 “

Figure 3.57 - Classic Bluetooth Invalid Link Key Entered

SSP Debug Mode

If one of the Bluetooth devices is in SSP Debug Mode then the Wireless Protocol Suite software in the Sodera
analyzer can automatically figure out the Link Key, under certain conditions. To obtain the information for figuring
out the Link Key, the software must actively observe the SSP pairing process in the capture. If the SSP pairing
previously took place and encrypted data is later captured the software does not have the necessary information
to figure out the Link Key. The only alternatives are

e to again pair the devices in SSP Debug Mode, or

¢ toindependently determine the Link Key and enter it directly.

Note: Only one device in the link must be in SSP Debug Mode.

If the Bluetooth devices do not allow Debug Mode activation, enter the Link Key as described above.
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3.1.2.4.2 Bluetooth Low Energy Encryption and Decryption
Long Term Key

The Long Term Key (LTK) in Bluetooth Low Energy is similar to the Link Key in Classic Bluetooth. It is a persistent
key that is stored in both devices and used to derive a fresh encryption key each time the devices go encrypted. In

the Sodera Security pane the LTK is entered in the Link Key field so the following discussion will use Link Key
instead of LTK.

Security

& X%
Weew: Al Analyzers ~  Show: Al Seamty Events ~ Manage Keys w
Time Central & Penipheral PIN/TK Link Eey ACO v
8 S/22/2020 11:4%:11.130297 ... 5T:CB:18:2B:C7:7D (RPA) MNiA Enter Link Key OwdDFCS408A2.
28 9/22/2020 11:49:36.777002 ... 3C:FT-ALASAB:EE MIA Enter Link Key

Figure 3.58 - Bluetooth Low Energy Static Address Link Key Required

In this example a Low Energy device requires Link Key entry for the Wireless Protocol Suite software to decrypt
the data. To enter the Link Key click on Enter link key and type or paste in the Link Key in hex format.

Note: Itis not necessary to precede the Link Key with "0x" to signify a hex format. The
software will automatically add "0x" to the front of the Link Key.

Security

2 x
Showe: All Security Events Manage Keys ~
Time Central & Peripheral PIN/TK Link Key ACO v
28 2/6/2019 2:05:0045575...  1C:1B:B5:5F65:99 M4 Enter Link Key

2/6/2019 2:05:1542390... 1C:1B:B5:5F65:99 NFA | OxFEEB:3C31:B4...
- “MX Anywhere 2* DE:B3:67.E5:3A:27 (Stat...

Figure 3.59 - Bluetooth Low Energy Enter Link Key

Press the Enter key or click outside the Link Key box. If the Link Key is valid the box will be green, beneath the Link
Key will appear "Valid, and the Status will show an open, green lock indicating that decryption is enabled.

If the Link Key is not valid the box will be red, beneath the entered Link Key will appear "Invalid", and the Status
will show a closed, red lock indicating that decryption is not enabled.

Security

& x
view: Al Analyzers *  Show: Selected Devices Only ~ Manage Keys -
Time Central & Peripheral PIM/TK Link Key ACO v
a 9/22/2020 11:4%:36.7770... 3C:FT:AL:AS4GEE Enter Link Key
88 9/22/2020 11:4%:11.1302... 5T:CB:1B:2B:C7:7D (RPA) /A OxCCCTE8DECE29ADESD342BA3021DRMCE OxaADFC:9404:82...
L X A ere FiB3:67:E5: 34:3D {Static

where 2" DFE

Figure 3.60 - Bluetooth Low Energy Valid Link Key
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Sequrity g x
view: Al Analyzers = Show: Selected Devices Only Manage Keye: @
Time Central & Peripheral PIN/TE Link Key ACO v
a /2272020 11:4%36.7770...  ICFT:ASARAEEE N/A Enter Link Key
a 9/22/2020 11:4%:11.1302... 5T:CB:1B:2B:CT:7D (RPA) eCCCTREDECE29ADESO842BA3021DFA4CT (w4 DFC:9404:A2...
MX Anywhere 2" DF:B3:67:E5:34:3D (S

Figure 3.61 - Bluetooth Low Energy Invalid Link Key
Legacy Just Works Pairing

In this example the devices under test use Legacy Just Works pairing to calculate a Short-Term Key (STK) in order
to securely transfer the device's Long-Term Key (LTK). The LTK is then used to encrypt the subsequent security

contexts.

Secusity & x|

Show: Al Security Events = Manage Keys ~
Time Central & Peripheral PIM/TK Link Key ACO ]

28 4/6/2021 3:11:12.9476...  80:TA:BF:1A:BF:99 Just Works 0xDE1ABDITTTCAASI4933FECEFCFEQTIBD OxDABD:45C9... N/A

Figure 3.62 - Bluetooth Low Energy Piconet Public Key and Private Key Encryption
Legacy Passkey Pairing

PIN is a six-digit decimal number. If a passkey is required by the device "Enter passkey" will appear in the
device's PIN/TK field.

Security g X

Show: All Seaurity Events ~ Manage Keys +
Time Central & Peripheral PIN/TK Link Key ACO 1)

28 4."?«2021 3111294?6. SDTABHAB'F?EI Enter Passkey Enter Link Key !

8 4/6/2021 3:12:14.5034...  “Samsung WEP460" D4:83:90:81:88:CE Unable to validate  Unable to validate

Figure 3.63 - Bluetooth Low Energy Passkey Decryption Not Enabled

This example uses Passkey Pairing to enable decryption. The user clicks on "Enter passkey" in the device PIN/TK
field.
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Security -] x|
Shows: Al Seaurity Events = Manage Keys '|
Time Central & Peripheral PIN/TK Link Key ACO v |
4/6/2021 3:11:12.8476...  80:TA:BF:1A:BF:99 | Enter Link Key NfA
4/6/2021 3:12:12.7106..  "Samsung WEP460"™ Dd4:28:90:81:88:CE

4/6/2021 3:12:14.5034,..  “Samsung WEP460" D4:88:90:81:88:CE Unable to validate  Unable to validate IN/A

F:14:BF:99

R

Figure 3.64 - Bluetooth Low Energy Passkey Entry

Press Enter or click outside the field. If the Passkey is correct it will appear in the PIN/TK field with "Valid"
appearing below the passkey, Link Key field will automatically fill with the Link Key that will show "Valid" and
appear green. The Status field will show an open, green lock to show that encryption is enabled and the analyzer
can show decrypted data.

If the entered Passkey is incorrect, the PIN/TK field will be red and "Invalid" will appear below the entered PIN.
The Status field will show a closed, red lock to indicate that encryption is not enabled.

Security -] x|

Show: Al Security Events v Manage Keys ~
Time Central & Peripheral PIM/TK Link Key ACO w

38 4:"5’2021 31”29-‘1?5 %?&BF:'I#BE:?QI o 0000 0xDE1AGDITTTCAAS3I4933FGCRFCFEO13BD OxDABD=45C9.. N/A

HAMmsung

Figure 3.65 - Bluetooth Low Energy Passkey Decryption Enabled

Security F x
Show: All Security Events v Manage Keys
Time Central & Peripheral PIMN/TE Link Key ACO '

g Vo, maensed. i B Ener ik ey A

amsung VWEFao DaE0

Figure 3.66 - Bluetooth Low Energy Passkey Invalid
Legacy Out-of-Band(OOB) Pairing

Out-of-Band (OOB) data is a 16-digit hexadecimal code preceded by "0x" which the devices exchange via a
channel that is different than the le transmission itself. This channel is called OOB. For off-the-shelf devices we
cannot sniff OOB data, but in the lab you may have access to the data exchanged through this channel.

If a device requires OOB data the device Link Key field will show "Enter OOB TK".

3.1.2.5 Private Keys View

For Sodera captures that include Bluetooth Low Energy Secure Connections Pairing between one or more pairs of
devices, users will be able to manually enter Private Keys for both legacy and Secure Connections. The
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Private/Public keys are stored for use by discovered Bluetooth Low Energy devices. Duplicate keys cannot be
stored.

When Debug key is not used during pairing, the datasource will look for a matching Public key in the set of
Private/Public key pairs. If a match is found, the datasource will use the corresponding Private Key to compute
the Diffe-Hellman Key.

The Private Keys pane can be viewed or hidden from the View menu and can be docked like the other optionally
viewable panes. While operating in live mode, Private Keys are saved to persistent storage when the Wireless
Protocol Suite Sodera window is closed . When the window is opened while in live mode, saved Private Keys
are loaded from persistent storage.

Private Keys v o x

@ b

Hey Type Private Key Public Kay

P56 Ox12342345234512341234123456781234123412341234123412. ..  XN: Ox61b226b22fc2854054102de322c6a5847903820Fdf 72a16c01967F 5764585815
¥: Oxd76847b4fad3eld2sadelfaddsleadeeas40ebic718abbIc9286d94dc7589055829

P192 Ox123412341234123412341234123412341234123412341234 X: Ox6F07e16132152e79dab7 e026blc2fd4ef434baddazed3ss?

Yi Oxb2f7cessfcs4878adas0847173b741a7d36e9acf19c6296C

Figure 3.67 - Private Keys View
The Private Keys pane has three columns that list one entry for each unique key.

Table 3.26 - Private Keys Pane Columns
Column Description

Key Type | P192ifthe key is used for Legacy pairing.

P256 if the key is used for Secure Connection pairing.

Private The key entered by the user.

K
ey 24 octets for P192 (Legacy)

32 octets for P256 (Secure Connection)

Public Key | The two parts of the public key automatically generated when the complete Private Key is
entered.

X - the first half of the Public Key

y - the second half of the Public Key

Private Key management tools

In the header of the Private Keys pane is a toolbar for adding or deleting
Private Keys keys.

@ G X
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Table 3.27 - Private Keys Management Tools

Tool Icon Descriptioin

Add Lo Used to add a Private Key to the pane. When clicked, it opens the Private Keys

Private Key Entry dialog. See Private Key Entry dialog on page 158

Edit & Enabled when a private key in the pane is selected. When clicked, it opens the

Selected Private Keys Entry dialog with the selected Private and Public Key filled in. See

Private Key Private Key Entry dialog on page 158

Reverse i Enabled with a private key in the pane is selected. When checked, it allows the

Private Key user to switch between big endian and little endian format. The public key will be
updated to reflect the changes made to the private key.

Remove 3 Enabled when a private key in the pane is selected. When clicked the selected key

Private Key row is removed from the pane.

Right-clicking on a selected Private Key entry in the pane or right
'ﬁ clicking anywhere in the pane will open a Private Key Management

= A A

Add Private Key

tools menu. The menu selections perform the same functions as the

| Remove Private Key Private Key Management tools.

Private Key Entry dialog

The Private Key Entry dialog opens when the user selects Add Private Key from the Private Keys
Management Tools or from the right-click menu.

i -
Private Key Entry @
Private Key: ox — P ————|
* P256 (Secure Connection)
e
Public Key: (" P192 (Legacy Connection)
X on

¥: on

. [Eesear])

Figure 3.68 - Private Key Entry Dialog
Table 3.28 - Private Key Entry Dialog Fields

Section Field Description
Key P256 (Secure | Make this selection if using Secure Connection pairing.
Type Connection)

P192 (Legacy | Make this selection if using Legacy pairing.
Connection)
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Table 3.28 - Private Key Entry Dialog Fields (continued)

Section Field Description
Private Enter the Private Key in hex. The size of this field will vary with the Key Type,
Key P256 or P196.

T Allows the user to switch the Private Key between little endian and big endian
format. The public key will be updated to reflect the changes made to the
private key.

Public X: The Public Key is calculated automatically when the Private Key is
Key completely entered.

X: - first half of the key.

y: The Public Key is calculated automatically when the Private Key is completely
entered.

Y: - second half of the key.

To Add b 2 Private Key:

1. Select one of the following connection types to set the length of the Private Key field:
a. P256 (Secure Connection), or
b. P192 (Legacy Connection)
2. Enter the Private Key, in hexadecimal, into the Private Key field.
a. P256 field type takes 64 hexadecimal characters.
b. P192 field type takes 48 hexadecimal characters.
Note: If after entering the private key you change the Key Type from P256 to P192,

the Private and Public key fields will truncate to the correct length for P192 key type.
However, this does not work in the reverse direction.

The Private Key may also be pasted in. The copied key pasted in may have been in either big endian or
little endian format. The Reverse button allows the user to reverse the format for use with their
particular device.

3. Once the Private Key field is completely filled in, the Public Key X: and Y: fields are automatically
calculated and filled in.

4. Click the OK button, the dialog will close, and the added Private and Public keys appear in the Private
Keys pane.

If the key entered already matches a key in the local storage, a dialog will be displayed indicating the issue
and the window will not close.

To Remove X a Private Key:
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1. Inthe Private Keys pane, click on the Private Key to be remove to select it.

2. Remove the Private Key by one of the following methods:

a. Click on the Remove Private Key X tool in the Private Key Management toolbar. The key is
removed from the list.

b. Right-click on the selected Private Key, and select Remove Private Key from the Private Key
Management tools pop-up menu. The key is removed from the list.

3.1.2.6 Bluetooth Privacy Codes View

For captures that include encrypted Broadcast Isochronous Streams, the Bluetooth Privacy Code used to decrypt
the packets in the streams can be entered on the Bluetooth Privacy Codes View. The Bluetooth Privacy
Codes View can be viewed or hidden from the View menu and can be docked like the other optionally viewable
panes. While operating in live mode, Bluetooth Privacy Codes are saved to persistent storage when the Wireless
Protocol Suite window is closed. When the window is opened while in live mode, saved Bluetooth Privacy
Codes are loaded from persistent storage.

Eluetooth Privacy Codes * 0 X
& G X

Bluetooth Privacy Code Hexadecimal Format
1234567890123456 0x36353433323130393837363534333231

Figure 3.69 - Bluetooth Privacy Codes View

The Bluetooth Privacy Codes View has two columns that list one entry for each privacy code. Currently, only
one code can be entered.

Table 3.29 - Bluetooth Privacy Codes View Columns

Column Description
Bluetooth Privacy Code UTF-8 character representation of the code
Hexadecimal Format Hexadecimal representation of the code

The Bluetooth Privacy Code can be between 4 and 16 octets and represented as UTF-8 characters and in
hexadecimal format.

Bluetooth Privacy Code management tools

Bluetooth Privacy Codes In the header of the Bluetooth Privacy Codes View is a toolbar for adding or

= T deleting codes.
& G X
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Table 3.30 - Bluetooth Privacy Codes Management Tools

Tool Icon Description
Add Bluetooth Privacy | + Used to add a Bluetooth Privacy Code to the View. When checked , it
Code C opens the Add Bluetooth Privacy Code dialog. See Add Bluetooth

Privacy Code dialog below.

Currently only one Bluetooth Privacy Code can be entered.. To add
anew code, select the current code and remove it. The Add button will
become active and a new code can be entered.

Edit Selected Bluetooth ’ Enabled when a Bluetooth Privacy Code in the View is selected.

Privacy Code When clicked, it opens the Add Bluetooth Privacy Code dialog with
the selected Bluetooth Privacy Code and hexadecimal filled in. See
Add Bluetooth Privacy dialog below.

Reverse Selected c Enabled when a Bluetooth Privacy Code in the View is selected.

Bluetooth Privacy When checked, it reverses the content of the code. (EX: A-BCDE

Code becomes EDCB-A when reversed.) Both fields of the selected code in
the View are updated to reflect the change.

Remove Bluetoot x Enabled when a Bluetooth Privacy Code in the View is selected.

Privacy Code When checked, the selected code row is removed from the View.

AN IEINININIEILEINIE o, IR T, T --—f
Reverse
Edit
Delete
Add Bluetooth Privacy Code

Figure 3.70 - Right Click Bluetooth Privacy Codes Management Tools Pop-Up

Right Clicking on a selected Bluetooth Privacy Code entry in the View or right clicking anywhere in the View will
open a Bluetooth Privacy Code management tools menu. The Menu selections perform the same functions as the
Bluetooth Privacy Code Management Tools.

Add Bluetooth Privacy Code dialog
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Add Bluetooth Privacy Code >

Bluetooth Privacy Code

Hexadedmal Format

Reverse |D}(DDDD OO0 0000 0000 0000 0000 0000 0000
K I Cancel

Figure 3.71 - Add Bluetooth Privacy Code Dialog
Table 3.31 - Add Bluetooth Privacy Code Dialog Fields

Section Field Description

Bluetooh Privasy Code Bluetooth Privacy Code | Enter the Bluetooth Privacy Code in text.

Hexadecimal Format Enter the Bluetooth Privacy Code in
hexadecimal.

e | Allows the user to reverse the Bluetooth

Privacy Code (ex: A-BCDE becomes
EDCB-A when reversed.) Both fields will be
updated to reflect the changes.

To Add &~ a bluetooth Privacy Code:
1. If a Bluetooth Privacy Code already exists, select it and click the Remove button X .
2. Click the Add %= button.

3. Enter the Bluetooh Privacy Code in either the Bluetooh Privacy Code field or the Hexadecimal
Format field of the Add Bluetooh Privacy Code dialog.

4. Click the OK button, the dialog will close, and the added code will appear in the Bluetooth Privacy
Codes View.

To Remove X a Bluetooth Privacy Code:

1. Select a Bluetooth Privacy Code row in the Bluetooth Privacy Codes View.

2. Click the Remove X button.

3. The Bluetooth Privacy Code will be removed from the Bluetooth Privacy Codes View.

To Edit #* a Bluetooth Privacy Code:
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1. On the Bluetooth Privacy Codes View, click on either of the following::
¢ The selceted entry in the Bluetooth Privacy Code field.
e The seledted entry in the Hexadecimal Format field.

2. Edit the field selected.

3. Press the keyboard Enter key or click the mouse pointer anywhere outside the edited row of the
Bluetooth Privacy Codes View.

To in-place Edit a Bluetooth Privacy Code:

1. Click either on the Bluetooth Privacy Code field of the selected enty in the Bluetooth Provacy Codes
View.

2. Edit the selected field.

3. Press the Enter key on the keyboard or click the mouse anywhere outside of the edited row of the
Bluetooth Privacy Codes View.

To Reverse & a Bluetooth Privacy Code:

1. Select a Blutooth Privacy Cpde in the Bluetooth Privacy Codes View.

2. Click the Reverse & button.

3. The content of the selected Bluetooth Privacy Code is reversed. For example, code A-BCDE becomes
EDCB-A when reversed.

3.1.2.7 Event Log View

The Event Log is a record of significant events that occurred at any time the Sodera datasource software is
running. The log is recorded in time sequence using the computer clock. Log event descriptions provide
information, warnings, and error notifications. The Event Log provides the user with a history of their analysis
process. This history may be useful for process documentation or for troubleshooting capture issues and
problems.

Information messages can include the starting and stopping of recording and the time that this event took place.
Warnings in the log could be notifying the user that the capture file just opened contains unsupported content.
Event Log error events include, for example, telling the user that the capture file is invalid.

Event Log * 0 X
Description Time
& Unable to initialize hardware. Capture not started. 3A11/2015 8:23:56 361 AM
i) Recording stopped 31172015 8:23:56.361 AM
1) Recording started 3/11/2015 8:24:15.066 AM
_Ill LAP conflict may cause unexpected results for these devices: 0C:41:3E:C9:8A:45 and a0 67.C9:8A.45 3A11/2015 8:24:21.618 AM
i) Recording stopped 3A11/2015 8:2426 123 AM
4 T 3

Figure 3.72 - Sodera Event Log View

The Event Log View contains event icons in the first column (no heading), event descriptions in the second
column (Description), and the time the event occurred in the third column (Time).
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A description of each Event Log column is in the following table.

Table 3.32 - Event Log Columns
Heading Icon Description

Event i) |Information: Events related to the normal flow of the capture process, e.g. "Start
— Capture", "Stop Capture", "Sodera hardware not found"

i Warning: Events that raise concern about the capture process integrity
(X

Error: Events that compromise the capture process or that may invalidate some of
the captured data.

Description — | Description of the event with additional information related to the Eventicon.

Time — | The actual time of the event in live capture mode, or the recorded time when
running a previously captured file. The recorded time is based on the clock of the
computer running the Wireless Protocol Suite software.

Saving the Event Log

The Event log is automatically saved to "%appdata%\Frontline Test Equipment\Sodera\Logs\" as a .txt file. Logs
are retained for each session.

3.1.3 Excursion Mode

Note: The Excursion Mode feature is not supported on Sodera LE hardware.

Excursion Mode allows the user to capture Bluetooth data while untethered from a computer. This feature can
make it easier to capture data while in a moving vehicle, to capture data in places where a laptop cannot readily
be used, or to capture data in confined spaces, for example. Sodera’s internal battery complements Excursion
mode by providing sufficient power to capture data for up to an hour without being connected to an external
power source

Enable Excursion mode

1. Connect the Sodera hardware to a computer with a USB cable and start the Wireless Protocol Suite
software.

2. Inthe Sodera window, select Record Options... from the Options menu.
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Record Options (SN:22636) *

Wireless Wired Wireless Filters
Wireless Capture

Classic Bluetooth
Bluetooth Low Energy

[ wi-Fi
Standard Contral: Wi-Fi 5 4x4 Wi-Fi BE 2x2
Primary Channel: ch & (2437 MHz) e
Channel Width: 20 MHz =3
Channel: ch & (2437 MHz)
Truncate Packets:

[] wran 802.15.4
] spectrum 2.4 GHz
nterval; (280 us o Mot configurable with Excursion Mode

Ir

Bluetooth & 802, 15.4 Gain Control

() Automatic Attenuation

®) Manual Attenuation {0 to 45 dB):

Excursion Mode

Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List ()

Cance

Figure 3.73 - X500 Record Options - Excursion Mode
3. Verify that the status message on the pop-up indicates the serial number of the connected hardware.

4. Check the box next to Enable Excursion mode and press OK. The pop-up will close and the Record
Options are saved to the connected Sodera hardware. The saved Record Options will travel with that
specific Sodera hardware module and affect all subsequent captures performed with that unit, regardless
of whether they are performed using Excursion mode or using a connected computer.

Disable Excursion mode

1. Connect the Sodera hardware to a computer with a USB cable and start the Wireless Protocol Suite
software.

2. Inthe Sodera window, select Record Options... from the Options menu.
3. Verify that the status message on the pop-up indicates the serial number of the connected hardware.

4. Uncheck the box next to Enable Excursion mode and press OK. The pop-up will close and the
Record Options are saved to the connected Sodera hardware.
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Start Capturing Data in Excursion mode

1. With the Sodera hardware disconnected from a computer, hold for at least 1/2 second and then release
the Power button on the front panel. The battery charge state indicator LEDs will repeatedly flash in
sequence while the unit powers up.

2. Once the unit is powered up, press the Capture button on the front panel (right side). The Capture LED will
be a constant green when capturing data.

Stop Capturing Data in Excursion mode

1. Press the Capture button on the front panel (right side). There may be a brief delay, and the Capture LED
will turn off.

3.2 802.11 Configuration
3.2.1 Wi-Fi Scanner Hardware Settings

The Hardware Settings dialog provides the ability to select a device to sniff/scan. The dialog only lists devices with
a MAC address that match the Frontline devices. To access the Hardware Settings dialog:

1. Select Hardware Settings from the Options menu on the 802.11 Main window.

Hardware Settings - X

A CormProbe 602,11 [SN: 0108180025 ~|  RefreshLis

(] 4 Cancel | Help

Figure 3.74 - Wi-Fi Scanner Hardware Settings Dialog
2. Select a device from the drop-down list.
3. Select OK

If no devices are found, the list is blank.

Note: Upon launching the Air Sniffer, the first device in the drop-down is the default device.

3.2.2 802.11 Datasource

1. Select Capture -> Options menu on the Main windows.
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Settings X

Settings | Status | Capture Fiters | Fimware Update |
Frontine 802.11 Serial Number 0142110001

S NN 0437 MHz (6) - Scanner

Extension Channel ID vl

FCS Fiter Al Frames vl

OK Cancel Help

Figure 3.75 - 802.11 Settings Dialog
There are several things to remember about Settings:
e The Settings are specific to the device selected in the Hardware Settings.
e Two 802.11 devices attached to a computer have different settings.
e Changing the settings changes the devices’ default settings.

o If a parameter is changed (e.g. Channel 1 is changed to 6), the new setting appears the next time the
Settings dialog is opened for the device.

e The settings are saved when the OK button is pressed.

3.2.2.1 Settings

167 Wireless Protocol Suite Hardware and Software User Manual



Chapter 3 Configuration Settings Teledyne LeCroy

Settings X

Settings l Status | Capture Fiters ] Fimware Update

ComProbe 802.11 Seral Number 0108180025

Channel 2437 MHz (6) L] Scanner

Extension Channel ][} - |

FCS Filter IAII Frames Ll

oK Cancel Help

Figure 3.76 - 802.11 Settings Tab

The Settings dialog allows you to change and observe basic configuration values. These include the Channel,
Extension Channel, FCS Filter and Capture Type.

¢ Channel - Select the channel from the drop-down list. Channels have been extended to the 5Ghz range.
« Extension- allows you to extend the range of channels available

o 0 =Standard 1-13 Wi-Fi channels

o -1 = Expanded channels below the standard range

°o +1 = Expanded channels above the standard range

o FCS Filter - The Frame Check Sequence filter indicates if the device should capture frames with an invalid
FCS. Select All Frames or Valid Frames

Clicking on the Scanner button will open the Wi-Fi Scanner dialog. This action is useful if you do not know the
channel to sniff. Once you have selected a channel in the Wi-Fi Scanner dialog and confirmed your selection
the selected channel will appear in Channel.
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3.2.2.2 Status

Settings X

Frontiine 802.11 Seral Number 0142110001

-Hardware Information: - — Software Version: 1
Clock Source: Intemal FPGA: 2.9
Capture Media Indicator: OK Application: 1.5
Inteface: 1.4

— Data Capture Information:

Total Packets Captured: Total Bytes Captured:
3,646 859.584
Packets Not Yet Read by PC: Bytes Not Yet Read by PC:
0 0
OK Cancel Help

Figure 3.77 - 802.11 Settings Status Tab

The Status dialog provides current information about the Frontline device. There are no settings for this dialog.
3.2.2.3 Capture Filters

The Capture Filters dialog allows you create, modify, and delete capture filters. The dialog initially displays the
existing MAC address Capture Filters.

¢ To activate the capture filters and to be able to create/modify additional filters, you first must select the
Enable MAC Address Capture Filters check box.

¢ You can select/deselect which filters are active by checking/unchecking the Enable checkbox in the first
column in the table.

¢ You can also select to ignore Management, Control, Data, and Reserved frame types by selecting one or
more the checkboxes.
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Settings

[~ Enable MAC Address Capture Filters

Enable | Mac Address | Mode | Fields

|

Frame types to ignore:

Add New Address

Remove Address

Edt Address

Move Address Up

Move Address Down

[T Management | Contol [ Data |~ Reserved

OK

Cancel

Help

Figure 3.78 - 802.11 Settings Capture Filters Tab

To create a key, select one of the following options:

o Add New Address - displays a text box where you can enter the address
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Add MAC Address X

e.g. 0014bf72b3a6

% Indide Field In MAC Frame

 Exdude V' Address 1 (Receive)
Iv Address 2 (Transmit)
vV Address 3
[V Address 4

W Implicit Transmit
(e.qg. Transmitting an ACK)

Cancel

Figure 3.79 - 802.11 Settings Capture Filters Add New Address Dialog
1. Enter a MAC Address in the text field.
2. Select the Include radio button to only capture packets with this MAC address.

3. Select the Exclude radio button to capture packets with other filters, but not ones with this MAC
address.

4. Select one or more check boxes to identify which fields in the MAC Frame to include.

The MAC header for an 802.11 frame can contain up to 4 address fields. Most frames do not have that
many. In general, the first address is the intended receiver and the second address is the device that
transmits the frame. The third and fourth address fields depend on the context of the frame. Some of the
control type frames do not include the transmitter address but they may be determined from previous
frames.

5. Select OK to close the dialog.
Once you have MAC addresses on the main dialog, you can modify them using four options.

¢ Remove Address - Highlight an address that you want to delete and select Remove Address to remove it
from the list.

« Edit Address - Highlight an address that you want to edit and select Edit to bring up a dialog where you can
edit the address. The address and any of the prior settings may be changes. Click OK to save and close.
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Add MAC Address

e.g. 0014bf72b3a6

OK

001a70dd6c 79|
&+ Indude Field In MAC Frame
U etk [V Address 1 (Receive)

IV Address 2 (Transmit)
vV Address 3
v Address 4

[V Implicit Transmit
(e.g. Transmitting an ACK)

Cancel

Figure 3.80 - 802.11 Settings Capture Filters Edit MAC Address Dialog

+ Move Address Up - moves the selected address up in the queue.

« Move Address Down - moves the selected address down in the queue.

3.2.2.4 Firmware Update

Teledyne LeCroy

To take full advantage of the improvements to the Frontline 802.11 with Wireless Protocol Suite software you

must update the firmware on the Frontline .

Note: With the release of Wireless Protocol Suite software, an update to the firmware is
required upon installation of the software. For that version, the full update requires three
complete passes through the update process followed by a power cycle of the Frontline
802.11. Subsequent firmware updates may not require three firmware update cycles. This
procedure is designed to take you through one to three firmware update cycles. Follow the
procedure carefully, paying attention to jumps around unnecessary steps, and you should

have no difficulty updating the firmware.

1. This tab displays the current firmware version in the hardware. You can check for the firmware updates by

first noting the current version and then clicking on the Check For Updates button.
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Settings X
Settings | Status | Capture Fiters | Fimware Update |
— Cument fimware versions in hardware:
FPGA Version: 2.9
Application Version: 15 Interface Version: 14
Check For Updates
OK Cancel Help

Figure 3.81 - 802.11 Settings Firmware Update Tab

2. The Check for Updates dialog will open. If an update is available you can install it by clicking on the
Start Update button.
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Check For Updates ... =
Firmware Update File(s) | mage T... | File version(s) | H/w Version(s) |
comprobe_80211_app_revG. fu APP Image 1.5/1.4 1.5/1.4
Warning/Errer | File | Deseription

Infarmational comprobe_80211_app_revG.fwu  File Version ( 1.5/1.4) is same as currently installed H/W version { 1.5/1.4)

start Update | [ Cancel

Figure 3.82 - 802.11 Settings Firmware Check For Updates
3. When the update is complete, two situations can occur.

a. If more firmware updates are required the following dialog will appear. Click on OK, and continue
to step 4.

There are additicnal firmware updates required. After the device resets,

__l_h check for firmware updates again.

........................................

Figure 3.83 - 802.11 Settings Check for Updates Again, second cycle.
b. If there are no more firmware updates, continue to step 15.
4. Click OK on the Check for Updates dialog.

5. Click Cancel on the Settings dialog Settings tab (See Settings on page 167). The Frontline 802.11 will
reset. Wait for a constant Activity LED on the Frontline hardware .

6. Once the Frontline 802.11 has reset, select Settings from the Main window Options menu.

7. Click on the Settings dialog Firmware Update tab and then click on the Check for Updates button.
The Check for Updates dialog will appear.
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Fermare Lipdabe Fie(s) | imageType | Féeversenis) | Hpwversools) |
comprobe 0311 _fpga_reve few FPGA [mage =9 =9
comprobe_B0211_app_revl.fu AFP Image 0.7 .43
compnobe_BOZ1E_AF_revC. fuu FLF image 0.4
comprobe_B0211_pex3804_reve. fi PEXBE04 mage 04
comprobe_BO211_ath_newC. feu ATH mage 0.4
comprobe_BOZ1E_athok_reve.fwu ATHI image 0.4
omprobe_ 303211 _athic_fe_revC. fru ATH HYY mage 0.4
cnmprobe B0 11_atSk_oomman_renl. fwu ATH COMMON image 0.4
comprobe_B0211_pdh_ude_revC. vy PCH UDC image: Q.3
comprobe_BO21E g padoet_revC.feu G PACKET image 0.2

Woarrang [Error i Fie | Besrption ]

Informational  comprobe_30211_fpgs_revC.fu  File Version [ 1.9 ) = same a8 asrently rnstalled HW version [ 2.9 )

saetvpante | [ ok | cace |
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8.

9.

10.

11.

12.

13.

Figure 3.84 - 802.11 Settings Firmware Check For Updates, second cycle.
Click the Start Update button.
Again, when the update is complete, two situations can occur.

a. If there are more firmware updates the following dialog will be displayed. Click on OK and
continue to step 10.

There are additional firmware updates required. After the device resets,
Jl!. check for firmware updates again.

Figure 3.85 - 802.11 Settings Check for Updates Again, third cycle.
b. If there are no more firmware updates, continue to step 15.
Click OK on the Check for Updates dialog.

Click Cancel on the Settings dialog Settings tab (See Settings on page 167). The Frontline 802.11 will
reset. Wait for a constant Activity LED on the Frontline hardware .

Once the Frontline 802.11 has reset, select Settings from the Main window Options menu.

Click on the Settings dialog Firmware Update tab and then click on the Check for Updates button.
The Check for Updates dialog will appear again.
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Frmware Lipelate Fie(s) | imageT... | Fieverson{s) | HMW verson{s) |
comprobe_BOZ11_app_revE, fny APP Image L34 1.0/0.4
|
|
Woarring [Error ] i [Dﬂ-u'phon ]
I- setwpante | [ o | camce |

Figure 3.86 - 802.11 Settings Firmware Check For Updates, third cycle.
14. Click the Start Update button.

15. When the update is complete the OK button will be enabled. Click the OK button.

16. Remove power from the Frontline 802.11 unit, and then reapply power. Wait until the Activity LED
comes back on and resume normal Frontline operation. When the Frontline 802.11 serial number shows
in the Main window again, the firmware update is complete.

3.2.2.5 Wi-Fi Security

Security information is provided in the Wi-Fi Security Window.

The window is opened using the Wi-Fi Security button on the main toolbar.

® B QuwiFiseawriy T W
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Bl Wi-Fi Security x

Encrypted Data
(® WPA2-Personal

ssiD: | |

Passkey: | |

() Pairwise Master Key (WPAZ/WPA3)
Hex Key:
() Temporal Key (WPAZ/WPA3)

Hex Key:

Concel

In the Wi-Fi Security dialog, select the encryption method being using with your device under test (DUT) by
clicking on the radio button in the Encrypted Data section.

Table 3.33 - Wi-Fi Encrypted Data Options

Encrypted . o

Data Option Field Description

WPA2- SSID The station ID of the 802.11 communications link.

Personal . L
Passkey The shared passkey phrase used in communications.

Pairwise key The key is established between the wireless station

Master and the access point. The key size is 32 Bytes for

Key WPAZ2, the key size is 48 bytes for WPAS.

Temporal Atemporary key used to encrypt data for only the

Key current session.

Within the Set Initial Decodekeyr Parameters... dialog Security tab, the fields available will depend on the
Encrypted Data option selected.

3.2.2.5.1 Wi-Fi Device Scanner

1. On the Settings dialog click on the Settings tab, and then click on the Scanner button. The Wi-Fi
Device Scanner dialog will open.
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- a x
File Configure Control Help
& MAC Address SSID Type Channel | Frequency RSSL First Seen Last Seen
st | | = Help

Status: Inactive Devices Found:

Sniffer: 802.11 [SN: 0142110001]

Figure 3.87 - 802.11 Device Scanner with no Devices Detected

2. On the Wi-Fi Device Scanner dialog Select the Start button or select Start Scanning from the Main

windows menu to begin populating the list .

The Wi-Fi Device Scanner dialog displays a list of discoverable Wi-Fi devices in a table. The devices are

identified by:
e MAC Address
e SSID
e Type
e Channel
e Frequency
* RS
e First Seen

e Last Seen

Note: You can select the Stop or Stop Scanning from the Configure menu anytime

to stop the device search.
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B2 wi-Fi Device Scanner L =]
File Configure Control Help
2| MACAddress | SSID Type | Channel | Frequency | RSS st Seer Last Seen
1 SA:EF:68:81:1C:C0 afalinforthemitchels 2018 AP ] 2437 23 16:26:07 16:26: 14
2 EQ:46:9A:4 1194 FA TGB Publc AP 5 2437 18 16:26:07 16:26:13
3 84:30:C&:D5:B4FL Teladyne-Guest AR 5 2437 51 16:26:07 16:26: 16
4 FE:OL: 7C:3A:CTi2A DIRECT-2a+P M477 LaserJet AP 3 2437 Bl 16:26:07 16:26:13
5 §4:3D:CH:D5BRFD Teledyne-Employee AP 5 2437 9 16:26:07 16:26:16
& SC:6A:80: 26:EF10C AP & 2437 16 16:26:07 16:26: 14
¥ AH9LBLITRCS Centurylink0803 AP 3 2437 17 16:26:07 16126114
] DA:0F:99:28:CF:61 DIRECT- Direct 5 2437 22 16:26:07 16:26:07
9 62:6A:80: 26:EF:0E CU-Guest AP ] 2437 2 16:26:07 16:26: 14
10 62:6A:80: 26:EF:00 CU-Staff AR 5 2437 20 16:26:08 16:26: 14
11 §4:30:06:83:8 1150 Teledyne-Employee AR 1 2412 1] 16:26:08 16:26:10
12 84:30:06:B1B 1151 Teledyne-Guest AP 1 2412 '] 16:26:08 16:26:10
13 28:TAEEIBS:B R 14 CableWiR AP & 2437 1) 16:26:13 16:26:13
14 28:7A:EE:B8:83:12 XFINITY AP & 2437 22 16:26:13 16:26:13
15 28:7A:EE:B5:83:17 CoxWiFi AP 5 2437 21 16:26:13 16:26:13
==*== Chck on a device in the kst above to see additional detals ===
[ ] swo | | Help
Status: 2457 MHz (10) (Scan range: 2417 to 5825 MHz) ] Devices Found: 15 |Sniffer: 802.11 [SN: 0142110001]
Figure 3.88 - 802.11 Device Scanner with Devices Detected
3. Select the device.
E Wi-Fi Device Scanner - 0
File Configure Control Help /
= _SSID |__Type | Channel | Frequency | RSSI First Seen
i =falinforthemitchels 2018 AP 6 2437 23 16:26:07
. 18 15:26:07
3 84:3D:C6:D5:B4F1 Teled: Select Device 6 2437 51 16:26:07
4 FE:QL7C: 3A:CT:24 DIRECT-2a+P Cancel & 2437 44 16:26:07
5 B430CHDRBRF0 Teledyne- & 2437 4% 16:26:07
[ SCi6AIB0: 26:EF:0C AP & 2437 1% 16:26:07 16:26:14
7 Ad91:B1:92:73:C5 CenturyLink303 AP ] 2437 17 16:26:07 16:26:14
8 DAOF:9%9: 28:CF:61 DIRECT- Direct & 2437 2 16:26:07 16:26:07
9 62:6A:80:26:EF:08 CU-Guest AP 6 2437 2 16:26:07 16:26:14
0 6216A:80: 26:EF:00 CU-Staff AP & 2437 20 16:26:08 16:26:14
11 B4:30:CHB3:81:50 Teledyne-Employes AP 1 2412 0 16:26:08 16:26:10
12 B4:30:CeBRB1:51 Teledyne-Guest AP 1 2412 0 16:26:08 16:26:10
13 28:7AEE:B8:83: 14 CableWiFi AP & 2437 20 16:26:13 16:26:13
14 28:TA:EE:B3:83:12 XFINITY AP & 2437 22 16:26:13 16:26:13
15 28:7A:EE:B8:83:17 CoxWiFi AR & 2437 21 16:26:13 16:26:13
16 38:59:F9:89:56: 2D HPM1217-89562D AP 10 2457 17 16:26:17 16:26:17
17 44:D9:E7: TB:BLES TGB Private AP 11 2462 9 16:26:17 16:26:18
=== Cick.on & device n the st above o see acdibonal detals ===~
[ st | | Select channel Cancel Help
Status: Inactive |Devices Found: 21 ;Sniﬁcl: 802.11 [SN: 0142110001]

4. Click on Select channel <no>, where <no> is the channel number selected. The Confirm Sniffing
Channel confirmation will appear. Click on Yes will close the Wi-Fi Device Scanner and the Frontline
analyzer will use the selected channel.
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Settings

Settings |Statusl Capture Fiters | Fimware Update |

 Channel 12437 MHz (6) |

Frontline 802.11 Serial Number 0142110001

Scanner

Confirm sniffing channel

9' Do you want to sniff on Channel 6 (Accgs® Point:
P/ Teledyne-Guest)?
Yes No
OK Cancel Help

TR TTTITTIS e

S ————

—T—

File Menu

Under the File menu you can select Export to file which converts the information in the table to a text file.

1. Select Export to CSV file. The Save As menu appears
2. Select where you want to save the file in Save in.
3. Enter a File Name.

4. Select Save.

Configure

From the Configure menu you can select Hardware Settings and Settings. See the diagram below.
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€ Wi-Fi Device Scanner - [m]
Filf Configure Control Help /
1! Hardware Settings
i I/0 Settings SSID Type Channel | Frequency RSSI First Seen Last Seen
1 Teledyne-Guest AP 1 2412 ] 15:43:34 15:43:38
. - e AP 1 2412 0 15:43:34 15:43:38
3 38:90:A5:F7:FA:20 Teledyne-Employee AP 1 2412 o 15:43:34 15:43:38
4 00:A2:EE:02:90:12 AP 1 2412 ] 15:43:34 15:43:34
5 00:AZ:EE:02:90:11 Teledyne-Guest AP | 2412 0 15:43:34 15:43:35
] 00:A2:EE:02:90:10 Teledyne-Employee AP 1 2412 o 15:43:34 15:43:34
7 EA:IE:B4:54:A3:54 DIRECT-54-HP M452 LaserJet AP 6 2437 14 15:43:38 15:43:39
8 78:BA:F9:BF:75:00 e2vExt AP 5 2437 11 15:43:38 15:43:38
9 56:13:79:1C:B3:84 DIRECT-84-HP M452 LaserJet AP & 2437 17 15:43:38 15:43:39
10 38:90:A5:F7:D6:61 Teledyne-Guest AP 11 2462 20 15:43:41 15:43:51
11 38:90:A5:F7:D6:60 Teledyne-Employee AP 11 2462 20 15:43:41 15:43:51
12 38:90:A5:F7:D6:62 AP 11 2462 24 15:43:41 15:43:51
13 38:90:A5:30:81:C0 Teledyne-Employee AP 11 2462 o 15:43:42 15:43:42
14 3B:90:A5:30:81:C1 Teledyne-Guest AP 11 2462 10 15:43:43 15:43:43
15 38:90:A5:30:81:C2 AP 11 2462 13 15:43:43 15:43:44
16 38:90:A5:F7:D6:6F Teledyne-Employee AP 36 5180 27 15:43:51 15:43:53
17 38:90:A5:F7:D6:6E Teledyne-Guest AP 36 5180 30 15:43:51 15:43:53
===== Click on a device in the list above to see additional detaids =*=*=

|Sniffer: ComProbe 802.11 [SN: 0108180025]

Status: 5660 MHz (132) (Scan range: 2417 to 5825 MHz) Dmce‘i Found: 27

3.2.2.5.2 Wi-Fi Device Scanner - I/0 Settings

The Device Scanner |/O Settings dialog is used to set a listening time and to activate a probe request. To access
the 1/0 Settings dialog:

1. Select I/O Settings from the Configure menu on the Wi-Fi Device Scanner window.

Wi-Fi Scanner 1/O Settings X

_ﬂ up to

Scan channels from I 2417 MHz (2) 5825 MHz (165) _"]

Channel listen time

] 1000 (ms)

Send probe requests to discover SSID (if necessary) [No

Cancel | Help |

Figure 3.89 - Wi-Fi Device Scanner I/O Settings Dialog
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2. Scan Channels from: Pick a lower and upper limit to scan a specific subset of frequencies. By default all
channels are selected. Choosing a subset of frequencies to scan saves time and can be used when the user
is interested in scanning only a certain range of frequencies.

3. Enter an amount, in msecs, for Channel listen time.

Channel listen time is how long Frontline® 802.11 will listen on a channel to discover devices before
moving on to the next channel.

4. Select Yes or No to choose whether to send a probe sync request.

Sometimes an Access Point will intentionally not send it’s SSID in a beacon to conceal it’s identity.
Selecting Yes for this option will send the MAC address, the SSID will be part of the Probe Response it
sends back.

5. Select OK to save the options and close the dialog or Cancel to close the dialog without saving your
choices.

3.2.2.5.3 Device Scanner RSSI Values

The 802.11 specification does not provide a relationship between the RSSI value and the actual power value. Here
are the definitions from the specification.

1. RSSIin FHSS PHY: The RSSI is an optional parameter that has a value of 0 through RSSI Max. This
parameter is a measure by the PHY of the energy observed at the antenna used to receive the current
PPDU. RSSI shall be measured between the beginning of the SFD and the end of the PLCP HEC. RSSI is
intended to be used in a relative manner. Absolute accuracy of the RSSI reading is not specified.

2. RSSlin DSSS PHY: The RSSI shall be a measure of the RF energy received by the DSSS PHY. RSSI indications
of up to 8 bits (256 levels) are supported.

3. RSSlin OFDM PHY: The allowed values for the RSSI parameter are in the range from 0 through RSSI
maximum. This parameter is a measure by the PHY of the energy observed at the antenna used to receive
the current PPDU. RSSI shall be measured during the reception of the PLCP preamble. RSSI is intended to
be used in a relative manner, and it shall be a monotonically increasing function of the received power.

Different vendors implement these value in their own way. The Frontline 802.11 uses an Atheros chipset which
provides RSSI values in the range of 0 to 128. The radio hardware in the Frontline 802.11 has two receive chains
(one for each antenna). Each received packet has RSSI values for both antennas as well as the combined value.

The hardware provides the following five values:
1. rssi_ant00: Receive signal strength indicator of control channel chain 0.
2. rssi_ant01: Receive signal strength indicator of control channel chain 1.
3. rssi_ant10: Receive signal strength indicator of extension channel chain 0.
4. rssi_antll: Receive signal strength indicator of extension channel chain 1

5. rssi_combined: Receive signal strenth indicator of combination of all active chains on the control and
extension channels.

All five of these values are shown in the PHY layer decoder for every packet. The Wi-Fi scanner shows the
combined value.
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3.2.3 Wi-Fi Device - MAC Address Editor
If you know the MAC Address of the device you can enter it manually.
1. From the Settings dialog select the "Edit" button.

2. Onthe MAC Address Editor enter the MAC Address for the device.

Xl
MAC Address: (e.g. 0014bf72b3a6 ) Listen Channel: (e.g. 1,6, 0r 11)
0014bf72h3ak l &
OK Cancel | Help

Figure 3.90 - Wi-Fi Direct MAC Address Editor
3. Enter a channel number in Listen Channel.
4. Select "OK".
The MAC Address appears on the Settings dialog.

Once you close the dialog, the last MAC Address shown will appear when you reopen the dialog.

3.3 Decoder Parameters

Some protocol decoders have user-defined parameters. These are protocols where some information cannot be
discovered by looking at the data and must be entered by the user in order for the decoder to correctly decode
the data. For example, such information might be a field where the length is either 3 or 4 bytes, and which length
is being used is a system option.

There may be times when the context for decoding a frame is missing. For example, if the analyzer captures a
response frame but does not capture the command frame, then the decode for the response may be incomplete.
The Set Initial Decoder Parameters window allows you to supply the context for any frame. The dialog allows
you to define any number of parameters and save them in a template for later use

The decoder template function provides the capacity to create multiple templates that contain different
parameters. This capability allows you to maintain individual templates for each Bluetooth® network monitored.
Applying a template containing only those parameters necessary to decode transmissions particular to an
individual network, enhances the efficiency of the analyzer to decode data.

If you have decoders loaded which require decoder parameters, a window with one tab for every decoder that
requires parameters appears the first time the decoder is loaded.

For help on setting the parameters, click the Help button on each tab to get help information specific to that
decoder.

If you need to change the parameters later,
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e Choose Options -> Decoders -> Initial Decoder Parameters....

PhoneHeadphoneConnect.cfa - Teledyne LeCroy Wireless Protocol Suite 1.30
File Edit View| Options

= ad YN
Summary h ¢

7=

BR/EDR: Baseband

Help
Quick Filtering...

Add Display Filter...
Delete Display Filters... [cee
ename Display Filters...

i . : L2CAP SDP RFCOMM  AVCTP AVDTP AVDTP Signaling AVDTP Media |
ow/Hide Display Filters...

2,028 frames displa’
Bookmark - Pbvide Rules... Chan = Role =~ LT.. =~ Pac. * DS ~ TYPE
B1 D
GANT Cache Editor... 3 D
Load GATT Cache... 1 ID

b 4 ([al

I Decoders 4\& Protocol Stack...
© T~ Initial Decoder Parameters... |
; Subsequent Decoder Parameters...
q Reload Decoders Ctrl+F5
10 Recreate Companion File
1
12 ~  Automatically Request Missing Decoding Information
<
Recompile Methods...
Summary Message Sequence Chart

Figure 3.91 - Select Set Initial Decoder Parameters... from Main windowswindow

The Set Initial Decoder Parameters window opens with a tab for each decoder that requires parameters.

Set Initial Decoder Parameters

; 9 | E * ‘Template

AVDTP  |2CAP RFCOMM AZDP  AZDP USB  IPX TCE: | UDP

Figure 3.92 - Tabs for each decoder requiring parameters.

e Each entry in the Set Initial Decoder Parameters window takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters dialog.

Override Existing Parameters

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:
e Select the frame where the change should take effect

« Select Set Subsequent Decoder Parameters... from the Options > Decoders > Subsequent
Decoder Parametersmenu, and make the needed changes. You can also right-click on the frame to
select the same option.
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File Edit View|] Options
W & Y Y M| QuickFiltering...

Summary

Help

Y | Add Display Filter...

A4llFrames | Technc Delete Display Filters...

BR/EDR: MEERELENG!

ename Display Filters...

Chapter 3 Configuration Settings

E PhoneHeadphoneConnect.cfa - Teledyne LeCroy Wireless Protocol Suite

L2CAP SDP RFCOMM AVCTP AVDTP | AVDTP Signaling AWC

Pac...

B... Frameft rovide Rules...
12 TT Cache Editor...
3 Ldad GATT Cache...
4
5
B 19
7 27
8 55
3 63
10 x]
n 41
12 37
13 45
14 49

DS TYPE LLID FLOW L2CAPFL. SEQN ARGN

Protocol Stack...

Initial Decoder Parameters...

Subsequent Decoder Parameters...

v’

Reload Decoders Ctrl+F5

Recreate Companion File
Automatically Request Missing Decoding Information

Recompile Methods...

Figure 3.93 - Options -> Decoders -> Subsequent Decoder Parameters
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You can also right-click on the frame to select the same option.
Summary

All Frames | Technology: BR/EDR  Logic

Teledyne LeCroy

Search

BR/EDR: f=E=ENGE LMP  PreConnection¥HS  Bluetooth FHS | L2CAP | SDP | RFCOMM  AVCTP A

HandsFree AVRCP Errors 5,716 frames displayed

B.. = Framelf -~ CLK - Chan ~ PRole ~ LT.. = Pac.

Add Bookmark...

103,325

103,601 Ecport

103,683 Provide L2CAP Rules...

LEPEE Set Su nt Decoder P et
104100 bseque er Parameters...
104,448 Remove New Column

104,579

105,024 Restore Default Columns

105,13 Copy

105,454 : :

105,545 Synchronize with Packet Error Rate
ANE Q4D 11

Figure 3.94 - Set Subsequent Decoder Parameters... from Main windows

Set Subsequent Decoder Parameters

=1659. RFCOMM
Rules in effect from frame #1659 onward until redefined here for a Later frame:
'mmcmrsm_m Smerﬂsmnd1 DLCIZ.NBaaéme ‘.I'. RFCOMH i3 camying I.rie.sdsel { Owvemidden by user )

Change the Sslected bemto Camy | Headset =
Remave Ovemds

e

*

Cancel Help

Figure 3.95 - Example: Set Subsequent Decode Parameters for Frame #52, RFCOMM

e Each entry in the Set Subsequent Decoder Parameters dialog takes effect fom the specified frame

onward or until redefined in this dialog on a later frame.

+ The Remove Override button will remove the selected decode parameter override.

« The Remove All button will remove all decoder overrides.
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If you do not have decoders loaded that require parameters, the menu item does not appear and you don't need

to worry about this feature.
3.3.1 Decoder Parameter Templates

3.3.1.1 Select and Apply a Decoder Template

1. Select Set Initial Decoder Parameters... from the Options -> Decoders -> Initial Decoder

Parameters.... menu on the Main window.

Set Initial Decoder Parameters

_ 9‘ ﬁ E 9 | Template

\ \ Delete Template

Save the Template

Open Template

Reset To Defaults

2. Click the Open Template icon in the toolbar and select the desired template from the pop up list.

Set Initial Decoder Parameters

User_1_Template

AVDTP User_2_Template
The par User_3_Template
the sou

User 4 Template

—_—

_. 9 ’ E_ﬂ =1 8¢ | Temnlate User 4 Template

DP  A2DP

ywing list, from

The system displays the content of the selected template in the list at the top of the dialog.

3. Click the OK button to apply the selected template and decoders' settings and exit the Set Initial

Decoder Parameters dialog.
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3.3.1.2 Adding a New or Saving an Existing Template
Add a Template

A template is a collection of parameters required to completely decode communications between multiple
devices. This procedure adds a template to the system and saves it for later use:

1. Click the Save button at the top of the Set Initial Decoder Parameters dialog to display the
Template Manager dialog.

2. Enter a name for the new template and click OK.
The system saves the template and closes the Template Manager dialog.

3. Click the OK button on the Set Initial Decoder Parameters window to apply the template and close
the dialog.

9 B E x Template User 4 Template

AVDTP L2CAP RFCOMM AZDP A2DP USB  IPX TCP  uppP

The payload is identfied by seanching the following kst, from top to bottom. Matching is done on
the source port before the destination pod.

When the pert number is 25, the packet is ca TemPlate Manager x
When the port numberis 53, the packet is ca
| When the port number is 80. the packet is ca

| When the port number is 138, the packet is g
| When the pert number is 139, the packet is ¢
| When the port number is 5000, the packet is IUset_S_Template |
| When the pert number is 67 to 63, the packe] Cusrently Saved Templates For This Object Type:
| When the port number is 500. the packet is ¢ MOser 1 Terplate

When the port number is 4500, the packet is Uwr:?:'femplale

£ | Liger 3 Teﬁte

O sngle Port: Port Number:

Name To Save Template As: Cancel

(®) Port Range: Starting Port: [

Ending Port: 2590 1

Save Changes to a Template
This procedure saves changes to parameters in an existing template.
1. After making changes to parameter settings in a user defined template, click the Save E button at the
top of the Set Initial Decoder Parameters window to display the Template Manager dialog.

2. Ensure that the name of the template is listed in the Name to Save Template As text box and click
OK.

3. The system displays a dialog asking for confirmation of the change to the existing template. Click the Yes
button.

The system saves the parameter changes to the template and closes the Save As dialog.

4. Click the OK button on the Set Initial Decoder Parameters window to apply the template and close
the window.
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3.3.1.3 Deleting a Template

1. After opening the Set Initial Decoder Parameters window click the Delete x button in the toolbar.

The system displays the Template Manager dialog with a list of saved templates.

2. Select (click on and highlight) the template marked for deletion and click the Delete button.

9 r'.g E x Ternplate User_5_Template

AVDTP L2CAP RFCOMM A2DP A2DP USB  IPX TCP  upp

The paylaad is identfied by searching the folowing kst. from top to bottom. Matching is done on
the source pont before the destination pet, i
When the part number is 138, the packet s g T¢MPlate Manager x

When the por number is 139, the packet is
VWhen the part number is 14001, the packet i
When the por number is 1500, the packetis| - x

| Cumently 5 sved Templates For This Object Type: Cancel
When the poft number is 25, the packet is c3 =K

When the port number is 443, the packet is ¢ ﬁ:::—llz—} ”W: Dielete
When the part number is 4500, the packet is| | Uset_3_T emplate

When the pod number is 4660, the packet is| User 4 Tﬁe
When the part number is 500, the badxehs::i =
<

(® Single Pot Pt Number 1l

(O Port Rangs: Stasting Pont:

ST

The system removes the selected template from the list of saved templates.
3. Click the OK button to complete the deletion process and close the Delete dialog.

4. Click the OK button on the Set Initial Decoder Parameters window to apply the deletion and close
the dialog.

3.3.2 Selecting A2DP Decoder Parameters

Decoding SBC frames in the A2DP decoder can be slow if the analyzer decodes all the parts (the header, the scale
factor and the audio samples) of the frame. You can increase the decoding speed by decoding only the header
fields and disregarding other parts. You can select the detail-level of decoding using the Set Initial Decoder
Parameters window.

Note: By default the decoder decodes only the header fields of the frame.

1. Select Set Initial Decoder Parameters from the Options menu on the Main windows or the
Datasource window.

2. Click on the A2DP tab.

3. Choose the desired decoding method.
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SBC frames decoding Information
@ Decode onfy the header fields of the SBC frame in detail

-, Decode all the parts (the header, the scale factors and the audio samples ) of the
SBC frame in detail

Figure 3.96 - A2DP Decoder Settings
4. Follow steps to save the template changes or to save a new template.
5. Click the OK button to apply the selection and exit the Set Initial Decoder Parameters window.

3.3.3 AVDTP Decoder Parameters
3.3.3.1 About AVDTP Decoder Parameters

Each entry in the Set Initial Decoder Parameters window takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters window.

| Setinitial Decoder Pararneters *

9 Fj Template |

ADTP L2CAP RFCOMM AZ0P USE  IPX  TCP  LOP

intal Connecbors #n efiect from begming of cepture orward unl redefined

Piconet (DataSource5) Mo . enter O for sngie D5 0 2
Rele | Pespheral
LICAP charnel
[JL2CAP charrel in Muliglesed

AVDTF mcamng | ~Pus Duta-

oK Caneel Help

Figure 3.97 - AVDTP parameters tab

The AVDTP tab requires the following user inputs to complete a parameter:

« Piconet (Data Source (DS) No.) - When only one data source is employed, set this parameter to 0 (zero),
otherwise, set to the desired number of data sources.

¢ Role - This identifies the role of the device initiating the frame (Central or Peripheral)
¢ L2CAP Channel - The channel number 0 through 78.

o L2CAP channel is Multiplexed - when checked indicates that L2CAP is multiplexed with upper layer
protocols.

« AVDTP is carrying - Select the protocol that AVDTP traverses to from the following:
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(e}

AVDTP Signaling
o AVDTP Media
o AVDTP Reporting
o AVDTP Recovery
o -Raw Data-
Adding, Deleting, and Saving AVDTP Parameters
1. From the Set Initial Decoder Parameters window, click on the AVDTP tab.
2. Setor select the AVDTP decoder parameters.

3. Click on the ADD button. The Intial Connection window displays the added parameters.

Inttial Connections (n effect from beginning of capture onward until redefined)
Dnthe Peripheral side with the L2CAP CID 0x000b and with the remote side TSID -1, the AVOTP is camyi

- - 5]
| In the: piconet 8 on the Central side with the L2CAP CID 0xD00c and with the remote side TSID 42, the AVDTP iz camying Signalling packets (Modified by user) I

Figure 3.98 - Parameters Added to Decoder

4. To delete a parameter from the Initial Connections window, select the parameter and click on the
Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click on
the Add button.

6. AVDTP parameters are saved when the template is saved as described in Adding a New or Saving an
Existing Template on page 188Adding a New or Saving an Existing Template on page 188

3.3.3.2 AVDTP Missing Decode Information

The analyzer usually determines the protocol carried in an AVDTP payload by monitoring previous traffic.
However, when this fails to occur, the Missing Decoding Information Detected dialog appears and requests
that the user supply the missing information.

The following are the most common among the many possible reasons for a failure to determine the traversal:
¢ The capture session started after transmission of the vital information.
e The analyzer incorrectly received a frame with the traversal information.

e The communication monitored takes place between two players with implicit information not included in the
transmission.

In any case, either view the AVDTP payload of this frame (and other frames with the same channel) as hex data,
or assist the analyzer by selecting a protocol using this dialog.

Note: You may use the rest of the analyzer without addressing this dialog. Additional
information gathered during the capture session may help you decide how to respond to the
request for decoding information.
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If you are not sure of the payload carried by the subject frame, look at the raw data shown “data” in the Decode

pane. You may notice something that hints as to the profile in use.

In addition, look at some of the frames following the one in question. The data may not be recognizable to the
analyzer at the current point due to connection setup, but might be discovered later on in the capture.
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Figure 3.99 - Look in Decoder pane for profile hints

3.3.3.3 AVDTP Override Decode Information

F TF FF FY FT § 1
F 48 00 00 1% 52 31 Q0

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any

frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:

1. Select the frame where the change should take effect.

2. Select Set Subsequent Decoder Parameters from the Options > Decoders > Subsequent
Decoder Parameters menu, or by selecting a frame in the frame display and choosing from the right-

click pop-up menu, and make the needed changes.

File Edit View Capture] Options |Help
& B [E @ startRecorc ick Filtering...
x2405m:21450 - A K - 3T Add Display Filter...

Summary Dhlete Display Filters...

Rename Display Filters...
All Frames | Technology: | BRIE it

ShoW/Hide Display Filters...

BR/EDR: Baseband LMP  PreC
AVRCP AZDP Errors 757 fr:
B.. *

Provide AVDTP Rules for Frame #152506...

Frame# =

144,091
146,908
143621
152,432

152,456 Decoders

] B

crp ol AVDTP Signaling | AVDTE

= -t ) -

| C E
HE-he £ e 3 704
152,514 E Media 3 704
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3. Select the rule you wish to modify from the list of rules.
4. Choose the protocol the selected item carries from the drop-down list, and click OK.

If you do not have any previously overridden parameters, you may set parameters for the current frame and
onwards by right-clicking the desired frame and choosing Provide AVDTP Rules... from the right-click pop-up
menu.

If you have a parameter in effect and wish to change it, there are two parameters that may be overridden for
AVDTP: Change the Selected Item to Carry, and if AVDTP Media is selected, the codec type. Because there
are times when vital AVDTP configuration information may not be transferred over the air, we give users the
ability to choose between the four AVDTP channel types for each L2CAP channel carrying AVDTP as well as codec
type. We attempt to make our best guess at codec information when it is not transferred over the air, but we
realize we may not always be correct. When we make a guess for codec type, we specify it in the summary and
decode panes by following the codec with the phrase '(best guess by analyzer). This is to let you know that this
information was not obtained over the air and that the user may wish to alter it by overriding AVDTP parameters.

Override of Frame Informaticn x

#1307 AVDTP

Rules in effect from frame = 1307 onward until redefined here for a later frame:

Change the Selected Item to Carry Remave Override

AVDTP Recovery

E Cancel Help

Figure 3.100 - AVDTP Override of Frame Information, Item to Carry

Change the Selected Item to Carry [p,'.,.lm'p Media vl

Change the Selected Codec to Carry [Lkﬂmﬂm ,,] Codecselection
a?fléG-l 2 Audio appearSWhen
MPEG-2,4 AAC Media selected to
ﬁ_ﬁ.}:c family . carry

—Eﬂ_ﬂendmﬁ ecific Codec

Figure 3.101 - AVDTP Override of Frame Information, Media Codec Selection
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Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame onward
or until redefined in this dialog on a later frame. If you are unhappy with your changes, you can undo them by
simply choosing your override from the dialog box and pressing the 'Remove Override' button. After pressing
'0OK,' the capture file will recompile as if your changes never existed, so feel free to experiment with desired
changes if you are unsure of what configuration to use.

Note: If the capture has no user defined overrides, then the system displays a dialog stating
that no user defined overrides exist.

3.3.4 L2CAP Decoder Parameters
3.3.4.1 About L2CAP Decoder Parameters

Each entry in the Set Initial Decoder Parameters dialog takes effect from the beginning of the capture onward or
until redefined in the Set Subsequent Decoder Parameters dialog. You get to the menu below by selecting
Options -> Decoders -> Initial Decoding Parameters. This will bring up the Set Initial Decoder Parameters menu
below:

| Set Initial Decoder Parameters X

9 : E Template

AVDTP L2CAP RFCOMM A2DP A20P USB  IPX TCP uoe
Intial Connections fn effect from beginring of capture orward untl redefined in the Set Subsequent Decoder Parameters dialog)

Stream v
Channel ID

Address

Data Source{D5) No. (set O for Single DS)

Camies (PSM) ~ Raw Data - bt

Figure 3.102 - L2CAP Decoder parameters tab

The L2CAP Set Initial Decoder Parameters dialog requires the following user inputs to complete a
Parameter :

o Stream - This identifies the role of the device initiating the frame (central or central)

¢ Channel ID - The channel number 0 through 78
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o Address - This is the physical connection values for the devices. Each link in the net will have an address. A
piconet can have up to seven links. The Main windows can provide address information.

« Data Source (DS) No. -When only one data source is employed, set this parameter to 0 (zero), otherwise,
set to the desired data source number.

- Frame 355: (Master) Len=56
- Baseband:
- L2CAP:

Role: Central

.. PDU Length: 24
. . Channel ID: 0x16c0 (SDP)
@- SDP:

-
|

Carries (PSM) - Select the protocol that L2CAP traverses to from the following:

Set Initial Decoder Parameters X

= L ¥
9 E 4 Template
AVDTP LXCAP RFCOMM AJDP ADP USB IPX TCP  UDP
Intial Connections fn affect from begnning of capture onwand unti redafined in the Set Subsaquent Decoder Parameters dislog)

Sream Certral v
Charnel ID

Address

DataSource(DS) Mo. fset Ofor Srngle DS)

Carmies (PSM) |-R.n|}l.|- ' -

Ak Distate lsMp

|Undecoded L2CAP Frames
|ASHA

Figure 3.103 - List of Carries (PSM) Protocols
Adding, Deleting, and Saving L2CAP Parameters
1. From the Set Initial Decoder Parameters window, click on the L2ZCAP tab.

2. Set or select the L2ZCAP decoder parameters.
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3. Click on the ADD button. The Initial Connection window displays the added parameters.

AVDTP L2CAP RFCOMM AZDP AZDP USB  IPX TCP UDP
Initial Connections (in effect from beginning of capture onward until redefined in the Set Subsequent Decoder Parameters dialog):

On the Peripheral side, with CID (<0002, Address 0, and DataSource 1. L2CAP is camying AVDTP
On the Peripheral side, with CID (0003, Address 0, and DataSource 1, LZCAP is camying AVDTP
O the Central side, with CID 0x0002, Address 0, and DataSource 1, L2CAP is camying AVDTP

Figure 3.104 - Parameters Added to Decoder

4. To delete a parameter from the Initial Connections window, select the parameter and click on the
Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click on
the Add button.

6. L2CAP parameters are saved when the template is saved.

3.3.4.2 L2CAP Override Decode Information

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:
1. Select the frame where the change should take effect.

2. Select Set Subsequent Decoder Parameters from the Options -> Decoders -> Set Subsequent
Decode Parameters menu, or by selecting a frame in the frame display and choosing from the right-
click pop-up menu, and make the needed changes. Refer to figure below:
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Figure 3.105 - L2CAP Set Subsequent Decoder Parameters
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Owvermnde of Frame Information
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Figure 3.106 - Options to Chose From

1. Change the L2CAP parameter by selecting from the rule to change, and click on the listed parameters.

2. If you wish to remove an overridden rule, click on Remove Override button. If you want to remove all
decoder parameter settings, click on Remove All.

3. Click OK.

Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame onward
or until redefined in this dialog on a later frame.

Note: If the capture has no user defined overrides, then the system displays a dialog stating
that no user defined overrides exist.

3.3.5 RFCOMM Decoder Parameters
3.3.5.1 About RFCOMM Decoder Parameters

Each entry in the Set Initial Decoder Parameters dialog takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters dialog.
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Figure 3.107 - RFCOMM parameters tab
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The RFCOMM Set Initial Decoder Parameters tab requires the following user inputs to complete a

parameter:

o Stream - Identifies the role of the device initiating the frame (central or central)

« Server Channel - The Bluetooth® channel number 0 through 78

e DLCI - This is the Data Link Connection Identifier and identifies the ongoing connection between a client and

a server

o Data Source (DS) No.- When only one data source is employed, set this parameter to 0 (zero), otherwise,
set to the desired data source

Carries (UUID) - Select from the list to apply the Universal Unique Identifier (UUID) of the application layer
that RFCOMM traverses to from the following:

| Override of Frame Information

£125389. RFCOMM

Change the Selected Rem to Camy

Rules in effect from frame: 8125389 omward until redefined here for & later frame:
[ Onthe Peripheral side. with Server Channel 3, DLCI 6, and DataSource 1, RFCOMM is canying Hands Free ( Discovered by analyzer)
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Apple IAP1
- Raw Data -

Figure 3.108 - RFCOMM Selected Item to Carry
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Adding, Deleting, and Saving RFCOMM Parameters
1. From the Set Initial Decoder Parameters window, click on the RFCOMM tab.
2. Set or select the RFCOMM decoder parameters.

3. Click on the ADD button. The Initial Connection window displays the added parameters.

Set Initial Decoder Parsmeters x

) =] Temglate

AVDTP  L2CAP RFCOMM A20F AXOP USE  Px TOP uDP

s camang Hepodng paciets (Modbed
wamyrg Sgraling packets Modfed by user
8 carryeny Mada pachats Moclied By wier

Figure 3.109 - Initial Decoder Parameters window

4. To delete a parameter from the Initial Connections window, select the parameter and click on the
Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click on
the Add button.

6. RFCOMM parameters are saved when the template is saved as described in Adding a New or Saving an
Existing Template on page 188

3.3.5.2 RFCOMM Missing Decode Information

Wireless Protocol Suite software usually determines the protocol carried in an RFCOMM payload by monitoring
previous traffic. However, when this fails to occur, the Missing Decoding Information Detected dialog
appears and requests that the user supply the missing information.

The following are the most common among the many possible reasons for a failure to determine the traversal:
e The capture session started after transmission of the vital information
e The analyzer incorrectly received a frame with the traversal information

e The communication monitored takes place between two players with implicit information not included in the
transmission

In any case, either view the RFCOMM payload of this frame (and other frames with the same channel) as hex
data, or assist the analyzer by selecting a protocol using this dialog.

Note that you may use the rest of the analyzer without addressing this dialog. Additional information gathered
during the capture session may help you decide how to respond to the request for decoding information.

If you are not sure of the payload carried by the subject frame, look at the raw data shown under data in the
Decode pane in the Summary Display. You may notice something that hints as to the profile in use.

In addition, look at some of the frames following the one in question. The data may not be recognizable to the
analyzer at the current point due to connection setup, but might be discovered later on in the capture.
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3.3.5.3 RFCOMM Override Decode Information

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:

1. Select the frame where the change should take effect and select Set Subsequent Decoder
Parameters from the Options -> Decoders -> Subsequent Decoder Parameters menu, or by
selecting a frame in the frame display and choosing from the right-click pop-up menu, and make the
needed changes.

Summary

All Frames | Technology: | BR/EDR  Logic

BR/EDR:  Baseband LMP PreConnection-FHS ' Bluetooth FHS L2CAP SDA [igee ol IAVCTP AVDTP  AVDT
AVRCP A2DP Errors 75 frames displayed

B.. = Framelt - Role - pLct - Channel - Frame Type
108,003 P 0x00 0 SABM
st L 3 Ox00 0 U
108,17 P (0 1 ¥
Tos022 T Add Bookmark...

108,031 P Export...

108,036 G

108,045 P Filter in Role= P

108,050 C Filter Dialog (field equals)...
108,052 C

108,063 P Provide L2CAP Rules...

108.063 P Provide RFCOMM Rules...

108,080 Cc

108,082 C Set Subsequent Decoder Parameters...
108,089 P Remove New Column

108,091 P

108.105 P Restore Default Columns

108,110 C oy

iy P Synchronize with Packet Error Rat
108119 - ynchronize ac o 3

Figure 3.110 - Drop Down Menu

2. Change the RFCOMM parameter by selecting from the Change the Selected Item to Carry drop down
list.

3. If you wish to remove an overridden rule, click on Remove Override button. If you want to remove all
decoder parameter settings, click on Remove All.

4. Choose the protocol the selected item carries from the drop-down list and click OK.

Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame onward
or until redefined in this dialog on a later frame.
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Set Subseguend Decoder Parameters "

LICAP i camna RFCOMM | Dinciwernd by amabaer

Change the Selected LICAP Mode Bamic

oR Cancel Help

Figure 3.111 - Set Subsequent Decoder Parameters selection list

Note: If the capture has no user defined overrides, then the system displays a dialog stating
that no user defined overrides exist.

3.3.6 Determining Central and Peripheral

In Bluetooth, the device that initiates the connection is always the central at connection time. You only need to
know the central and central at connection time when setting up the I/O Settings. Afterward, a role switch may
occur, but the analyzer automatically follows the role switch.

Note: You do not have to identify a Central address if you are using Firmware Version 62 or
newer.

Role Switches

After the connection has been made, a role switch can take place. A good example of why this happens would be
when a mouse connects to the PC. The mouse initiates the connection, so it is the central. After the connection is
made, a role switch occurs so that the PC becomes the central and the mouse becomes a central. The role switch
takes place because the PC may be working with multiple devices at the same time, and as such, the PC would not
be a central of more than one device.

Let us say that a link exists between a PC and a keyboard with the PC as central. If the mouse wants to become a
member of the link, it initiates the connection. Since the mouse initiated the connection, it is the central of a new
link and the PC is the central. The PC is still the central of the link between the PC and keyboard. A role switch
now occurs between the PC and the mouse, and the PC is now the central of a link with two centrals: the mouse
and keyboard.

3.4 Conductive Testing

Conductive testing could be used for many reasons, but the most common use is to isolate the Bluetooth or Wi-Fi
test setup from the surrounding environment. Interference from radio frequency (RF) sources is the most
common reason for isolating the test from the environment. This is especially important when the environment
contains RF sources using the industrial, scientific, and medical (ISM) radio bands from 2.4 to 2.485 GHz that are
the bands used for Bluetooth or Wi-Fi.
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“Conductive” in this context means that you are not “air sniffing”, that is, capturing Bluetooth or Wi-Fi
transmissions on the Frontline analyzer's antenna. The conductive test setup uses coaxial cable to directly
connect the Device Under Test (DUT) to the analyzer's antenna connectors. The coaxial cable provides the
isolation from the environment through shielding.

3.4.1 Classic Bluetooth Transmitter Classes

Classic Bluetooth transmitters are categorized by power classes, that is, by the amount of RF power output. A
Bluetooth Class maximum operating range is directly related to the power output. The class is important in
conductive testing because the DUTs and the Frontline unit are connected directly to each other, usually over
small distances. The absence of power loss, which occurs during over-the-air transmission, means that larger than
normal power levels may be present at the receiving port. Attenuation may be necessary to protect both the DUT
and the Frontline unit from excessive power input and to ensure reliable operation.

Table 3.34 - Classic Bluetooth Power Classes below lists the maximum power and operating range for each
Classic Bluetooth Class.

Table 3.34 - Classic Bluetooth Power
Classes
Class| Maximum Power (Operating Range

1 | 100 mW (20 dBm) 100 meters
2 2.5mW (4 dBm) 10 meters

3 1 mwW (0 dBm) 1 meter

Caution: Good engineering judgment is essential to protecting both the Frontline

» ' Bluetooth analyzer and the devices under test from power levels that could cause damage.
The procedures contained here are general guidelines for connecting the equipment for
conductive testing.

3.4.2 Bluetooth Low Energy Transmitter

A Bluetooth Low Energy device maximum operating range is directly related to the power output. The power
output is important in conductive testing because the DUTs and the Frontline unit are connected directly to each
other, usually over small distances. The absence of power loss, which occurs during over-the-air transmission,
means that larger than normal power levels may be present at the receiving port. Attenuation may be necessary
to protect both the DUT and the Frontline unit from excessive power input and to ensure reliable operation.

Table 3.35 - Bluetooth Low Energy Transmitter below lists the maximum power and operating range for
Bluetooth Low Energy transmitters.

Table 3.35 - Bluetooth Low Energy Transmitter
Bluetooth SIG Specification|Maximum Power|(Operating Range

Upto4 10 dBm (5 mW) 50 meters

I Caution: Good engineering judgment is essential to protecting both the Frontline
» ' Bluetooth analyzers (Sodera, Sodera LE, X240 and X500) and the devices under test
from power levels that could cause damage. The procedures contained here are general
guidelines for connecting the equipment for conductive testing.
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3.4.3 Conductive Testing
Test Equipment

While exact conductive test setups are dependent on the specific circumstances surrounding the DUT (Device
Under Test) RF interface, the following equipment is required for most testing situations.

1. Coaxial cable with adapter for connecting to DUT 1.
2. Coaxial cable with adapter for connecting to DUT 2.
3. Coaxial T-connector.
4. SMA adapters for connecting coaxial cable or attenuators to the Frontline antenna connectors.
5. Attenuators, values depending on the Bluetooth technology or DUT power output levels.
6. Sodera Wideband Bluetooth Protocol Analyzer.
7. Personal computer for running Wireless Protocol Suite software.
Test Setup

Figure 3.112 below shows the conductive test setup. The values of AT1, AT2, and AT3 depend on the power
transmitted by DTU 1 and DTU 2.

DUT 1 DUT 2
RF || AT1 | 1} a2 [| RF
—
2
L4

Antenna Connector

ComProbe Sodera

Figure 3.112 - Sodera/X240/X500 Conductive Test Setup

The AT1 through AT3 attenuator values will depend on the DUT1 and DUT2 transmitter Class or the transmit
power from each device. At higher power levels, all three attenuators may be needed. In all cases, use good
engineering practices to protect the devices under test and the Sodera hardware from damage, to ensure reliable
operation.

For example, assume that there is no attenuation in the test setup:

e At the T-connector, the power will split in half. For example, if DUT1 is a Class 1 device transmitting +20 dBm
(100 mW) (at the T-connector) the power will be split with +17 dBm (50 mW) going to DUT2 and +17 dBm (50
mW) going to the antenna connector. Adding additional attenuation with AT1, AT2, AT3, and the Record
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Options -> RSSI Threshold selection will further reduce the input power level to the Sodera.radio.

e If DUT1 or DUT2 is a Class 2 device, +10 dBm (12.5 mW) will reach the antenna connector. If they are Class 3
devices, -3 dBm (0.5 mW) will reach the antenna connector.

If the protocol analysis results prove to be unreliable, adjust the AT1, AT2, or AT3 values and the Sodera Record
Options -> RSSI Threshold settings to achieve reliable results.

3.4.4 Sodera LE Conductive Testing
Test Equipment

While exact conductive test setups are dependent on the specific circumstances surrounding the DUT RF
interface, the following equipment is required for all testing situations.

1. Coaxial cable with adapter for connecting to DUT 1.
2. Coaxial cable with adapter for connecting to DUT 2.
3. Coaxial T-connector.

4. SMA adapters for connecting coaxial cable or attenuators to the Sodera LE Antenna and Wired
connectors.

5. Attenuators, values depending on the Bluetooth technology or Class being tested.
6. Frontline Sodera LE Wideband Bluetooth Low Energy Protocol Analyzer.

7. Personal computer for running Wireless Protocol Suite software.

Test Setup

The following figures show the conductive test setup. The values of AT1, AT2, and AT3 depend on the power
transmitted by DUT1 and DUT2 and which setup is used.

Note: Internal Sodera LE attenuation options are likely to preclude the use of external
attenuators when using typical Bluetooth Low Energy power levels.

Wired Input Test Setup

Figure 3.113 - Sodera LE Conductive Test Setup (a) on the next page connects the test signal to the Sodera LE
Wired input connector. This input provides internal 27 dB attenuation, so AT3 may not be necessary depending
on the DUT1 and DUT2 transmitted power.
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DUT 1 DUT 2

| AT1 | =) | AT2

| AT3

Wired Connector

Sodera LE

Figure 3.113 - Sodera LE Conductive Test Setup (a)

The AT1 through AT3 attenuator values will depend on the DUT 1 and DUT 2 transmitter Class or the transmit
power from each device. At higher power levels, all three attenuators may be needed. In all cases, use good
engineering practices to protect the devices under test, the Sodera hardware from damage and to ensure reliable
operation.

For example, assume that there is no attenuation in the test setup (a): At the T-connector, the power will split in
half. For example, if DUT 1 is transmitting +20 dBm (100 mW), at the T-connector it will split with +17 dBm (50
mW) going to DUT 2 and +17 dBm (50 mW) going to the Sodera LE Wired connector. The Wired connector will
provide an additional 27 dB attenuation after the connector reducing the 50 mW to -283 dBm (5x10-26 mW). This
example points out that for conductive testing, the Wired connector is best for larger RF signals.

Antenna Input Test Setup

Sodera LE Conductive Test Setup (b) on page 206 shows an alternate test setup that connects the devices under
test to the Sodera LE Antenna connector. This setup provides a wider range of control over the internal
attenuation. To use the variable attenuator on the Antenna input, the Sodear LE unit must be configured by
selecting Record Options from the Options menu. Select the Manual Attenuation in the Gain Control
section. With this control you can select Sodera LE internal attenuation between 0 and 32 dB in 1 dB steps. Refer
to Sodera LE Record Options dialog on page 1 for additional information about this control.
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zain Control
" Automatic Attenuation
{*+ Manual Attenuation: 15 dB

|
0 J 32

Figure 3.114 - Sodera LE Record Options Gain Controls

The AT1 through AT3 attenuator values will depend on the DUT1 and DUT2 transmitter Class or the transmit
power from each device. At higher power levels all three attenuators may be needed. In all cases, use good
engineering practices to protect the devices under test and the Sodera hardware from damage, and to ensure
reliable operation.

Using the signal levels as in the example above for the Wired input setup, 2.5 mW will appear at the Sodera LE
Antenna connector, again assuming that no attenuators AT1 through AT3 are being used. You can adjust the
Manual Attenuation to adjust achieve reliable packet Recording and Analysis. As an alternative, you can also try
using the Gain Control Automatic Attenuation option that will adjust the received signal level for estimated
best reliable analysis results.

Note: Each Sodera LE Manual Attenuation setting must be configured prior to Recording.

DUT 1 DUT 2

| AT | - | AT2 RF

| AT3

Antenna Connector

Sodera LE

Figure 3.115 - Sodera LE Conductive Test Setup (b)
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3.4.5 Bluetooth Conductive Test Process

After connecting DUT1, DUT2, and the Frontline Bluetooth protocol analyzer hardware, follow these steps to
capture Bluetooth data.

Note: For the X500 the connection should be to BT Rx1.

1. Pair DUT 1 and DUT 2.
2. Establish data transmission between DUT 1 and DUT 2.
3. Begin capture of the data with the Frontline protocol analyzer.

4. Conduct protocol analysis with the Wireless Protocol Suite software on the personal computer or save the
capture file for future analysis.

3.4.6 802.11 Wi-Fi Conductive Testing

“Conductive” in this context means that you are not “air sniffing”, that is, capturing 802.11 transmissions on the
Frontline 802,11 analyzer antenna. The conductive test setup uses coaxial cable to directly connect the DUT
(Device Under Test) to the analyzer antenna connectors. The coaxial cable provides the isolation from the
environment through shielding.

Test Equipment

The following equipment is required for the test setup. All cables, connectors and adapters, and attenuators
should be relatively flat from 2 GHz to 6 GHz.

1. Coaxial cable All cable must be 50Q and should be double shielded.
2. Coaxial T-connectors, 50Q.
3. RP.SMA adapters for connecting coaxial cable or attenuators to the antenna connectors, 50Q.
4. AT1 - AT9: 20 dB attenuators, 50Q.
5. Frontline 802.11 Wi-Fi protocol analyzer.
6. Computer for running Wireless Protocol Suite software.
Test Setup

Figure 3.116 on the facing page shows the 802,11 conductive test setup.
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DUT 1 DUT 2
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TE—
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ANT1 ANT2 ANT3

Frontline 802.11

Figure 3.116 - Frontline 802.11 Conductive Test Setup for 3X3 MIMO

The above test setup if for 3X3 MIMO 802.11 devices. If not testing this configuration, the ANT3 connection to the
DUTs and the Frontline 802.11 is not used.

Test Process

After connecting DUT1, DUT2, and the Frontline 802.11 , follow these steps to capture Wi-Fi data.
1. Establish data transmission between DUT 1 and DUT 2.
2. Begin capture of the data with the Frontline 802.11 .

3. Conduct protocol analysis with the Wireless Protocol Suite software on the personal computer or save the
capture file for future analysis.
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Chapter 4 Capturing Data

The following sections describe the Wireless Protocol Suite software functions that capture data packets.
4.1 Air Sniffing: Positioning Devices

When capturing over the air packets, proper positioning of the Frontline hardware and the Devices Under Test
(DUTs) will result in the best possible captures and will mitigate sources of path loss and interference. The X500
uses Antenna Diversity to simplify these issues. Section 4.1.1 elaborates on using Antenna Diversity with the
X500, while Section 4.1.2 describes procedures with the X240 and Sodera to help optimize the capture process
especially if you have problems obtaining reliable captures.

4.1.1 Capturing using X500 with Antenna Diversity

The X500 is configured to use Antenna Diversity for capture to improve performance and eliminate the need to
place the unit in a specific position when wireless channels are affected by multipath, fading, and interference.
The signal received from the two antennas (BT Rx1 and BT Rx2) are added by an intelligent algorithm which
adjusts the antenna weighting to maximize signal strength. The algorithm uses the spatial diversity of the
antennas for three benefits. First, it increases the probability of having a channel which isn’t in a fading null.
Second, it reduces the probability that a channel is interference-limited from another transmitter on the same or
nearby frequency. Third, the extra antenna increases the chance of less interference because generally the source
of the interference isn’t physically co-located with the wanted transmission. The Antenna Diversity algorithm runs
on packet level granularity so that the improvement can be maintained over wide-band operation when capturing
signals from multiple devices.

Antenna Diversity doesn’t require a special setup by the user and is enabled by default in both AGC Manual and
Auto modes. In AGC Manual mode a set attenuation is applied to both antenna channels. In AGC Auto mode the
Antenna Diversity algorithm automatically determines attenuation to be applied to RF chain so that signal doesn’t
saturate.

For the general scenario, (See Figure 4.1 below) position the analyzer between the DUTs so each antenna will
receive a better signal from the DUT which it is near as shown. Either DUT can be paired with either antenna (BT
Rx1 or BT Rx2). The algorithm will automatically recognize and take advantage of this setup. No additional setup is
required in the Wireless Protocol Suite software.

Figure 4.1 - Capture setup with Frontline X500 using Antenna Diversity
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4.1.2 Using the x240 and Sodera with indoor radio propagation

Problems with indoor radio propagation

Even in free space, it is well understood that radio frequencies attenuate over distance. The free-space rule-of-
thumb dictates that radio energy decreases in strength by 20 dB by each 10-to-1 increase in range. In the real-
world, the effects of objects in an outdoor environment cause reflection, diffraction, and scattering resulting in
greater signal losses. Indoors, the situation can be worse. Reflections occur from walls and other large flat

surfaces. Diffraction occurs from objects with sharp edges. Scattering is produced from objects with rough

surfaces and from small objects. Also, any object directly in the path of the radiation can present a hard or soft
partition depending on the partition's material properties. Path losses from partitions are difficult to estimate.

Estimating indoor propagation loss

1

One estimate of indoor path loss, based on path loss data from a typical building, provides a range’5 power rule.
At 2.4 GHz, the following relationship provides an approximate estimate of indoor path loss:

Indoor Path Loss (in dB) = 40 + 35Log;, (range, in meters)

This approximation is expected to have a variance of 13 dB.
Mitigating path loss and interference

Bluetooth device design contributes to mitigating environmental effects on propagation through spread spectrum
radio design, for example. However, careful planning of the testing environment can also contribute to reliable
data capture process.

The first step to ensuring reliable air-sniffing data capture is to understand the RF characteristics of the Devices
Under Test (DUTSs). The Bluetooth Class, antenna types, and radiation patterns are all important factors that can
affect the placement of the DUTs and the Frontline hardware. Radiation patterns are rarely spherical, so
understanding your device's radiation patterns can greatly enhance successful data capture. Position devices to
avoid radiation attenuation by the surroundings.

This step is optional: Consider conductive testing to establish a baseline capture. Conductive testing isolates the
DUTs and analyzer from environmental effects.

The next step is to ensure that the testing environment is as clutter-free as possible.

¢ Line-of-sight obstructions should be eliminated between the Frontline hardware and the DUTs because they
cause a reduction in signal strength. Obstructions include, but are not limited to: water bottles, coffee cups,
computers, computer screens, computer speakers, and books. A clear, unobstructed line-of-sight is preferred
for DUT and Frontline hardware positioning.

o If using an analyzer connected to a computer, position the computer on an adjacent table or surface away
from the analyzer and DUTs, taking advantage of the cables' length. If this is not possible, position the
computer behind the analyzer as far away as possible.

e The preferred placement is positioning the DUTs and the Frontline hardware at the points of an equilateral
triangle in the same horizontal plane, i.e. placed on the same table or work surface. The sides of the triangle
should be between 1 and 2 meters for Bluetooth transmitter classes 1 and 2. The distance for transmitter
class 3 should be 1/2 meter.
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Figure 4.2 - Devices Equally Spaced in the Same Horizontal Plane

Finally, eliminate other RF sources.

e Wi-Fi interference should be minimized or eliminated. Bluetooth shares the same 2.4 GHz frequency bands as
Wi-Fi technology. Wi-Fi interference can cause loss of packets and poor captures. In a laboratory or testing
environment do not place the DUTs and Frontline hardware in close proximity with Wi-Fi transmitting sources
such as laptops or routers. Turning off Wi-Fi on the computer running the Wireless Protocol Suite software is
recommended.

Positioning for wideband capture

Frontline Bluetooth analyzers (Sodera, Sodera LE, X240) can capture from multiple devices, which requires a
different approach to position the DUTs and the analyzer. When testing more than two devices, arrange the DUTs
on the perimeter of a circle 1-2 meters in diameter for Bluetooth transmitter Class 1 and 2 devices. For
transmitter Class 3 DUTs, the circle should be 1/2 meter in diameter. Equally space the DUTs on the perimeter.
Place the Sodera in the center of the circle. If not using the Sodera Excursion mode, connect the computer and
place it outside the circle as far away from the DUTs as possible.
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Figure 4.3 - Wideband Capture: Devices Equally Spaced in the Same Horizontal Plane

Positioning for audio capture

The Bluetooth Audio Expert System provides analysis of audio streams and can assist in identifying problems with
capture methods, including positioning and environment, because it will point out missing frames. For hands-free
profile data captures, both DUTs send and receive data. Therefore, position the devices following the equilateral
triangle arrangement as mentioned above.

However, in A2DP data capture scenario, the equilateral positioning of devices is not optimum because, normally,
only one device is sending data to the other. It is recommended that the Frontline hardware be positioned closer
to the device receiving data so that Frontline better mimics the receiving DUT. Position the DUTs 1 -2 meters
apart for Class 1 and 2 transmitters, and 1/2 meter apart for Class 3 transmitters.
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Figure 4.4 - For Audio A2DP, Position Closer to SINK DUT

Poor Placement

A poor test configuration for the analyzer is placing the DUTs very close to each other and the analyzer far away.
The DUTs, being in close proximity to each other, reduce their transmission power and thus make it hard for the

analyzer to hear the conversation. If the analyzer is far away from DUTs, there are chances that the analyzer may
miss those frames, which could lead to failure in decryption of the data.

Obstacles in close proximity to or in between the analyzer and the DUTs can interfere and cause reduction in
signal strength or interference. Even small objects can cause signal scattering.

4.2 Capturing Data: Introduction

Data capture using Frontline Bluetooth analyzers (Sodera, Sodera LE, X240) will capture data from all devices with
active connections within range of the analyzer. Once a session is started, the capture is initiated and the data is
recorded. The analysis mode can begin. The user must select specific devices. The user can select from all devices
that are actively communicating. The user can also select devices from a prior capture, when available, before
recording. The data captured only from selected devices is sent to the Wireless Protocol Suite for event- and
protocol-level analysis.

4.2.1 Record: Begin Capture

When starting a capture session all of these actions occur:
o The active status of all devices is cleared in the Device Database pane and the Wired Devices pane.
o The Security pane is emptied.

e The Event Log pane retains all prior logged events.

@ Start Record

Wireless Protocol Suite Hardware and Software User Manual 213



Teledyne LeCroy Chapter 4 Capturing Data

On the Wireless Protocol Suite Toolbar, click on the Start Record button or select Start Record from the Capture
menu option. The Start Record button is also available in the Wireless Protocol Suite main window. In the Main
window you can also select Start Recording from the Capture menu option. When the Start Record button
changes to Stop Record, the Sodera hardware is capturing data from all active Bluetooth devices within range and
is recording data on the PC.

® Stop Recod | ON the Wireless Protocol Suite Toolbar, clicking on the Stop Record button, or selecting

Stop Recording from the Capture menu options will halt live capture. From the Main

window you can click the Stop Record button or select Stop Recording from the Capture
menu list to stop recording as well. Alternately Start Record/Stop Record can be activated by the keyboard
shortcut of Ctrl+E.

The Device Database View populates with any newly discovered devices. Selecting devices for analysis can be
done while recording.

The Security View will show all encrypted Bluetooth links.
The Event Log View will begin to populate with information, warnings, and error messages.

The Status Bar will show a running total of captured packets.

Note: Starting a new capture session will clear all unsaved data from both the Sodera
hardware and the Wireless Protocol Suite. If it has not been saved, then a pop-up warning
message will appear.

4.2.2 Selecting Devices for Analysis

Once a capture session starts by clicking on Start Record on the Main Window Toolbar, data from all active
devices within range or data from wireless or wired connections is being captured. To analyze the data using the
Wireless Protocol Suite, select specific devices of interest to include in the analysis.
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Figure 4.5 - Device Database View
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Figure 4.6 - Wired Devices View

Wireless Protocol Suite Hardware and Software User Manual

215



Teledyne LeCroy Chapter 4 Capturing Data

In the Device Database view, place a check in the row of each active device ‘.::-;" & to be analyzed. Active

devices can also be selected while the recording is in process.

Note: Data filtered by the device selection is an “OR” function, not an “AND” function. When
selecting device1, device2, device3,... the recorded data filtered into the analyzer is data
involving device1 OR device2 OR device3 OR .... However, if in the Options menu, analysis
of LE Empty packets is selected, an AND function is included. For example: (device2 AND
LE Empty packets) OR (device3 AND LE Empty packets).

The following table lists some common data capture and device selection scenarios.

Table 4.1 - Common Data Capture and Device Selection Scenarios
Scenario Wireless/Wired Devices View Selection

Analyzing traffic between a Peripheral Device Under Select only the Peripheral DUT for analysis
Test (DUT) and its Central.

Analyzing all traffic involved in Inquiries In the Options menu select Analyze Inquiry
Process Packets

The Frontline Bluetooth analyzer is now ready to begin protocol- and event-level analysis.

Once Devices are selected, analysis of the capture can begin.

4.2.3 Starting Analysis

b Stat Analyze  The analysis begins by clicking on the Start Analyze button in the Wireless Protocol Suite
Main window. The Sodera LE analyzer will begin sending captured packets involving the
selected device to the Wireless Protocol Suite.

b Stat Analyze  The analysis begins by clicking on the Start Analyze button or Selecting Start Analyze
from the Capture menu. Alternatively, click on the Start Analyze button in the Wireless
Protocol Suite Main window. In the Main window you can also select Start Analyzing
from the Capture menu. The Sodera analyzer will begin sending captured packets involving the selected device
(s) to the Wireless Protocol Suite software.

B Stop Analyze | Once analysis has begun, you cannot change the device selection. All device rows in the

Device Database View are grayed-out. To stop the analysis, click on the Stop Analyze
button. You can then change your device selection and restart analysis by clicking on the
Start Analyze button.

To stop the analysis, click on the | @ Stop Analyze | button in the Sodera datasource or click the| @ Siop Analyze

button on theWireless Protocol Suite Main window You can also select the Stop Analyze option in the
Capture menu or Stop Analyzing option in the Capture menu in the Main window as well. Alternately Start
Analyze/Stop Analyze can be activated by the keyboard shortcut of Ctrl+Shift+E.

Conducting analysis from a capture file is identical to the live capture method.

Wireless Protocol Suite: Main Window
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4.2.4 Hardware Signal Too Strong Indication
When the software has detected an RF signal that is too strong, warnings will appear in several places.

e Event Log View on page 163 - Displays "Received signal too strong to capture data reliably." with a Warning

icon & . The event is added to the log as soon as the conditions for a too strong signal have been detected.

A signal that is too strong can cause errors in the decoding process.

| Caution: The Frontline Bluetooth analyzers (Sodera, Sodera LE, X240 and X500) will
‘. continue to capture after a too strong signal detection, which may compromise the

decoded packet integrity.

e Status Bar (see Wireless Protocol Suite Analyzer Toolbars on page 79,) - Displays "SIGNAL TOO STRONG".

Note: These warnings will occur only in live capture mode. No visual indications will occur in
capture file playback or in excursion mode playback.
Conditions for "too strong" RF signal
The software will determine that a received signal is too strong based on the following conditions.
¢ X500, X240, Sodera:

o Normal Gain Record Options setting (seeAnalyzer Toolbar on page 235) - 5 or more packets with
RSSI greater than or equal to -20 dBm within the past 5 seconds.

Wireless Protocol Suite Hardware and Software User Manual

217



Teledyne LeCroy Chapter 4 Capturing Data

o Reduced Gain Record Options settings (seeAnalyzer Toolbar on page 235) - 5 or more packets with
RSSI greater than or equal to -0.5dBm or higher within the past 5 seconds.

¢ Sodera LE: a packet with a RSSI greater than -27 dBm.
Signal too Strong reset

When the software has determined that the RF signal has returned to a safe condition from a too strong
condition, the following will occur.

« Event Log View on page 163 - Displays "Received Signal Strength OK" with an Information icon 1/, .The
event is added to the log as soon as the conditions for a safe signal have been detected.
o Status Bar - No display of signal strength.
Conditions for Signal too Strong reset

The software will determine that a too strong signal has returned to a safe status based on the following
conditions.

« Normal Gain Record Options setting (see Analyzer Toolbar Menu and Icons on page 80)- No packets
with RSSI greater than -24 dBm within the last 5 seconds.

e Reduced Gain Record Options -> General settings (see Analyzer Toolbar Menu and Icons on page 80) -
No packets with RSSI greater than -4.5 dBm within the last 5 seconds.

Suggested Corrective Action

The device under test (DUT) may be too close to the capturing unit. Try moving the DUT further away from
the unit's antenna. Try capturing again.

On X500, X240, and Sodera LE, the gain can be adjusted by using the Record Options Gain controls.

Example Gain controls from X500 are shown below. Similar controls exist for X240 and Sodera LE.

ar A T eAlY s B L L S R S P P O P O

Bluetooth & 802, 15.4 Gain Control

() Automatic Attenuation

(@ Manual Attenuation (0 to 45 dB): |18

XCursion Mode

Try adjusting the Manual Attenuation from the Record Options dialog then try capturing again. Repeat until
successful capture is achieved.

For the Sodera LE, another action to take is to move the antenna from the Antenna connector to the Wired
connector. Try capturing again.
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4.2.5 Excursion Mode Capture & Analysis

Note: The Excursion Mode feature is supported on Sodera and X240 hardware only.

Capturing data in Excursion mode is accomplished without the hardware being connected to a computer. The
captured data is stored on the hardware for later access and analysis when connected to a computer.

The hardware must be configured for Excursion mode while connected to a computer running the Wireless
Protocol Suite software.

Excursion Data Capture Mode
To enable Excursion Data Capture Mode, follow the steps below:

Configure the record options for the hardware using the Record Options dialog. The record options you select
will be stored to the hardware and applied during the excursion mode capture. For example, if you wish to only
capture LE traffic, then you must make sure the hardware is configured to only capture LE traffic using the
Record Options dialog. Finally, to enable Excursion mode on the hardware, you must select the "Enable
Excursion Mode" record options, as shown in Figure 4.7.

The figures below show the Excursion Mode option using the X500 analyzer.

w B [E @startRecord P Start Analyze

X240 SN:20005- A& A - L A Eventlog

Figure 4.7 - Wireless Protocol Suite: Record Options
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Record Options (SN:22636) ey

Wireless Wired Wireless Filters

Wireless Capture

[+] Classic Bluetooth
Bluetooth Low Energy

[ ] wi-Fi
Standard Control: Wi-Fi 5 9x4 Wi-Fi 6E 2x2
Primary Channel: |ch6 (2437 I'U'IHz__i_ v
Channel Width: | 0 MHz v
Channel; ch & (2437 MHz)
Truncate Packets:

[] wranN 802.15.4

[ ] spectrum 2.4 GHz
Interval: | 200 us 'ﬂ' Mot configurable with Excursion Mode
Bluetooth & 802, 15.4 Gain Control

ID Automatic Attenuation

(® Manual Attenuation (0 to 45 dB):

Excursion Mode

Enable mode with selected wireless settings and filters

(Bassic Bluetooth Resolving List (1)

1. Select 2. Click OK Tl

Figure 4.8 - Excursion Mode Enabled
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Event Log

Description

i) Connected to ComProbe Sodera SN: A1514-00011 Hardware Version: F1 00 Fimware Version: 201809241132 DEV FPGA Ver
:) Sodera Dual Mode Advanced Premium Maintenance will expire on January 31, 2027.

}) Bluetooth Protocol Expert is licensed.
i) Sodera - Bluetooth Classic: Bluetooth LE: LE 2M enabled: Excursion Mode: Spectrum enabled at 200 microsecond intervals.
i) ComProbe Protocol Analysis Software Version: 18.10.327.0

i) Sodera - Bluetooth Classic; Bluetooth LE; LE 2M enabled; Excursion Mode: Spectrum enabled at 200 microsecond intervals.

i) Sodera - Bluetooth Classic: Bluetooth LE; LE 2M enabled; Excursion Mode; Spectrum enabled at 200 microsecond intervals.
Recording started
Recording stopped
Sodera - Bluetooth Classic; Bluetooth LE; LE 2M enabled; Excursion Mode; Spectrum enabled at 200 microsecond intervals.
Recording started

CEEE

Figure 4.9 - Event Log Shows Sodera in Excursion Mode

To capture in Excursion mode, disconnect the hardware from the computer.

1. Apply power to the hardware with external power or using the internal battery power. See Applying
Power on page 44.

2. Press the Capture button on the front panel (right side). The Capture LED will illuminate a steady green
light when capturing data.

To stop capturing data,

1. Press the Capture button on the analyzer's front panel.

2. After a brief delay, the Capture LED will turn off. The capture file is saved to the hardware.
Starting a new capture will save the captured data in a new capture file.

Each capture collected in Excursion mode (a start/stop sequence) is stored as a separate date and timestamped
capture file in the hardware. Each capture file can be selectively analyzed upon reconnecting to the Wireless
Protocol Suite, (see following section).

Limitations to Excursion mode Capture
The only limitations to Excursion mode capture are:

o Battery life in X500: X500 hardware has an external battery which has about two hours operating life under
typical RF conditions. In the case of capture periods exceeding two hours, connect the X500 hardware to an
external power source.

o Battery life in Sodera: Sodera hardware has an internal battery which has an hour operating life. In the case of
capture periods exceeding one hour, connect the Sodera hardware to an external power source.

o Battery life in the X240: The X240 does not have an internal battery. It can be powered via a USB Type C PD
external battery backup, such as Charmast-10400mAh for Excursion Mode. Under typical RF conditions, the
10400mAh battery allows about 2 hours of capture time.
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e Internal memory - Sodera, X240, and X500 analyzers have 64 GB of internal storage that is used to hold
Excursion Mode captures. This storage can be managed using the Wireless Protocol Suite on a computer.. This
storage can be managed using the Wireless Protocol Suite on a computer.

Number of Excursion Mode captures - There can be no more than 255 Excursion mode captures stored on the
hardware. Refer to Manage Excursion Mode captures dialog on page 83 for instruction on how to delete
Excursion mode capture files from the hardware unit.

Analyzing Data from Excursion Mode Capture

The procedure for protocol analysis of data captured in Excursion mode involves connecting the hardware to a
computer, recording a capture that was previously stored on that hardware unit, and analyzing the data using the

Wireless Protocol Suite.

1. Connect the hardware that contains the Excursion Mode capture to be analyzed, to a computer.

2. Apply power to the hardware.

3. Open the Wireless Protocol Suite.

4. When the Main application window opens, press Manage Excursion Mode captures button on the
analyzer toolbar. See the figures below as an example.
File Edit View Capture Options Help

W B [E @®startRecord PStartanayze & @ T W E

X240 5M:20005 A A~ X, A Eventlog  Readyto record BR/EDR

Manage excursion mode captures [N

Figure 4.10 - Analyzer toolbar -> Manage excursion mode captures

The list of files recorded during Excursion Mode is shown below.
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Manage excursion mode captures X

ComProbe Sodera SN: A1514-00011
Date created (UTC) T Date created (local) Size
11/29/2018 6:35:06 PM 11/29/2018 10:35:06 AM 6.083 KB
11/25/2018 6:28:23 PM 11/25/2018 10:28:23 AM 5.286 KB
11/29/2018 6:15:17 PM 11/25/2018 10:15:17 AM 5,537 KB
11/29/2018 6:08:41 PM 11/28/2018 10:08:41 AM 4687 KB
11/29/2018 5:30:16 PM 11/25/2018 9:30:16 AM 3.285 KB
11/29/2018 5:26:51 PM 11/29/2018 9:26:51 AM 2227 KB
11/25/2018 5:25:00 PM 11/25/2018 9:25:00 AM 3544 KB
11/25/2018 5:24:37PM 11/29/2018 9:24:37 AM 8.055 KB

8 captures of 255 max 31GB free

Figure 4.11 - Excursion Mode Flles Captured

5. When the Manage excursion mode captures... dialog opens, select a capture to analyze. Click on the
Record button, and the dialog will close. The hardware will begin behaving identically to how it handles a
live capture. The Device Database View and Security View will populate with information from the
selected Excursion Mode capture.

6. Follow the procedures in Selecting Devices for Analysis on page 214.

7. Follow the procedures in Record: Begin Capture on page 213.
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4.2.6 Sodera Logic Event Capture and Analysis

Logic signal analysis is accomplished by capturing the logic signal using the Sodera HCI Pods. Captured logic event
changes are mapped to packets that are recorded to the Wireless Protocol Suite software. To configure logic
signal capture and analysis, select the POD(s) which are to be used for capture in the Record Options dialog as

shown in the figure below.

Interface 1

[] capture method:

Lagic Signal Capture

Interface 2

[] capture method:

L l-UsE

Lagic Signal Capture

Hardware Setup

Record Options (SM:00036)

Yireless Wired Wireless Filters

HCI-UART Configure

HCI-UART [ Eonfigure

Conce

Figure 4.12 - Record Options: Wired Logic Analyzer

Follow the procedures in Logic Event Capture Configuration on page 55.

Sodera Unit Configuration

On the Analyzer toolbar, press Record Options button and the Record Options dialog will open. Select the
Wired tab and then select the Logic Analyzer Signal Pod(s) being used to capture the logic events.

Click OK to close the dialog.
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Recording the Capture

Click on the Start Record button. Logic events captured at the pods are placed in packets and sent to the host
computer.

The captured logic events can be saved as a capture file for future analysis.
Analyzing the Recoded Events

Logic level changes are recorded into packets. Each packet contains a single logic level change. View the packets
in the Wireless Protocol Suite Summary view. Logic frames will have their own protocol tabs in the Wireless
Protocol Suite Summary view.

4.2.7 Spectrum Analysis

Both Sodera and X240 hardware have an option to sample the 2.4 GHz RF spectrum at the hardware unit's
antenna connector. The spectrum data represents the Received Signal Strength Indicator (RSSI) and is
automatically saved when the capture is saved.

The spectrum data is synchronized in time to the received packets and is displayed in the Coexistence View 2.4
GHz Timeline when Show Spectrum is selected in the Spectrum menu on the Coexistence View.

Display ¥ Optimization ~
v Show Spectrum

N U © o Bl G L L Y
L | 1 ltailqllnn i ,

® Show Packets
Show Packet Outlines

Hide Packets and QOutlines

I I Iminn
AR AT A AR

Packet Information »  Number J

v Show Full Tooltip ¥ Type
i A R ™1 ¥ SubType

oy e 'LE] 1

Figure 4.13 - Coexistence View: Spectrum Display

The spectrum power level is shown as a "heat map" behind the timeline packets. The "heat map" appears in
shades of blue with darker blues representing higher power levels and lighter blues representing lower power
levels (white represents the lowest power level). The darkest shade of blue represents -15dBm and above, while
white represents -100 dBm and below.
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Note: Too strong of a signal level is detected and noted in the Events Log View. See
Hardware Signal Too Strong Indication on page 217 for more information.

Spectrum data appearing in the Coexistence View that is not synchronized to a packet may indicate the
presence of RF interference. Interference has the potential to degrade the Bluetooth signal.

The spectrum can be sampled at 20, 50, 100, or 200 microseconds. The Spectrum option and sample rate is set in
the Record Options dialog .Refer to Capture Toolbar on page 1 for information on capture settings. Smaller
sample rate will cause an increase in memory used. However, identifying potential sources of interference may
require more samples to avoid missing a signal.

Note: For Spectrum sample intervals less than 200 microseconds, the Sodera unit must be
connected to a computer.

The spectrum data is saved automatically when the capture is saved. The saved spectrum data file has the file
extension .swsd with the same basename as the .cfa file and in the same directory. (See Changing Default File
Locations on page 424 for information on default file locations.)

Currently, if a user opens a capture file and chooses to save the capture under a different name, a new.swsd file
will not be created.

When copying capture files (.cfa, .scap, etc.) to a different directory, the user must also copy the spectrum data
file (.swsd). If the spectrum data file is not present at the time the capture file is opened, spectrum data will not
be available in the Coexistence View.
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4.2.8 Critical Packets and Information for Decryption

After two Bluetooth devices are paired and the Bluetooth analzyers (Sodera/Sodera LE/X240) have captured data,
the Wireless Protocol Suite software requires certain packets and information for successful post capture
decryption.

BR/EDR Legacy Encryption (EO)

The following information and packets are needed to follow decryption:

Link Key
Full Central BD_ADDR, Full Peripheral BD_ADDR

All packets from the last authentication (central or central) before encryption starts (LMP_au_rand, and LMP_
sres)

LMP_en_rand, negotiated LMP_encryption_key_size
LMP_start_encryption_req, LMP_accepted(LMP_start_encryption_req)

LMP_stop_encryption_req, LMP_accepted(LMP_stop_encryption_req)

BR/EDR Secure Encryption (AES)

The following information and packets are needed to follow decryption:

Link Key

Full Central BD_ADDR, Full Peripheral BD_ADDR

Complete mutual authentication (LMP_au_rand from the central as well as LMP_sres from the peripheral)
Negotiated LMP_encryption_key_size

LMP_start_encryption_req, LMP_accepted(LMP_start_encryption_req)

LMP_pause_encryption_aes_req (if pausing and resuming AES encryption)

LMP_stop_encryption_req, LMP_accepted(LMP_stop_encryption_req)

Bluetooth Low Energy Encryption (AES)

The following information and packets are needed to follow decryption:

Long-Term Key (LTK)
LL_ENC_REQ, LL_ENC_RSP
LL_START_ENC_REQ, LL_START_ENC_RSP

LL_PAUSE_ENC_REQ, LL_PAUSE_ENC_RSP
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4.2.9 Saving Analyzed Data to Disk

228

Note: Start Record is not available when viewing a previously recorded Capture file. Start
Analyze/Stop Analyze is available in Wireless Protocol Suite application window,
allowing different analyses to be performed on previously recorded and saved captures.

Note: Choose File Location from the File menu to change the default file location.

Click on either
« the Start Record button on the datasource toolbar.,
o orthe Start Record under Capture in the datasource,,
¢ orthe Start Recording under the Capture option in the Main window.

The Sodera Sodera LE analyzer will begin capturing data from all wireless devices within range and from all
connected wired devices.

In the Device Database and Wired Devices View select the active devices for analysis.
: Click on either

o the Start Analyze button Start Analyze under the Capture menu in the SoderaSodera LE datasource
window,

e or c kick on Start Analyze button in theWireless Protocol Suite Main window,
e or Start Analyzing under Capture menu

to begin capturing data traffic.

Files are placed in My Capture Files folder by default and have a .cfa extension.

Watch the Status Bar on the Wireless Protocol Suite Main window to monitor how full the file is.

I B Stop Becord ]
Click on Stop Record*

button to stop recording.

Click the Stop Analyze 8 Stop Analyze button to stop analyzing.
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3,

8. To clear captured data, click the Clear icon .

o If you select Clear after stopping analysis, a dialog appears asking whether you want to save the
data.

° You can click Save File and enter a file name when prompted .
o If you choose Do Not Save, all data will be cleared.
o If you choose Cancel, the dialog closes with no changes.
o If you select the Clear icon while a capture is occurring:
© The capture stops.
o A dialog appears asking if you want to save the capture.

© You can select Yes and save the capture or select No and close the dialog. In either case, the
existing capture file is cleared and a new capture file is started.

o If you choose Cancel, the dialog closes with no changes.

o Alternately Clear can be selected from the keyboard shortcut Ctrl+R.
4.3 Extended Inquiry Response

Extended Inquiry Response (EIR) is a tab that appears automatically in the Summary pane of the Wireless
Protocol Suite software when you capture data.
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Figure 4.14 - Main windows Extended Inquiry Response

EIR displays extensive information about the Bluetooth® devices that are discovered as data is being captured. EIR
provides more information during the inquiry procedure to allow better filtering of devices before connection;
and sniff subrating, which reduces the power consumption in low-power mode. Before the EIR tab was created,
this type of information was not available until a connection was made to a device. Therefore, EIR can be used to
determine whether a connection can/should be made to a device prior to making the connection.

Note: If a Bluetooth device does not support Extended Inquiry Response, the tab displays
Received Signal Strength Indication (RSSI) data, which is less extensive than EIR data.
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Chapter 5 Analyzing Data

The main application window of the Wireless Protocol Suite is used for analyzing captured frames. The main
components of this window are shown below and are described in more detail in the following sections.

The Wireless Protocol Suite: Main Window

Teledyne LeCroy

By default, the Menu Bar, the Tool Bar, the Analyzer Toolbar four separate Panes and the Status Bar are displayed
when the Main window first opens. Any of the panes can be selected and moved around on the Main window. If

you click and drag on the top of the pane you can attach to another existing pane, or create a new pane. The

figure below shows the default set of panes and bars.

Menu Bar Tool Bar Analyzer Toolbar Summary Pane

- Timeline Pane,
Coexistence Pane,
Packet Error Rate Pane,
Throughput/Utilization Pane,
Stats Pane

Figure 5.1 - Main window with all Panes active

Wireless Protocol Suite Hardware and Software User Manual

Decode Pane

Raw Data Pane

231



Teledyne LeCroy Chapter 5 Analyzing Data

Protocol Filter Tabs

e Clicking on a protocol filter tab in the General group filters in all packets containing that protocol regardless of
each packet’s technology.

e Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol on
that technology.

e A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if LZCAP occurs in both Classic Bluetooth and Bluetooth Low
Energy, there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth Low
Energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary Pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

¢ Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.

5.1 Tool Bar

The tabs that appear in the Wireless Protocol Suite Main window vary according to the particular
configuration of the analyzer. For controls not available the icons will be grayed-out.

New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Capture Options Help
W ©@ | ®statRecord P sStartanayze O @ VY M B @ | B

Figure 5.2 - Wireless Protocol Suite Main window Functions and Toolbar

When selected, the File, Edit, View, Capture, Options and Help menu items form pull down menus with options
for each topic.

The icons below the tabs are described in the table below.
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Teledyne LeCroy

Table 5.1 - Wireless Protocol Suite Main window Toolbar Icons

Icon

Description

w

Open a captured file.

Save As — Save a captured file

® Record

Start / Stop a Recording

P Analyze

Start / Stop Analysis of Recording

Clear

The Clear button allows to to selectively remove the following panes
from the Main window:

Message Sequence Chart
Packet Error Rate
Throughput

Coexistence

Timeline

Summary

Decode

Raw Data

Toolbar (If you select Clear -> Toolbar to display the toolbar again
right click in the area to the right of the Help menu item and the
Toolbar with be visible again).

Alternately Clear can be selected from the keyboard shortcut Ctrl+R.

,

Follow Live

When you are actively Capturing traffic, clicking on the Follow Live
button will freeze the Summary Pane, the Coexistence pane, the
Packet Error Rate pane and the Throughput pane so you can take a
look at a Frame you're interested in while the tool continues
capturing traffic.

When you click on the Follow Live button again the panes will all
display the latest traffic captured.

Alternately Follow Live can be selected by pressing the space bar.

Wireless Protocol Suite Hardware and Software User Manual
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Table 5.1 - Wireless Protocol Suite Main window Toolbar Icons (continued)

Icon Description

? Apply/Modify Display Filters - Opens the Display Filter dialog.

? Quick Protocol Filter - brings up a dialog box where you can filter
13 or hide one or more protocol layers.

[— Display Capture Notes - Brings up the Capture Notes window

E! where you can view or add notes to the capture file.

L] Audio Expert System - Opens Audio Expert System Window

. Bluetooth Expert System - Opens Bluetooth Expert System

- window

Bluetooth Toolbox - Includes the ability to emulate an A2DP sink
114t device and the ability to generate and inject Low Energy packets
directly into in the 2.4 GHz spectrum.

234

Note: If the frames are sorted in other than ascending frame number order, the order of the
frames in the buffer is the sorted order. Therefore the last frame in the buffer may not have
the last frame number.
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5.2 Analyzer Toolbar

The Analyzer Toolbar appears under the main Toolbar. The Analyzer Toolbars are described in detail in section
Analyzer Toolbar Menu and Icons on page 80 . Below is the summary table of the Analyzer Toolbar icons and
menus:

Table 5.2 - Wireless Protocol Suite Analyzer Toolbarl Icons

Icon/Menu Description or Summary
Analyzer. About Analyzer - Opens a pop-up window with version and configuration
Information information
menu:
i a Manage License (X240 only) — Opens Manage License dialog that allows to
— view the details of a currently installed license file or update the X240 license file.
V2
| Opens the Record Options dialog where the attached hardware can be
configured for Bluetooth technologies and other capture modes. For additional
information see Record Options Dialog: X240 on page 105
Analyze Allows to turn on/off various analyzing options

Options menu

Record or delete captures from the Sodera hardware that were created using

W,
= excursion mode. Opens the Manage excursion mode captures dialog.
This selection is disabled during live capture.

Event Log | Opens up Event Log view.
menu

| Ready Displays the analyzer current status.

Update Press this button to update your license.

button

5.3 Status Bar

The Main windows Status Bar appears at the bottom of the Main windows. It contains the following
information:
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| File Edit View Capture Options Help

 H W mauce A TYW P BEBABB
is'-'"""r‘ B X Decnde Il x!
| | a8Fismes | rechnokgy: | BR/EDR: [LE z F:;:Lm:?s ~|
| e 1z e JEEERN L6 ADV 21,865 fames deplayed cP=

BF Channel: 0

| B Tiwsane CRC Fish. Pi.  Access Addes Frames BDAODR Deka n i ke
V1/1IEFE5163748 . D3edIOF 75 Oeiniimct 22148 0000:00.0 Meets Predefined Filter Criteria for 8T low energy
WANIBBEINUM . ecTASIC % OrBeltBeds 248 000300.0 Riscihin Seaitis: Bisodad wloti e
AN/ANFE 0 IHME . OweTaSic 75 Deeiibadt 2% 00 60.00.0 Decryption indtisted: Mo
WVANIS 2428 000a 75 OvBeSheds 215 0000000 Y e M
VIANIBISIS2E0M . OnaPaZic 75 OrBeltiads 2152 0000:00.0 A —
AN G E T8 26618 OeaaZie b (niefiibeds 2153 00 000,00 Fk i h».-- 't"_““'
W1/2138 520004 ORI 5 BielSbnch 254 0000000 il e it o
VIANIETEISEING. OdedlO7 75 DBeitiods 21% 0006600 reamble Length: 1 byte
w Access Address Length: 4 bytes |
Summary | essage Sequence Chart € > |
| Status Bar !
|'|'hmctw! & % RawData & xl
& 8 sary End: 2 Smn\ 538517 s @ @ Interval: 1s v Diplay v
| 0x0000
i \ I ox0008
0x0010
| Average Throughput: I Classic: 149 bits (Master 149; Save ) M Low Energy: 20,9 ;"g:;g
x
Hja 0x0028

Ox0032
A Ox0040 D2 54 FX IE CD 55 ED 34 | @T0.1.54

¥ N 'V YRRIPRY oo b i

[Eapfung - --ﬂau:anz — = ‘l:-:-n D¥Ew Decoding(100%]. . 22.155
Figure 5.3 - Main windows: Status Bar

| Analyzing... Buffer <1% Frame1 D 344us Decoding(100%)... 1,610

Figure 5.4 - Main windows: Status Bar Zoomed In

5.3.1 Application Status

The Wireless Protocol Suite software status is shown at the bottom of the Main window. The software can be in
one of several states as shown below:

e Ready: The Wireless Protocol Suite software is not active
* Recording: The Wireless Protocol Suite software is recording traffic
e Filtering: The Wireless Protocol Suite software is filtering the incoming traffic before it can be analyzed

¢ Analyzing: the Wireless Protocol Suite software is analyzing the currently recorded traffic

5.3.1.1 Device information block

Items of this area are displayed only in live mode (live mode — when a device is connected).

* The device information block consists of the following items:

Buffer — this item shows how much of the buffer or capture file has been filled. For example, if you are
capturing to disk and have specified a 200 Kb capture file, the bar graph tells you how much of the capture
file has been used. When the graph reaches 100%, capture either stops or the file begins to overwrite the
oldest data, depending on the choices you made in the System Settings window. Buffer is displayed in the
format “Buffer /percentage of fill/%”. Example: “Buffer 5%”.
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Buffer <19%

Figure 5.5 - Status Bar: Buffer

5.3.2 Selected Frames Information
¢ This part of the Status Bar is displayed only when packet(s) have been selected.

¢ The user can see information for one or several packets. In the Summary view, you can select multiple
sequential packets or several non-sequential packets.

5.3.2.1 Information for one packet:

* Packet number in the format “Packet /Number/”. Example: "Packet 880".

¢ Duration in the format “D /Time/ /Time Unit/”. Example: "D 376 us".

5.3.2.2 Information for several packets:
¢ The number of selected packets in the format “/Number of packets/ packets”. Example: "3 packets".

® Gap - Duration between the end of the first selected packet and the beginning of the last selected packet in
the format “G /Time/ /Time Unit/”. Example: "G 317 us".

e Delta - Duration between the beginnings of the first and last packets selected. Delta in the format “A /Time/
/Time Unit/”. Example: "A 623 us".

¢ Span - Duration between the beginning of the first selected packet and the end of the last selected packet.
Span in the format “S /Time/ /Time Unit/”. Example: "S 749 us".

¢ Duration - Duration is the beginning of the first packet to the end of the last packet.

¢ Time for Duration, Gap, Delta and Span are shown in “000.000” format. If the number is an integer, then
decimal is not displayed.

¢ If the time exceeds 999.999, the unit of measurement switches to the higher unit of measurement.

* Time is shown in second, millisecond, microsecond and nanosecond. Second - s, Millisecond — ms,
Microsecond — us, Nanosecond — ns. There must be a space between the number and the measurement unit.

¢ The figures below shows that a number of packets have been selected (highlighted) and the data from those
packets in the Status Bar.
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& MNew Capture File - Teledyre LeCroy Wirsless Protocol Suite
File Edit View Capture Options Help

" EH Sreod Baae O W T VN BER BB BB

Surrmary %
MIFrames | Technology: BREDR |LE [Beaee YJe-x B
LE: LEBB LEPKT QEUaE LF DATA LELL L3CAP ATT Data |EmOfs 937,665 frames deplayed

WY Framett Chan  Type Add. InAScand Add., At Len  Fiam. Dela Teneilang o

0000000 201172019 11:02 364455

491

]
0000000 2A1/2009 11:0236 5653

Summary  Message Sequence Chart

Figure 5.6 - Selected Frames in Summary Pane

¢ Information about seleced frames is shown below.

16 frames G 109,705ms A 109,921 ms S5110,273 ms

Figure 5.7 - 16 Frames Selected with: Gap/Delta/Span Times
5.3.3 Total Frames Information

e This part shows information about the number of analyzed frames in the capture file and the process of
their decoding.

e Information is displayed in the “Total /Number of frames/” format. Every third character is separated by a
comma. Example: “Total 1,042,857".

o If there are no frames (this may be the case when the user has just opened an interface of connected a
device), then “No Frames” is displayed.

* The decoding process is displayed when opening or analyzing a capture file.

* The decoding process is displayed in the format “Decoding (/Decoding percentage/%) ... /Number of
frames/”. Example: “Decoding (32%)... 1,042,857".

Total Number of Frames Information: Displays the total number of frames, the analysis process currently

underway and the percent completion. The image below shows that 100,523 frames have been analyzed and that
the analysis has been completed.

Total 100,523

Figure 5.8 - Total Number of Frames Analyzed
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5.4 Panes in the Wireless Protocol Suite Main windows

The Wireless Protocol Suite is used to view all frame related information. It is composed of a number of different
sections or "views" where each pane shows a different type of information about a frame. A short description of
each pane or view is given here with a more detailed explanation later in the User Manual.

Summary Pane - Displays a one line summary of each frame for every protocol
found in the data and can be sorted by field for every protocol.

Message Sequence Chart - Displays information about the messages passed between protocol layers.
MSC displays a concise overview of a Blutetooth connection, highlighting the essential elements for the
connection. At a glance, you can see the flow of the data including role switches, connection requests, and errors.
You can look at all the packets in the capture, or filter by protocol or profile. The MSC is color coded for a clear
and easy view of your data.

Decode Pane - Displays a detailed decode of the highlighted frame. Fields selected in the Decode Pane
have the appropriate bit(s) or byte(s) selected in the Raw Data Pane.

Raw Data Pane- Displays the logical data bytes in the selected frame in either hexadecimal, decimal,
binary or ASCII.

Throughput View - Displays Packet Payload Throughput.

Timeline View - Displays packet information with an emphasis on temporal information and payload
throughput. The timelines also provide selected information from Summary Pane.

Coexistence View - Displays Classic Bluetooth and Bluetooth Low Energy packets and throughput in one
view.

Packet Error Rate View - Displays a graph for each Classic Bluetooth channel numbered 0 through 78
and for each Bluetooth Low Energy channel numbered 0 through 39.
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Working with Panes on the Main windows

When the Main windows first opens, all panes are displayed.
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Figure 5.9 - Docking Frame
The docking frame supports the following features
¢ Allows docking panes in an undocked pane.
¢ Indicates which pane is in focus with color coding.
¢ Allows any number of splits horizontally and vertically.
¢ Allows changing the width and height of the panes.
» Allows docking panes by grabbing the top or bottom of a pane.
To get back to the original default set of panes, just select View -> Reset Window Layout.

Device Database View - Displays Active/Previous/User added wireless devices. It also allows you to
add/edit/delete wireless devices, set devices properties and configure check/uncheck devices for analysis.

5.4.1 Summary

The Summary pane displays a one-line summary of every frame in a capture buffer or file, including frame
number, timestamp, length and basic protocol information.
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Figure 5.10 - Summary Pane

The protocol information included for each frame depends on the protocol selected in the summary layer box
(located directly below the main toolbar).

On a two-channel circuit, the background color of the one-line summary indicates whether the frame came from
the DTE or the DCE device. Frames with a white background come from the DTE device, frames with a gray
background come from the DCE device.

The Wireless Protocol Suite USB Summary pane displays a one-line summary of every transaction in a capture
buffer or file. Whenever there is a transaction, it is shown on a single line instead of showing the separate
messages that comprise the transaction. The Msg column in that case says “Transaction”.

Each message in a transaction contains a packet identifier (PID). All of the PIDs in a transaction are shown in the
transaction line.

All "IN" transactions (i.e. transactions that contain an IN token message) are shown with a purple background. All
other transactions and all non-transactions are shown with a white background. "IN" transactions have special
coloring because that is the only place where the primary data flow is from a device to the Host.

The protocol information included for each frame depends on the protocol selected in the summary layer box
(located directly below the main toolbar).

Frame numbers in red indicate errors, either physical (byte-level) or frame errors. If the error is a frame error in
the displayed protocol layer, the bytes where the error occurred is displayed in red. The Decode Pane gives
precise information as to the type of error and where it occurred.

The Summary pane is synchronized with the other panes in this window. Click on a frame in the Summary
pane, and the bytes for that frame is highlighted in the Event pane while the Decode pane displays the full
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decode for that frame. Any other panes which are being viewed are updated accordingly. If you use one pane to
select a subset of the frame, then only that subset of the frame is highlighted in the other panes.

5.4.1.1 Protocol Tabs
Protocol filter tabs are displayed in the Main windows above the Summary pane.

e These tabs are arranged in separate color-coded groups. These groups and their colors are General (white),
Classic Bluetooth (blue), Bluetooth Low Energy (green), Wi-Fi (orange) and 802.15.4 (purple). The General
group applies to all technologies. The other groups are technology-specific.

Surnmary

All Frames | Technology:  BR/EDR | Logic Search

BR/EDR: | Baseband  LMP EeEeilltail iRzl Bluetooth FHS L2CAP | SDP  RFCOMM | AVCTP | AMDTP | AVDTP Signaling | AVDT

AVRCP  AZDP  Errors 5,720 frames displayed

B.. = Framet - C.. = PRoe = Acocoo * Type - Delta - Frame Size -
£3.000 29 C [p-sss-d . D 17
Ga,001 21 C [-wp-w-d . IO 00:00:00. 000312 17
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All Frames | Technology: BR/EDR | Logic
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107 697 features_res_edf C Y  Start Filter -
107 693 features_req est C = =
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Figure 5.11 - Example Protocol Tabs

¢ Clicking on a protocol filter tab in the General group filters in all packets containing that protocol regardless of
each packet’s technology.

e Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol on
that technology.
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¢ A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if L2ZCAP occurs in both Classic Bluetooth and Bluetooth Low
Energy, there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth Low
Energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

¢ Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.

5.4.1.2 Bluetooth Low Energy Data Encryption/Central and Peripheral
Assignment

A BluetoothLow Energy data connection consists of connection events, which are a series of transmissions on the
same channel. In each connection event the central transmits first, then the central, and then the devices take
turns until the connection event is finished.

When the data connection is encrypted and the packets are successfully decrypted, the sniffer can determine
exactly who sent which packet (only non-empty, encrypted packets — empty packets are never encrypted). These
packets are labeled either ‘M’ for central or ‘S’ for central.

When the data connection is unencrypted or when encrypted packets are not successfully decrypted by the
sniffer, the sniffer cannot distinguish the two devices’ (central and central) packets by their content, just by the
packet timing. In those cases we label each device as side ‘1’ or ‘2’, not as central or central. In each connection
event, packets sent by the device which transmitted first in the connection event are labeled ‘1’, and packets sent
by the device which transmitted second are labeled ‘2’.

If no packets in the connection event are missed by the sniffer, the device labeled ‘1’ is the central and the device
labeled 2’ is the central. However, if we do not capture the very first packet in a connection event (i.e. the
packet sent by the central) but do capture the packet sent by the central, we label the central as side ‘1’ since it is
the first device we heard in the connection event. Because there is potential clock drift since the last connection
event, we cannot use the absolute timing to correct this error; there would still be cases where we get it wrong.
Therefore we always assign ‘1’ to the first packet in a connection event. So even though it is rare, there are
connection events where packets sent by the central device are labeled ‘1’ and packets sent by the central are
labeled 2’.

Finally, in a noisy environment, it is also possible that the sniffer does not capture packets in the middle of a
connection event. If this occurs and the sniffer cannot determine the side for the remaining packets in that
connection event, the side is labeled ‘U’ for “unknown”.

5.4.1.3 Bluetooth Low Energy Decryption Status

Occasionally you may have a packet with an event status of “received without errors” but a decryption status of
“unable to decrypt.” There are three main causes for this and in order of likelihood they are:
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1. Wrong Long-Term Key — having the wrong long-term key will cause this error, so the first thing to check is
that your long term key is entered correctly in the datasource settings.

2. Dropped Packets — Too much interference with a Frontline device will cause dropped packets and may
cause this error. As a rule of thumb, it is always a good idea to ensure the Frontline device is positioned
away from sources of interference, and is placed in between the two devices being sniffed.

3. Faulty Device — although the chances of this are low, it is possible that a device is not encrypting packets
properly. This is likely to happen only if you are a firmware developer working on encryption.

5.4.1.4 Column Filtering/Sorting

The Column Filter/Sort provides an easy way to sort/filter specific information from the Summary View making it
easier to find information. Clicking on a column header provides options to either sort or filter data.

CLKS= Chan ~ Role ~ LT.. ~

21 Sort by Ascending
%l Sort by Descending

. Y = [ - . .-
ype filter criteria... Y ~

Figure 5.12 - Column Filtering/Sorting Popup Dialog

5.4.1.4.1 Sorting

By default, frames are sorted in ascending numerical sequence by frame number. Click on “Sort by Ascending” or
“Sort by Descending” to sort data in the desired order. Note that it may take some time to sort large numbers of
frames.

5.4.1.4.2 Filtering

A value or range of values can be used to filter data. Multiple column filters can be applied to the current protocol
tab which are combined using “AND” operation. The column filters for a protocol tab resets when the tab changes
or the current tab is re-selected.

To apply a filter:

1. Click on the column header.

2. Type filter criteria into the edit field.

3. Then press “Enter” or click on the filter icon.
To change the current filter, click on the column header again.
To clear a filter:

To reset a filter, click on a column header. From the drop-down menu,
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Y  Start Filter
X  Clear Critena

Figure 5.13 - Start Filter/Clear Criteria Drop Down Box

click on

X

Figure 5.14 - Clear Icon
icon or clear edit field and click on the drop-down arrow and select “Start Filter”.
To reset all header filters click on the current tab or another tab (protocol or technology).

The columns “Frame#” and “Frame size” can be filtered with range, such as valuel — value2. If valuel is skipped
then 0 is used as a low boundary. If value2 is skipped, the max value is used as an upper boundary.

The column filters cannot be used on Bookmark tab or Delta column. The filter on columns such as “Channel”,
“Chan”, “Frame#”, “Frame size” use full match criteria for a field value. To filter on columns such as “Timestamp”,
“Hardware Clock”, “Src SAP”, “Dest SAP”, “Access code LAP”, “AddrTypel”, “AddrTypeA”,” Opcode”,” Original

Opcode”, “Signal ID”, “Error Code”,” Command”, "Code", apply partial match criteria in any part of corresponding
field in frames. Filters for all other columns apply match from the beginning of the field data.

5.4.1.5 Filtering

Filtering allows the user to control the way in which the capture frames are displayed. Filters fall into two general
categories: Quick Filters and Apply/Modify Display Filters.
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B | New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live Filters Options Help Debug

T 8 F~ PR Quick Filtering S E
Summary Apply/Modify Display Filters
 Full Capture | Technology Delete Display Filters...

Show/Hide Display Filters... :
a Errors

LE BB | LE PKT | LEAD' _ }
Rename Display Filters...

Bl Framett [ T "

r—ll!—.l1l—|—.rmnml._'-‘l I In

Figure 5.15 - Filtering: Quick and Apply/Modify Display Filters

Quick Filters allow a user to look at a subset of captured data without affecting the capture content. Frames
matching the filter criteria appear in the Summary Display; frames not matching the criteria will not appear.

Quick Filtering and Hiding Protocols X
Protocols To Filter In Protocols To Hide Mamed Filters
[[] Baseband |[] Baseband

[] LE BB IC] LE BB Eonel
[CJ&N Frames Wwith Errors (]l But the Last Layer Help
[C1&l Frames Wwith Information |41 Frames With Information =
[JATT fDATT

[JBluetaoth FHS |[C]Blustooth FHS

[JData [ ]Data

[JLecap |[CJL2cap

[CJLE &DV I[CJLE &DV

[JLE DATA |[CJLE DATA

[JLELL \CILE WL

[CJLE PKT [CILE PKT

[CJLMpP {[CILMP

[]PreConnection-FHS |[[]PreConnection-FHS

Filtering shows only frames that contain the protocol desired, but it shows the entire frame.

Hiding removes any protocol layers from displaying in any frame.

Connection filters - Two options are available.

A Bluetooth connection: Displays only the frames associated with a Classic Bluetooth link or a Bluetooth Low
Energy access address. A new Main windows will open showing only the protocol tabs, frames, summary, and
events associated with that particular Bluetooth connection.

A specific wireless or wired technology displays all of the frames associated with:
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Classic Bluetooth
Bluetooth Low Energy

A new Main windows will open showing only the protocol tabs, frames, summary and events associated with
the selected technology.

5.4.1.5.1 Display Filters

B New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live|| Filters | Options Help Debug

w B F ~ mRr \Quick Filtering BE E
AN Apply/Modify Display Filters
Full Capture Delete Display Filters... A - R

Show/Hide Display Filters...

Rename Display Filters...
El  Framett CLE ST ——e Ty ——r—TT—r ) TYPE |

Figure 5.16 - Filter Options

A display filter looks at frames that have already been captured. It looks at every frame in the capture buffer and
displays those that match the filter criteria. Frames that do not match the filter criteria are not displayed. Display
filters allow a user to look at a subset of captured data without affecting the capture content. There are three
general classes of display filters:

* Protocol Filters
e Named Filters
e Quick Filter
Protocol Filters

Protocol filters test for the existence of a specific single layer. The system creates a protocol filter for each
decoder that is loaded if that layer is encountered in a capture session.

There are also three special purpose filters that are treated as protocol filters:
o All Frames with Errors

o All Frames with Bookmarks

o All Special Information Nodes

Named Filters

o Named Filters test for anything other than simple single layer existence. Named Filters can be constructed
that test for the existence of multiple layers, field values in layers, frame sizes, etc., as well as combinations of
those things. Named Filters are persistent across sessions.
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e Named Filters are user-defined. User-defined filters persist in a template file. User defined filters can be
deleted.

Quick Filters

e Quick Filters are combinations of Protocol Filters and/or Named Filters that are displayed on the Quick Filter
tab.

e Quick Filters cannot be saved and do not persist across sessions.

e Quick Filters are created on the Quick Filter Dialog.

5.4.1.5.1.1 Creating a Display Filter

There are two steps to using a display filter. Define the filter conditions and then apply the filter to the data set.
The system combines both filter definition and application in one dialog.

1. Click the Display Filters icon v on the Wireless Protocol Suite Main Toolbar window to open
the Set Condition dialog box. The Set Condition dialog is self configuring which means that when you
Select each frame under Conditions, the following displayed fields depend on your selection. With
each subsequent selection the dialog fields will change depending on you selection in that field.

Set Condition X3
B (7] Curenth Active Condiion: cUniitled>
@ Inchude Exclude
Condition : =
Selech each lrame | where the prolacal - |
|AVETP |
fekd -]
| Command/Response = [1s Not Present > | 7] (4 Fiekds)
[Advorced.. [ [oed ] i ] |

Figure 5.17 - Example: Set Conditions Self Configuring Based on Protocol Selection

, .
Set Condition =)

5| e Cunently Active Condiion: cUnited>

@ Include Enchude

Condition
Select each frame | in the 1ange |
187 o 234

[Erbes decimal urmbeess: by yping i the number
diresctly, and hexadecmal numbers by starting
the raamber with Ox)

. [0k (s ] [t

L

Figure 5.18 - Example: Set Conditions Self Configuring Based on Frame Range

2. Select Include or Exclude to add filtered data or keep out filtered data respectively.
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3. Select the initial condition for the filter from the drop-down list.

4. Set the parameters for the selected condition in the fields provided. The fields that appear in the dialog
box are dependent upon the previous selection. Continue to enter the requested parameters in the fields
provided until the condition statement is complete.

5. Click OK. The system displays the Save Named Condition dialog. Provide a name for the filter condition
or accept the default name provided by the system and click OK. Prohibited characters are left bracket [,
right bracket ']' and equal sign '=". The Set Condition dialog box closes, creates a tab on the Main
windows with the filter name, and applies the filter.

The filter also appears in the Quick Filtering and Hiding Protocols dialog.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Main
windowss.

B ' New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live Filters Options Help
m @ /v BRecod Manayze & Y M B PR B B

Summary
Full Capture m » | Search 4
3 /
Filter0
Figure 5.19 - Filter Displayed in Analysis Pane
Notes:

e The system requires naming and saving of all filters created by the user.

¢ The OK button on the Set Condition dialog box is unavailable (grayed out) until the condition selections are
complete.

e When you have multiple Main windows with a display filter or filters, those filter do not automatically appear
in other Main windowss. You must use the Hide/Reveal feature to display a filter created in one Main
windows in different Main windowss.

5.4.1.5.1.2 Including and Excluding Radio Buttons

All filter dialog boxes contain an Include and an Exclude radio button. These buttons are mutually exclusive.
The Include/Exclude selection becomes part of the filter definition, and appears as part of the filter description
displayed to the right of the Toolbar.

Include: A filter constructed with the "Include" button selected, returns a data set that includes frames that
meet the conditions defined by the filter and omits frames that do not.

Exclude: A filter constructed with the "Exclude" button selected, returns a data set that excludes frames that
meet the conditions defined by the filter and consists of frames that do not.
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5.4.1.5.1.3 Named Display Filters

You can create a unique display filter by selecting a data type on the Main windows and using a right click
menu. When you create a Name Filter, it appears in the Quick Filtering dialog, where you can use it to
customize the data you see in the Main windows panes.

1. Select a frame in the Main windows Summary Pane.

2. Rightclick in one of the data columns in the Summary Pane: CRC, NESN, DS, Packet Success, Ethertype,
Source Address, etc.

3. Select Filter in (data type) = . The Filtering Results

. Filtering Results
dialog appears.

4. Enter a name for the filter.
5. Select OK.
Filter Mame:

The filter you just created appears in the Named Filters section ASCIL: . .3
of the Quick Filtering dialog.

0K J [ Cancel

5.4.1.5.1.4 Using Compound Display Filters

Compound filters use boolean logic to create complex and precise filters. There are three primary Boolean logic
operators: AND, OR, and NOT.

The AND operator narrows the filter, the OR operator broadens the filter, and the NOT operator excludes
conditions from the filtered results. Include parentheses in a compound filter to nest condition sets within larger
condition sets and force the filter-processing order.

There are two steps to using a compound filter. Define the filter conditions and then apply the filter to the data
set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Main windows or select Apply/Modify Display Filters...
from the filter menu to open the Set Condition dialog box.

2. Click the Advanced button on the Set Condition dialog box.

3. Select Include or Exclude radio button.
Now you can set the conditions for the filter.

4. Select the initial condition for the filter from the

Condition
combo box at the bottom of the dialog for Select T
each frame Select each frame | where the protocal b
5. Set the parameters for the selected condition in [ ?"itﬁ the: converzation
the fields provided. The fields that appear in the FLIRE fehge
with the size

dialog box are dependent upon the previous
selection. Continue to enter the requested
parameters in the fields provided until the
conditions statement is complete.
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[ NOT Candition ] ANDA.

vwhere the protocol 7777 exists AND

+|

[ [5F % | where the protocol ' FFTTREETIT ! pujsts w |
) |
*
x|

Figure 5.20 - Two Filter Conditions Added with an AND Operator
6. Click the plusicon ﬂ on the left side of the dialog box and repeat steps 4 and 5 for the next condition.
Use the up ﬂ and down ﬂ arrow icons on the left side of the dialog box to order your conditions, and

the delete button | to delete conditions from your filter.

7. Continue adding conditions until your filter is complete.
8. Include parentheses as needed and set the boolean operators.
9. Click OK.

10. The system displays the Save Named Condition dialog. Provide a name for the filter condition or
accept the default name provided by the system and click OK.

Save Mamed Condition

MHame Thiz Conditiaon: aE,

| Filterl |

I1zer Defined Conditions:;

| FilterD

\

Figure 5.21 - Save Named Filter Condition Dialog

The Set Condition dialog box closes, creates a tab on the Main windows with the filter name, and applies the
filter.

When a display filter is applied, a description of the filter
Filter: Include each Frame where the protocol Data exists — 3ppears to the right of the toolbar in the Main

windowss.

Note: The OK button on the Set Condition dialog box is unavailable (grayed out) until the
condition selections are complete.
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5.4.1.5.1.5 Defining Node and Conversation Filters

There are two steps to using Node and Conversation display filters. Define the filter conditions and then apply the
filter to the data set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon v on the Wireless Protocol Suite Main Toolbar window to open
the Set Condition dialog box.

2. From the Select each frame combo box choose frames with the conversation as the initial
condition.

3. Select an address type—IP, MAC, TCP/UDB—from the Type combo box (The address type selection
populates both Address combo boxes with node address in the data set that match the type selection).

4. Select a node address from the first Address combo box.

5. Choose a direction arrow from the direction box . The left arrow filters on all frames

where the top node address is the destination, the right arrow filters on all frames Gomm -

where the top node address is the source, and the double arrow filters on all frames e

where the top node address is either the source or the destination. o |
.

6. If you want to filter on just one node address, skip step 7 and continue with step 8.

7. If you want to filter on traffic going between two address nodes (i.e. a conversation), select a node
address from the second Address combo box.

8. Click OK. The Set Condition dialog box closes and the analyzer applies the filter.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Main
windowss.

Note: The OK button is unavailable (grayed out) until the condition selections are complete.
5.4.1.5.1.6 Editing Filters

Modifying a Condition in a Filter

1. Click the Display Filters icon ? on the Main

-

windows or select Apply/Modify Display Filters... Set Condition

from the Filter menu to open the Set Condition dialog
box. The Set Condition dialog box displays the current
filter definition at the top of the dialog. To display another

EE' E_‘H:l Currentu Active Conditinne Filker0
Filterd

ASCIE . .3

filter, click the Open @| icon and select the filter from
the pop-up list of all the saved filters.

2. Edit the desired parameter of the condition. Because the required fields for a condition statement depend
upon previously selected parameters, the Set Condition dialog box may display additional fields that were
not present in the original filter. In the event this occurs, continue to enter the requested parameters in
the fields provided until the condition statement is complete.

3. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog and click OK. If you choose to create an additional filter,
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provide a new name for the filter condition or accept the default name provided by the system and click
OK.) The Set Condition dialog box closes and the system applies the modified filter.

Note: When a display filter is applied, the name of the filter appears to the right of the toolbar
in the Main windowss.

B | New Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Live Filters Options Help
wm B F v BRecord Banayze & VY M B E

Summary

Full Capture » | Search o

Filter0

Figure 5.22 - Name of Filter Displayed

Deleting a Condition in a Filter

If a display filter has two or more conditions, you can delete conditions. If there is only one condition set in the
filter, you must delete the filter using Delete Display Filters... from the Filters menu.

Wireless Protocol Suite Hardware and Software User Manual

1. Click the Display Filters icon ? on the Main windows or select Apply/Modify Display Filters...

from the Filter menu to open the Set Condition dialog box. Click on the Advanced button to show the
condition in Boolean format. The dialog box displays the current filter definition. To display another filter,
click the Open @ icon and select the filter from the pop-up list of all the saved filters.

2. Select the desired condition from the filter definition.
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-
Set Condition ﬁ
Currently Active Condition: Filter3

@ Include () Exclude

[ MNOT Condition ] AMDAOR
E] where the protocol "Bazeband' field "LT_ADDR" |z Equ... AMD

< Delete selected condtion

Figure 5.23 - Set Condition Dialog in Advanced View

3. Click the Delete Selected Line icon.

4. Edit the Boolean operators and parentheses as needed.

5. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog and click OK. (If you choose to create an additional filter,
then provide a new name for the filter condition or accept the default name provided by the system and
click OK.) The Set Condition dialog box closes, and the system applies the modified filter.

Note: When a display filter is applied, a description of the filter appears to the right of the
toolbar in the Main windowss.

Renaming a Display Filter

1. Select Rename Display Filters... from the Filter menu in the Main windows to open the Rename
Filter dialog. The system displays the Rename Filter dialog with a list of all user defined filters in the
Filters combo box.

P
Rename Filters £

Filters
|Fiter0 -

Descripton
findude each frame where the protocol "Baseband” ield LT_ADOR " Is Equal To 6

New Name
Filterg_t | Apoly

Lo | [ conel | [ meb |

Figure 5.24 - Rename Filters Dialog

2. Select the filter to be renamed from the combo box.
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3. Enter a new name for the filter in the New Name box. Optionally click the Apply button and the new
name will appear in the Filters combo box and the New Name box will empty. This option allows you to
rename several filters without closing the Rename Filter dialog each time.

4. Click OK. The Rename Filter dialog box closes and the system renames the filter.
5.4.1.5.2 Protocol Filtering from the Main windows
Protocol filtering allows for customized view of captured protocols to facilitate effective and efficient anlaysis.

5.4.1.5.2.1 Quick Filtering on a Protocol Layer

B | New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live| Filters | Options Help

w B F ~ mRr \Quick Filtering E [»
Summary Apply/Modify Display Filters
| Full Capture | Delete Display Filters... A - R

Show/Hide Display Filters...

Rename Display Filters...
El  Framelt CLE T T——————er— O TYPE |

Figure 5.25 - Quick Filtering

On the Main windows, click the Quick Filtering icon or select Quick Filtering from the Filter menu.

This opens a dialog that lists all the protocols discovered so far. The protocols displayed change depending on the
data received.

f 5
Quick Filtering and Hiding Protacols oSy
Protocols To Fiter In Protocols To Hide Marmed Fitess Ok
|3 A0 Frames With Ewrors 140 But the Last Layer Filtes) (e
Al Frames 'With Information Al Frames ‘With I nformation Fillerl ———— —
AVDTP AVDTP Fltes2 [T
AVDTP Signaiing IAVD TP Signaling SC0 link: Suppored e
B azeband Basehand Filter3
Blustocth FHS Blstocth FHS Fioke: Slave
T Headset Headset [ ] Cortigured BT low energy dewvic
|FiLcar L2CAP Exchude NULLz and POLL:
|FiLme LMP
HonrCaptured Info | Hen-Caplured Info
PreConrectionFHS PreConnechionFHS
RFCOMM RFCOMM
SOP SDP
Fieing shows only frames that cordain the peotocol dested, but it thows the entite fame,
Hidirsy remowves amy protocol lapers from displaying in any frame.
\

Figure 5.26 - Main windows Quick Filtering and Hiding Protocols Dialog
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The box on the left is Protocols To Filter In. When you select the checkbox for a protocol in the Protocols to
Filter In, the Summary pane will only display those frames that contain data from that protocol.

If you filter on more than one protocol, the result are all frames that contain at least one of ] Quick Filter ]
those protocols. For example, if you filter on IP and IPX NetBIOS, you receive all frames that . .
contain either IP or IPX NetBIOS (or both). A Quick Filter tab then appears on the Main

windows. Changing the filter definition on the Quick Filter dialog changes the filter applied on the Quick
Filter tab. Quick filters are persistent during the session, but are discarded when the session is closed.

The box in the center is the Protocols To Hide. When you select the checkbox for a protocol in the Protocols
To Hide, data for that protocol will not appear in the Decode, Binary, Radix, and Character panes. The
frames containing that type of data will still appear in the Summary pane, but not in the Decode, Binary,
Radix, and Character panes.

The box on the right is the Named Filters. It contains filters that you create using the
Named Filter and Set Condition dialogs. When you select the checkbox for the Name Mamed Filkers
Filters, a tab appears on the Summary Pane that displays the frame containing the T -
o . e - . . . Lo [ ]Lirk: 5
specific data identified in the filter. The named Filter tab remains on the Main windows i|:|FiIter1
Summary Pane unless you hide it using the Hide/Show Display Filters ”:‘ Filkar?
] Filter3 ] dialog. |

With Low Energy, the Configured Bluetooth Low energy devices and
Exclude NULLS and POLLs are default named filters.

Check the small box next to the name of each protocol you want to filter in, hide, or the Named Filter to display.
Then click OK.
5.4.1.5.2.2 Easy Protocol Filtering

There are two types of easy protocol filtering. The first method lets you filter on the protocol shown in the
Summary pane and the second lets you filter on any protocol discovered on the network so far.

Filtering on the Summary Layer Protocol
To filter on the protocol in the Summary in the Main windows pane:
1. Select the tab of the desired protocol or open the Summary combo box.
2. Select the desired protocol.
3. Tofilter on a different layer, just select another tab or change the layer selection in the combo box.
Filtering on all Frames with Errors
To filter on all frames with errors:

1. Open the Main windows@window.
2. Click the starred Quick Filter icon g or select Quick Filtering from the Filter menu.

3. Check the box for All Frames With Errors in the Protocols To Filter In pane and click OK.

4. The system creates a tab on the Main windows labeled "Errors" that displays the results | Enors |
of the All Frames With Errors filter.
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Note: When you have multiple Main windows open and you are capturing data, you may
receive an error message declaring that "Filtering cannot be done while receiving data this
fast." If this occurs, you may have to stop filtering until the data is captured.

5.4.2 Decode Pane

The Decode pane (aka detail pane) is a post-process display that provides a detailed decode of each frame
transaction (sometimes referred to as a frame). The decode is presented in a layered format that can be
expanded and collapsed depending on which layer or layers you are most interested in. By default, the layer
selected in the Summary Pane is the only opened layer in Decoding Pane, however you can set default option for
any layer by expanding/collapsing it. Click on the plus sign to expand a layer. The plus sign changes to a minus
sign. Click on the minus sign to collapse a layer. Select Show All or Show Layers from the Format menu to
expand or collapse all the layers. Layers retain their expanded or collapsed state between frames.

Decode
El Baseband:

R Collapse All
. Expand All

Copy Selection Ctrl+C

'1_1 AVDTP Signaling:
. Link: 1
Role: Peripheral
... Address: 3
Transaction Label: 2
Packet Type: Single Packet
Message Type: Response Accept
... Signaling Identifier. AVDTP_GET_ALL_CAPABILITIES
EI Service Category: Media Transport
. i.Length Of Service Capability (LOSC): 0
;J Service Category: Media Codec
. i Length Of Service Capability (LOSC): 13

Figure 5.27 - Decode Pane : All Options Collapsed
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e Add to Summary View: Add selected field to the Summary Pane
e An alternative way of adding columns to Summary View is to drag and drop them from Decode Pane.
o Filter In: Create a quick filter based on the selected field
o Filter Dialog: Create a custom filter based on the selected field
e Collapse All: Collapse Decode Pane tree
e Expand All: Expand Decode Pane tree

e Copy Selection: Copy selected data to clipboard

Decode & X
.. Frame 502,355 Len=39 A
[| LE BE:
- CP #1

RF Channel: 39 - 2480 MHz
Channel Index: 39
Meets Predefined Filter Criteria for BT low energy devices: Yes
Receive Status: Received without errors
Decryption Initiated: No
. PHY Type: 1M
... RSSI: -74.500 dBm (weak)
EI Packet Length: 31 bytes
i Preamble Length: 1 byte
Access Address Length: 4 bytes
.. PDU Length: 23 bytes
| ... CRC Length: 3 bytes
- LE PKT;
: Preamble: Oxaa
Access Address: Ox8e89bedb
. . CRC: 0x9c8fde
B LE ADV:
Channel Selection #2: Not Supported
.. PDU Type: ADV_NONCONN_IND
Advertiser Address Type: random
Payload Length: 21
EI Advertiser Address: (2403 c8%98acfh

Figure 5.28 - Decode Pane: All Options Expanded

Chapter 5 Analyzing Data
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In a USB transaction, all messages that comprise the transaction are shown together in the detail pane. The color
coding that is applied to layers when the detail pane displays a single message is applied to both layers and
messages when the detail pane displays a transaction. To keep the distinction between layers and messages clear,
each header of each message in the detail pane ends with the word “Message” or “Messages”. The latter is used
because data and handshake messages are shown as a single color-coded entry

Each protocol layer is represented by a color, which is used to highlight the bytes that belong to that protocol.

When a payload in particular packet is reconstructed, the legend “* means that the data were reconstructed”, is
displayed at the top of the Decode Pane after the Frame Number. The asterisk character is also displayed in front
of each field when the content of that particular field is coming from a previous packet. The reconstruction is
dependent on the protocol and can be due to number of reasons such as reassembly,
fragmentation/defragmentation or encryption/decryption.

Consider the following example,
o Packet #1 has layers A and B where B’s payload contains the first fragment ‘f1’ (0x112233).
e Packet #2 has the same layers A & B, where B’s payload contains the last fragment ‘f2’ (0x445566).

Then B’s payload in packet #2 will be reconstructed and f2 will be transformed to f1+f2 (0x112233445566). The
fields that are decoded and part of fragment f1 will bear an asterisk in front of it (Example: *f1_field1: Ox11)
because these fields are not part of packet #2 but is required for the complete decoding of Layer B.

The Raw Data Pane also exhibits the same behavior. In the above example, if you click on Packet #2 and Layer A,
all the original octets transmitted in this packet shall be displayed in the Raw Data Pane. The moment you click on
Layer B, the octets in the Raw Data Pane is transformed and the reconstructed octets are shown instead.

In the case of certain specific protocols, an encrypted payload (for example) 0x2233445566 maybe decrypted as
(for example) 0x1111111111. Since the entire payload is transformed, all the fields will bear an asterisk implying
that they were reconstructed.

5.4.3 Raw Data Pane

The Raw Data Pane displays the logical bytes in the frame in various formats. It has three sub-panes and the data
format for each can be changed independently by right-clicking on the pane.
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Raw Data

0x0000 00 00 30 O = 00110000 00000000 01010010 GOO000000 O0l1l01104
0x0007 05 01 1B OF ~=9py Ctri+C | ggo11011 00001010 00000000 10011001 00111010
0x000E E2 1& 00 0OC 00000000 00000000 00000000 Q0000000 00111001
0x0015 25 04 &C 1< UTF-8 011011400 00010100 00011100 00011011 10000000
0x001C 20 B0 1F 0OC ASCl 00011111 00000000 00000001 00000000 Qooooo0o
0x0023 00 80 80 B A : 10000000 10000000 10000000 10000000 10000000
0x002A 20 20 80 &C I-Bit AsCl 10000000 10000000 10000000 10000000 00001000
0x0031 02 00 00 FI| @ Hexadecimal 00000000 11111111 11111111 111111311 11111111
0x0038 FF FF BS 27 . 10111000 00100111 11101011 11001000 10101110
0x003F 93 BE 27 EE Decimal 00100111 11101011 11001000 10101110 10001111
Ox0046 DO 41 AR AT Binary 10101010 10101010 00000011 00000000 Q0000000
Ox004D0 Q0 08 Q& 00 00000110 00000000 0000000 Q00001000 ODO00ooo0
0x0054 06 04 00 01 Show Third Pane ¥ | 00000000 00000001 10111000 00100111 11101011
0x005B C8 RE 8F CO 10001111 11000000 10101000

Ox0062 00 00 Q0 oOf CU-'LI-FI"IFIS 3 aQooooan0

Ox0069 A2 01 03 0O aooooooo

Ox0070 00 00 00 Of gﬁset 4

Ox0077 00 00 00 00 00 00 o0 o0oooood aoooooon i i

0x007E- 78 59 SB 55 1F 01111000 01011001 10011011 01010101 00011111

Figure 5.29 - Raw Data Pane: Options Shown
The data format for all sub-panes can be set to UTF-8, ASCII, 7-Bit ASCII, Hexadecimal, Decimal, or Binary.

Note that Raw Data view supports UTF-8 data display, which can be useful when there are non-ASCIl symbols in
the data stream, like Japanese, Korean or Chinese characters.

Note: Not all the fields in the decode pane will highlight values in the raw data pane. Some
of the decode pane values are added to improve readability, such as the LE Uncoded PHYs
mandatory fields "Preamble" and "Access Address" which are not included in the decoded
packet values. Additionally, some of the displayed raw data values at the start of the frame
are metadata, such as RSSI and not decoded packet values.

260 Wireless Protocol Suite Hardware and Software User Manual



Chapter 5 Analyzing Data Teledyne LeCroy

Raw Data

Ox0000 00 00 30 00 52 00 &C )\ 00000000 Q0000000 00110000 00000000 01010010 00000000 01101100
Qx0007 09 01 1B 0O& 00 53 3400001001 00000001 00011011 00001010 00000000 10011001 00111010
GHOO0E E2 1A 00 00 00:00 32| II100010 0pallola-saffoanf - offoanfd anfoo00d 00000000 9oEllonl

Ox0015 55 04 &C 14 1C 1B &0 | 10000101 O Copy Ctri+C 11100 00011011 10000000
0x001C 30 80 1F 00 01 00 00| 10000000 1t 00001 00000000 Qoo0oo0oo
Ox0023 00 20 20 80 80 80 20| 00000000 1 UTF-2 00000 10000000 10000000
Ox002% 30 20 20 80 80 80 0% )10000000 L1 ASCI 00000 10000000 QO0C00LOo0

0x0031 02 00 00 FF FF FF FF| 00000010 O FIEFE BFEIEFEL IR TEEETD
ox0p38 FF FF-BA 27 EB EEEEE LD 7-Bit ASCII 01011 11001000 10101110
Ox003F 93 B8 27 EB CB 8F | 10010011 I 01000 10101110 10001111

&
fa

0x0046 DO 41 AR AR 03 00 00|1llolgoog g  ievadecimal 00011 00000000 00000000
Ox004D 00 8 06 00 01 08 QO (00000000 O Qecima[ Q0001 00001000 Q0000000
0x0054. 06 04 00 01 BE 27 EB| 00000110 OigEs Binary 11000 00100111 11101011
Ox005B C2 AE 8F CO RE8 01 01 |11001000 1 o 01000 00000001 Q0000001
Ox0062 00 00 00 00 00 Q0 COo|o0000000 i : Q0000 00000000 11000000
Ox0069 &3 01 03 00 00 Q00 00110101000 i ﬁhowThrrd Pane i 100000 00000000 Q0000000
Ox0070 00 00 00 OO0 0O Q0 Q0| o00000o00 i 00000 00000000 00000000
Ox0077 00 00 00 00 00 00 0O0|00000000 O et * Booooo 00000000 00000000
0xROFE: 78 5% 9B 55 1F 01111000 0l Offset k JT111

Figure 5.30 - Raw Data Pane: Binary Option Chosen

The number of columns in the first sub-pane is set to “Auto” to adjust automatically according to the width of the
pane. Users can change the number of columns by right-click and choose “Columns” and options 4, 8, 16 or 32
columns.
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Raw Data
0x0000 00 00 30 00 52 00 &C|00000000 00000000 00110000 Q0000000 01010010 00000000 01101100
0x0007 0% 01 1B OA 00 599 34 (0000101 00000001 00011011 Q0001010 00000000 10011001 00111010
| OxQ00E E2 1R 00 00 00 00 3% (11100010 00011010 Q0000000 Q0000000 Q0000000 Q0000000 00111001
Ox0015 35 04 &C 14 1C 1B 30(10000101 00000100 01101100 Q0010100 00011100 00011011 10000000
0x001C 20 50 1F 00 01 00 00 (10000000 0000001 Q0o00d00 aaoooaoad
0x0023 00 80 20 80 S0 80 000000000 Copy Cor+C  logooooo 10000000 10000000
0x0028 20 80 20 20 80 50 08 |10000000 0000000 10000000 Q0001000
0x0031 02 00 00 FF FF FF FF | 000COO0L0 UTF-2 TITETTIT EITERIRT TTEFITIE
gxp0p38 FF FF B8 27 EB CB RAE (11111111 ASCI 1101011 11001000 101011140
0x003F 53 BE 27 EB C5 RE SF (10010011 - . 1001000 10101110 10001111
| 0x0046 DO 41 AA BA 03 00 00|11010000 I-Bit ASCIl 0000011 00000000 00000000
0x004D 00 08 06 00 01 03 00| 00000000 Bmcrdecivsl 0000001 00001000 Q0000000
0x0054 0Og 04 00 01 BS 27 EB| 00000110 ; 01116000 00100111 111601011
0x005B C3 AE SF CO A% 01 01|11001000 Bl 0101000
Ox0062 00 00 00 00 00 a0 SO0 o000agon B Einar}f Ooao0a0
Ox0069 &2 01 03 00 00 00 00(1olalaao ooooooo
Ox0070 00 00 00 Q0 Q0 Q0 Q000000000 Show Third Pane » ooa0000
0x0077 00 00 00 00 Q0 00 0000000000 OOO0000 On00nnnn oooooooo
| 0X007E 78 59 9B 55 1F 01111000 Colanns: & Auto
Offset ' 4 Columns

8 Columns

16 Colurnns
Selected 1 byte 3D Coliniig

| Raw Data | Security

Figure 5.31 - Raw Data Pane: Columns Option Shown

The Summary, Raw Data and Decode panes are all synchronized with one another. Clicking on an element in any
one of the panes highlights the corresponding element in all the other panes.

The information on the bottom of the “Raw Data Pane” shows the number of bytes in a frame. Selecting bytes
either of the two sub-panes shows the number of bytes selected.

The Raw Data Pane shows two sub-panes by default. You can open a third sub-pane using “Show Third Pane”
menu item from context menu.
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0x0000
0x0007
0x000E
0x0015
0x001C
0x0023
0x002R 20 20
0x0031
0x0038
0x003F
0x0048
0x004D
0x0054
0x005B Cs
0x0062 00
0x00&9
0x0070
0x0077 00
0x007E

Selected 1 byte
Raw Data | Security

00 €C| 00000000 00000000 00110000 00000000 01010010 00000000
99 3700001001 00000001 00011011 00001010 00000000 10011001
00 3%11100010 00011010 Q00000000 00000000 0OOBOAA0 00000000
1B 8010000101 00000100 01101100 00010100 00011100 00011011
00 00|10000000 10000000 00011111 00000000 00000001 00000000
80 80| 00000000 10000Men rranannn rannnann ananagq 10000000
g0 08| 10000000 10000 Copy Ctri+C 10000000
| 00000010 00000 11111111
11111 UTF-2 11001000

10111 0 10101110

| 000 01000 ASCl 00000000

10 | 00000000 00001 I-Bit AsCil
110 ooooo Hexadecimal

00 10101

Decimal
Binary

Columns

Offset

~ ASCH

5 T-Bit ASCIl
Hexadecimal
Decimal
Binary

Figure 5.32 - Third sub pane option shown

The third sub-pane always opens in the rightmost position of the Raw Data Pane.

01101100
00111010
G0111001
10000000
00000000
10000000
Qo00L000
11111111
10101110
10001111

In three sub-pane mode you can close one sub pane using the “Hide This Pane” menu item from the context
menu. The sub-pane for which the context menu is called closes.

0x0000
0x0005
0x000R
0x000F
0x0014
0x0019
0x001E
0x0023
0x0028
0x002D
0x0032
0x0037
0x003C
0x0041 2
020046
0x0048
0x0050 00
0x0055 0
0x005A
0x005F A
0x0064
0x0068 A
0x00€EE C
0X0073 |

4 buy
1 ewy e

i

€0

0

O
o O

ege

»

00000000
00000000
00001010
00011010
00111001
00011100
00011111
00000000
10000000
10000000
00000000
11111111

110

00
00000000

00000000 00110000 00000000 01010010 | 000 000 048 000
01101100 00001001 00000001 00011011 001
00000000 10011001 00111010 11100010 053
00000000 00000000 00400000 00000000 00
10000101 00 108
00011011 Copy G+ py 128
00000000 0 000
10000000 UTF-8 ] 128
10000000 ASCll ] 128
10000000 o 008
00000000 Z-Bit ASCH 1 25
11111111 Hexadecimal 11 184
110018 ) o 147

Decimal i1 172
01000 | Binary 11 70 170
Qa0000 10 ]

] 3
1
Columns » po
Offset » ko
amenoeIT

082

128
128
o002
255
039
184
143

003

Selected 1 byte

Figure 5.33 - Third sub pane hide option
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0x0000 00 00 30 00 52 00 €C|00000000 00000000 00110000 00000000 01010010 00000000 01101100
0x0007 0% 01 1B OA 00 9% 3A| 00001001 00000001 00011011 00001010 00000000 10011001 00111010
Ox000E E2 1R 00 00 00 00 39!11J,IJL'II:IlL'.I 00011010 Q0000000 Q0000000 Q0000000 Q0000000 00L11001
0x0015 85 04 &C 14 1C 1B SDEl[H]E}ELlEIl 00000100 01101100 00010100 00011100 00011011 10000000
0x001C 80 20 1F 00 01 00 00| 10000000 10000000 00011111 0OQCO00000 00000001 00000000 00000000
0x0023 00 80 £0 80 80 20 EDEGQQQGDDD 100008as snasasss sassanan sananang 10000000 10000000

0x002A 80 80 80 50 80 20 08| 10000000 10000 Copy Ctri+C 10000000 00001000
0x0031 02 00 00 EF FF FF FF| 00000010 00000 111E1111 1111111
0x0038 FF FF BE 27 EB CB M!liilllll 11111 UTF-8 11001000 10101110
0x003F 93 BE 27 EB C8 RE SFilE!’-}i'IHJll 10111 ASCIl 0 10101110 10001111
Ox004¢ DO 41 AR AR O3 00 0011010000 01000 = 00000000 00000000
0x004D 00 08 06 00 01 08 0000000000 0O00OL 1-Bit ASCII 00001000 000000G0
0x0054 0f 04 00 0L BE 27 EB|0O000LLO QOQOO0OQ . 0 00100111 11101011
0x005B C3 AE &8F C0 AS 10101 Hexadecimal 0 00000001 Q0000001
Ox0062 00 00 OO0 Q00 00 00 0 Q0000 Eecjmal
Ox0069 RS 01 03 00 00 O 0 ooooo /Bl n:
- ina
00070 Q0 OO0 00 Q0 0 O Qo000 '—'F"J E 2
Ox0077 00 00 00 QO 00 J00 00000 D *—wsm :ME
0x007E 78 5% &B 55 1F Dllﬁll'—’—m'ﬂ-mﬂ‘-‘-‘-—'ﬁ-!
Columns E :
off > T-Bit ASCH
Hexadecimal
= — S Decimal
| Selected 1 byte Binary
| Raw Data | Security

Figure 5.34 - Raw Data Pane: Data Selected

The data on sub-panes shows in different colors. These colors correspond to the colors of layers on Decode pane.
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Decode
- Frame 2,023; Len=131
- 802.11 Radio
=-802.11 MAC:
@ Frame Control
- Duration/ID: 0
.. Destination Address: fi:fEFEFFRA (DA)

@- Sequence Control

- Frame Check Sequence: (k5359b5978
- §51: 31

& LLC 802.2:

L Source SAP: Sub-Network Access Protocol (SNAP)

@ Control Type: Unnumbered Info.

£ SNAP:

. Organization Unique Identifier: XEROX CORPORATION
. Protocol ID: Address Resolution Protocol

=- ARP:

- Hardware Type: Ethernet

- Protocol Type: Internet Protocol verd

- Length of each hardware address: 6

- Length of each protocol address: 4

.- 0P Code: ARP Request

- Sender hardware address: Ox b8 27 eb c8 ae &f

- Sender protocol address: 192.168.1.1

- Destination hardware address: Ox 00 00 00 00 00 00
.. Destination protocol address: 192.168.1.3

B- Padding:

- Source Address: Raspberry Pi Foundation c8:ae:03 (5A)
- Basic Service Set ID: Raspberry Pi Foundation cB:ae:8f (BSSID)

.- Destination SAP: Sub-Network Access Protocol (SNAP)

Hex: O 00 00 00 00:00 00 00 00 00 00 00 00 00 00 00 00 00 00

ASCIl:

| Decode | Device Database

Teledyne LeCroy

0x0000 00 00 30 00 52 00 &€C 09 01 OA 00| 000
0x000C E2 1A 00 0D 00 00 3% 04 &C|153
0x0018 1B 80 80 B0 1F 00 01 00 0O 000|020
0x0024 80 80 80 80 80 20 B0 80 80| 128
0x0030 00 00 EF FF ET ET EF § 27008

0x003C AE 53 BS 27 EB C& AE 8F DO 41235

0x0048 03 00 00 OO

0x0054 06 04 00 O 006
0x0060 0 o0 00l
Ox00&C 0 0 00 00 oo
0x0078 00 G0 00 000 0

000 048
058 226
028 027
128 128
002 000
200 174
170 003
004 000

0
0

0 000 000

000 082 000
026 000 000
128 128 128
128 128 128
000 255 255
147 184 039
000 000 000
001 184 039

0o0 000

108
e[y}
031
128
255
235
008
235

00a
000
ano
lzag
258
200
00§
200

oes

Size 131 bytes
| RawData | Seaurity

Figure 5.35 - Raw Data

Pane:

Data color coding
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5.4.4 Bluetooth Timeline

The Bluetooth Timeline displays packet information with an emphasis on temporal information and payload
throughput. The timelines also provide selected information from Main windows.

The timelines provide a rich set of diverse information about Bluetooth packets, both individually and as a range.
Information is conveyed using text, color, graphic size, line type, and position.

Raw Data x

Ox0000 00 00 30 00 52 | 00000000 00000000 00110000 00000000 OLOLOOLO | 000 000 048 000 082 o
0x0005 00 &C 05 01 1B (00000000 01101100 00001001 00000001 OQOOLIOLL | Q00 108 00% 001 027
0x000R OA 00 99 3R E2 | 00001010 Q0000000 10011001 00111010 00010 (010 000 153 058 226
OxQ00F 14 OO0 Q00 OO0 00 (00011010 000OQQOO00 OO0000000 OO0OGD0000 QOOO0G0DO00 (02€& GO0 000 Q00 000
Ox0014 3% 285 04 €C 14 | 00111001 10000101 f0| 057 133 004 108 020
0%0018 IC 1B 80 £0 80 |00011100 00011011 Copy Cd+C  bolo2e 027 126 128 128
0X001E LF 00 01 00 00 |00011L11 00000000 0|031 000 001 000 000
0x0023 00 B0 80 80 80 | 00000000 10000000 UTF-2 0000 128 128 128 128
0x0028 80 80 80 80 80| 10000000 10000000 ASCH 01128 128 128 128 128
80 10000000 ] 10| 128 ] 002
7-Bit ASCH 1 2
Hexadecimal 11
) 0
: Decimal i1
41 AR AR 03|11 1] L] Einary L1208 06
(] ] Q€ | 00000000 10
! 1€ | | 0000 Hide This Pane :
Columns
Offset

0x0073
Selected 1 byte

Figure 5.36 - Bluetooth Timeline: Classic View
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5.4.4.1 Bluetooth Timeline Packet Depiction

Decode

Frame 2,023: Len=131
- 802.11 Radio:

802.11 MAC:

Frame Control

i Duration/ID: 0
i.. Destination Address: FEFEFEERFRF (DA)

®

@-LLC

- SNAP:

Source Address: Raspberry Pi Foundation cB:ae:93 (SA)

Basic Service Set ID: Raspberry Pi Foundation cB:ae:8f (BSSID)
Sequence Control

Frame Check Sequence: 0x559b5978

L85k 31

802.2:

Destination SAP: Sub-Network Access Protocol (SNAP)
Source SAP: Sub-Network Access Protocol (SNAP)
Control Type: Unnumbered Info.

. Organization Unique Identifier; XEROX CORPORATION

Protocol ID: Address Resolution Protocol

=- ARP:

- Sender protocol address: 192.168,1.1
Destination hardware address: Ox 00 00 00 00 00 00

Hardware Type: Ethernet
Protocol Type: Internet Protocol ver.d

Length of each hardware address: 6

Length of each protocol address: 4
0P Code: ARP Request
Sender hardware address: O b8 27 eb c8 ae Bf

Destination protocol address: 192,16

B Padding:

AR OO O AW FR S0 O O O O A 0 G T O
X0 O 00000 00000000 00000000

Hesx: O 00100 00 00:00 00 00 0O

ASCIE

Teledyne LeCroy

0x0000 00 00 30 00 52
0x000C 5% 34 E2 1A 00O 00 00 00 35 85
0x0018 0
0x0024 &0 g0 80
0x0030 02

0x003C
0x0048

00 &C 0% 01 1B OA EIUIEICIEI
04 &C
14 1C 1B 80 80 BO 1F 00 01 00 00 0O

0x0054 0E 04
0x00€0 01

0x006C 0

0x0078 00

Size 13
Raw Daf

1 bytes
ta Seaurity

[l ]

& D26
1 128

128

0 000

000
000 0
128

128

027
133
000

F 128

0l0
004
oo

(L]
los

000

Figure 5.37 - Bluetooth Timeline Packet Depiction with Packet Information Shown

o The timeline shows Bluetooth packets within a specific period of time.

e Within each row are two divisions: C (central) and P (Peripheral). Packets are placed on C or P depending on

the data's rol

e.

e Placing the mouse pointer on a packet displays information about that packet in an information box.
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e Selecting a packet by clicking on it shows information about that packet above the timeline.

e You can use the arrow keys to move to the next or previous packet. You can select multiple packets by
dragging within the timeline or by holding the SHIFT key down while arrowing.

¢ Using the mouse scroll wheel scrolls the timeline horizontally. You can also zoom by using a right click (which
displays specific magnification values), using the + and - Zoom tools, or by selecting a value from the Zoom
menu. User can also Zoom IN/OUT by holding the CTRL key and scroll wheel on the mouse.

o Packet height indicates speed (1, 2, or 3 Mbits/sec). Packet length indicates duration (for reference, the
duration of a slot is 625-ps). Packet height and length together indicate size (speed times duration).

A packet is drawn using the following components:

¢ A “max packet on wire reference” rectangle (light solid lines). This indicates the packet in the air with a max
payload.

....................

WMax Packet on Wire Reference
e A “max actual payload reference” rectangle (dark solid lines). This indicates a max payload as would be
extracted by the receiving device (if the payload in the air contains forward error correction (FEC), it is longer

than the actual payload). The position of the beginning of the rectangle indicates where the payload begins in
time.

Max Actual Paylead Reference

e An “actual payload” colored sub-rectangle (packet category-specific; blue here). This indicates the actual
received payload with FEC (if any) removed. It is the beginning portion of the “max actual payload reference”
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rectangle. If the actual payload is of max size, the entire “max actual payload reference” rectangle is colored.

Actual Payload

¢ An “unused payload reference” sub-rectangle (always white). This indicates the unused portion of a maximum
payload. It is the remaining portion of the “max actual payload reference” rectangle. The packet in the air
does not leave room for this. It is indicated for reference only.

Unused Payload Referance

¢ A “max speed reference” rectangle (dashed lines). This is used to extend the height to that of a 3 Mbits/sec
packet and appears only for packets whose speed is less than that. The packet shown here has a speed of 1
Mbit/sec because the height of the other rectangles is 1/3 of the total height.

Il ax SpeedRelference

e The part of the “max packet on wire reference” rectangle (light solid lines) that trails the “max actual payload
reference” rectangle (dark solid lines) is partly packet in the air (if the payload on the wire contained FEC) and
partly trailer (CRC, etc). There is always a trailer, so there is always a little space (subject to round off error
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and pixel granularity) between the ends of the two rectangles.

Trailer Portion of the
Max Packet on Vire Reference

This table shows how packets are colored:

Table 5.3 - Packet Type Colors

Packet Category Packet Types Color
ALC DM1, DM3, DM5, DH1, Black
2-DH1, 3-DH1, DH3,
2-DH3, 3-DH3, DH5,
2-DH5, 3-DH5, AUX1
SCO HV1, HV2, HV3, DV Pink
eSCO EV3, 2-EV3, 3-EV3, EV4, | Purple
EV5, 2-EV5, 3-EV5
LMP* DM1, DV Dark Blue
FHS FHS Light Blue
NULL NULL Light Gray
POLL POLL Light Brown
Filler Filler provided by Dark Gray
Wireless Protocol Suite
software

*LMP is a protocol layer that uses either DM1 or DV packets. If a packet
has an LMP layer, the LMP color is used instead of the packet type color.

This table summarizes the various ways in which packet information is presented:

Table 5.4 - Packet Information Presentation

Information Text Color Gra_p hic Position
size
Packet Type X
Packet Category X
Protocol X
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Table 5.4 - Packet Information Presentation (continued)

Information Text Color Gra_p hic Position
size
Time of occurrence X X
Source device X X
Duration X
Size in bytes
Size as a percent of max size for
that packet type
Speed X
Status X

5.4.4.2 Bluetooth Timeline Packet Navigation and Selection

Buttons, menu items, and keystrokes can be used to go to the next or previous packet, next or previous error
packet, next or previous retransmitted packet (Bluetooth only), and the first or last packet.

If there is no selected packet in the timeline, First Packet @ , Next Packet @ , and Last Packet

@ are enabled, but Previous Packet @ is not.

A single packet is selected either by clicking on it, navigating to it, or selecting it in the Main windows.
Selecting a packet activates Previous Packet.

Selecting Previous Packet with a packet that is currently not visible, places it in the top row (i.e. the display
scrolls up just enough to make it visible).

Selecting Next Packet with a packet that is currently not visible, places it in the bottom row (i.e. the display
scrolls down just enough to make it visible).

Selecting Previous Packet or Next Packet for a packet that’s currently visible selects it without scrolling.

Multiple packets are selected either by dragging the mouse or by holding down the shift key while navigating
or clicking.

When a single packet is selected in the timeline, it is also becomes selected in the Main windows. When
multiple packets are selected in the timeline, only one of them is selected in the Main windows.

The left arrow key goes to the previous packet. The right arrow key goes to the next packet. The Ctrl-left
arrow key goes to the previous error packet. The Ctrl-right arrow key goes to the next error packet.

5.4.4.3 Bluetooth Timeline Visual Elements

The Bluetooth Timeline consists of the following visual elements:
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¢ The timeline shows Bluetooth packets within a specific period of time.

e Within each row are two divisions: C (central) and P (Peripheral). Packets are placed on Cor P depending on
source of the data within the link.

¢ Placing the mouse pointer on a packet displays information about that packet in an information box.
e Selecting a packet by clicking on it shows information about that packet above the timeline.

e You can use the arrow keys to move to the next or previous packet. You can select multiple packets by
dragging within the timeline or by holding the SHIFT key down while arrowing.

¢ The mouse wheel performs a zoom in and zoom out. You can also zoom by using a right click (which displays
specific magnification values), using the + and - Zoom tools, or by selecting a value from the Zoom menu. You
can also Zoom IN/OUT by holding the CTRL key and scroll wheel on the mouse.

o Packet height indicates speed (1, 2, or 3 Mbits/sec). Packet length indicates duration (for reference, the
duration of a slot is 625-ps). Packet height and length together indicate size (speed times duration).

« Rows of Bluetooth Slots: Each slot begins at the left edge of the vertical blue bar. There are two Bluetooth
clocks per slot. Each slot represents 0.000625 seconds, or 625 ys.

¢ C and P labels: Within each row, central and central packets are indicated on the left side of the row. By
default, all possible central devices (there can be up to 7) are put on the P sub-row, but checking the Show
central LT_ADDR checkbox shows all existing central device sub-rows with numbered labels (some or all of
S1,S2, .., S7).

o Contents of Status Bar: The packet info line appears just above the timeline and displays information for the
currently selected packet(s). If only one packet is selected, this information consists of the packet number,
packet type, Bluetooth clock (Bluetooth only), Timestamp, and Duration. Duration is shown as
"Unknown" when the selected packet has an error.

If multiple packets are selected, this information consists of the packet range, the Bluetooth clock delta
(Bluetooth only), the Timestamp delta, and Span. Span is shown as "Unknown" when the last packet in
the selected range has an error since its duration is unknown. A user can use these to verify the average
throughput calculations.

Selected packets are bounded by a magenta rectangle. See the Bluetooth Timeline Packet Navigation and
Selection on page 271 .

¢ Floating Information Window (aka Tooltip): The information window displays when the mouse cursor hovers
on a packet (not slot). It persists as long as the mouse cursor stays on the packet or tooltip. For Bluetooth, the
tooltip shows the packet number (in bold), the Baseband layer decode from the decode pane of the Main
windows (with the percentage of the Payload Length max added).

Discontinuities are indicated by cross-hatched slots. See the Bluetooth Timeline Discontinuities on page 273
section.

e Zoom Tools: Zoom tools zoom in or out while maintaining the position on the screen of the area under the
zoom tool. This makes it possible to zoom in or out for a specific packet or area of the timeline. See
Bluetooth Timeline Zooming, on page 1.

o Packet Status: Packet status is indicated by color codes. A yellow slot indicates a re-transmitted packet, a dark
red slot indicates a CRC error, and a small red triangle in the upper-left corner of the packet (not the slot)
indicates a decode error.
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¢ Right-Click Menu: The right-click menu provides zooming and tool selection. See the Bluetooth Timeline
Discontinuities on page 273 .

o Graphical Packet Depiction: Each packet within the visible range is graphically depicted. See the Bluetooth
Timeline Packet Depiction on page 267.

e Show Running Average: Selecting this check box shows a running average in the Throughput graph as an
orange line.

e Show central LT_ADDR: Selecting this checkbox displays the Peripheral LT_ADDR in the timeline row labels

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

Show Legend

The legend can be turned on/off from the Display menu in the toolbar. The settings are saved between sessions.

Timelne g x

BEDR  LE

& 8 Sok Erel: & Span; 5580 © O Ouplay ~

Figure 5.38 - Classic Timeline with Legend

5.4.4.4 Bluetooth Timeline Discontinuities

The following figure depicts a discontinuity between two packets.
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Timeline
BREDR  LE
@ G Start: 24,503 End: | 24,507 Span: 5,221 ms © © CDisplay -

Selected Packet: None

SR E S A S
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Figure 5.39 - Bluetooth Timeline Packet Discontinuity, cross-hatched area.

To keep the timeline and the throughput graph manageable, big jumps in the Bluetooth clock are not represented
linearly. Instead, they are shown as discontinuities. A discontinuity is said to exist when the Bluetooth clock goes
forward more than two (2) seconds or backwards any amount. A discontinuity is indicated by a cross-hatched slot
in the timeline and a corresponding vertical dashed line in the throughput graph. The Bluetooth clock can jump
forward when capture is paused or when there is a role switch (in a role switch, a different device becomes
central, and since each device keeps its own Bluetooth clock, the clock can change radically), and backwards when
there is a role switch or clock rollover

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

5.4.5 Low Energy (LE) Timeline

The Bluetooth Low Energy Timeline displays packet information with an emphasis on temporal information
and payload throughput. The timeline also provides selected information from Summary Pane.

The timeline provides a rich set of diverse information about Low Energy packets, both individually and as a
range. Information is conveyed using text, color, packet size, and position.

In computing throughput, packets that have a CRC error are excluded.

274 Wireless Protocol Suite Hardware and Software User Manual



Chapter 5 Analyzing Data Teledyne LeCroy

Selected Packet: 22 600 Adv Type: ADV_IND  Timestamp: 2/21/2019 4:27:44 916202 PN Duration: 216 us  Channet 37

T T TR AT
(T (0
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Prev/Mext Gaps: 9609 me, 363 us
CPEA1
RF Channet 0 - 2402 MHz
| Charnel Index: 37
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Timeline ~ Coexistel PHY Type: 1M
RSSI: -75.375 dBm [weak)
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Preamble Length: 1 byte
Access Address Length: 4 bates
PDU Length: 19 bytes
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Advertiser Address: IkTEILESITER41
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Figure 5.40 - Low Energy Timeline

5.4.5.1 Low Energy Timeline Visual Elements
The Low Energy Timeline consists of the following visual elements:

e Time Markers - Time markers indicated by vertical blue lines are shown at 1.25 ms intervals. The markers are
provided to help visualize the timescale and are also useful when using dual-mode chips that do BR/EDR and
LE at the same time. Time markers snap to the beginning of the first data packet by default, but they can be
snapped to the beginning or end of any packet by right-clicking on a packet and selecting Align Time Marker
to Beginning of Packet or Align Time Marker to End of Packet. All other markers will shift relative to that new
reference point.
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Bl ew Capture File - Teledyne LeCroy Wireless Protocol Suite = m] x
:Flle Edit View Capture Options Help
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Captuing.. Buffes 1% Frame 7 D 248us Decoding(100%)... 281,568

Figure 5.41 - Low Energy Timeline

e Timestamp - The beginning and ending timestamp for each segment is displayed beneath each segment.
When showing multiple segments, the beginning timestamp is the same as the ending timestamp of the
previous segment.

In addition to the timestamps, the segment information bar shows the zoom value in the center of the bar.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

e Packet Info Line - The packet info line appears just above the timeline and displays information for the
currently selected packet.
¢ When you select multiple packets, the info line includes:

© Gap - duration between the end of the first selected packet and the beginning of the last selected
packet.

o Timestamp Delta - Duration between the beginnings of the first and last packets selected.

o Span - Duration between the beginning of the first selected packet and the end of the last selected
packet

¢ Floating Information Window (aka Tooltip) - The information window displays when the mouse cursor hovers
on a packet. It persists as long as the mouse cursor stays on the packet.

o Discontinuities - Discontinuities are indicated by cross-hatched slots. See the Discontinuities section.
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o Packet Status - Packet status is indicated by color codes. Refer to Low Energy Timeline Legends.

¢ Right-Click Menu. - The right-click menu provides zooming and time marker alignment.

e Graphical Packet Depiction - each packet within the visible range is graphically depicted. See the Packet
Depiction section.

Show Legend: The legend can be turned on/off from the Display menu in the toolbar. The settings are saved
between sessions.

Timeline 2 X
Classic  Low Energy
@ & st 28,555 End: 25,564 Span: | 243,396 ms O O Dspay v
} i A A

Selected Packet 28,584 Adv Type: ADV_DRECT_IND  Timestamp: 4/1/2019 1:32:33.580514 PM  Duration: 176 us  Channet 37 ~ Packet Type

B Adv. Advertising
5 rr b 0T B0 s e ey

i| OuBes9vess

Coexistence ThroughputAUtkzaton Timeline Packat Error Rate

Figure 5.42 - Timeline Low Energy Legend

5.4.5.2 Low Energy Timeline Zooming

In Wireless Protocol Suite, the user can select the icon + and - on the toolbar of view which are located to the left
of the inputs start/end/span to zoom in and zoom out . Also the user can use right-click menu of view. The
following menu will pop up to select the amount of time to be displayed.
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Zoom In Ctrl+Plus

Zoom Qut Ctrl+Minus

2.5ms
11.25 ms
33.75ms
125 ms ;
437.5ms
1.875s

| 3755 )

Figure 5.43 - Low Energy Timeline Zoom menu

Zoom IN/OUT can also be achieved by holding the CTRL key and moving the scroll wheel on the mouse.

5.4.6 Coexistence View

The Coexistence View displays Classic Bluetooth, Bluetooth Low Energy, Wi-Fi and 802.15.4 packets by channel
and time. You access the Coexistence View by clicking its tab below the Summary Pane.
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RF Channel: 12 - 2426 MHz

Receive Status: Received without errors

RSSI: -78.625 dBm (weak)

Access Address Length: 4 bytes

Advertiser Address: 0x04127e0dd4ee

Figure 5.44 - Coexistence View Window 2.4 GHz Bluetooth LE
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Show Legend: The legend can be turned on/off from the Display menu in the toolbar. The settings are saved
between sessions.

Coexistence & x
2.4GHz S GHz
@ &  stat:|1,53 End: 1,532 Span: 5.573ms © © Display v Optimization v
-ﬂ | A
 Celecied Packet 1,527 Tenestamp. 4/12015 12.22 X PM_ Dusation: 290us  Techookigy: Clisdx  Type: 2-DH1 T
1,532 POLL WAL
D
FHS
B LMP
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1,527 2-DH1 g 1,528 NULL ~ B Low Eneigy

I:Tszs POLL  15ZBNULL s &:M"‘ dostising

Retransmilted

= ) e
1,523 ADV DRECT IND 1M S 1S0POLLT 1,531 NULL
Coexistence Throughput/Utization Timehne Packet Error Rate

Figure 5.45 - Coexistence View: Legend Shown

5.4.6.1 Packets

If you select a packet in the Coexistence View, you see information about that Packet:
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Adv (Advertising)
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Figure 5.46 - Packet : LE

If you right click on a Packet the following context menu will pop up.
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Zoom In Ctrl+=
Zoom Out Ctrl+-

Zoom to Selection

150 ps
300 ps
625 ps (1 Bluetooth slot)

' 1.25 ms (2 Bluetooth slots)
1.875 ms (3 Bluetooth slots)
2.5 ms (4 Bluetooth slots)
3.125 ms (5 Bluetooth slots)
6.25 ms (10 Bluetooth slots)
15.625 ms (25 Bluetooth slots)

v 31.25 ms (50 Bluetooth slots)
62.5 ms (100 Bluetooth slots)
156.25 ms (250 Bluetooth slots)
312.5 ms (500 Bluetooth slots)
625 ms (1,000 Bluetooth slots)
15 (1,600 Bluetooth slots)

2 5 (3,200 Bluetooth slots)
3 s (4,800 Bluetooth slots)
4 5 (6,400 Bluetooth slots)
5 5 (8,000 Bluetooth slots)
10 s (16,000 Bluetooth slots)
20 s (32,000 Bluetooth slots)

Figure 5.47 - Context Menu Options

If you select the Show Full Tooltip, you'll get details about the Packet.
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Packet 34,168 (LE)
Adv (Advertising)

Adv Type: ADV_IND
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Duration: 240 us

CP# 1

RF Channel: 0 - 2402 MHz

Channel Index: 37

Receive Status: Received without errors
Decryption Initiated: No

PHY Type: 1M

RSSI: -84.875 dBm (weak)

Packet Length: 30 bytes

Preamble Length: 1 byte

Access Address Length: 4 bytes
PDU Length: 22 bytes

CRC Length: 3 bytes

Advertiser Address: 0x70013803ckcb

Figure 5.48 - Detailed Tooltip about Packet

Teledyne LeCroy

Zoom IN/OUT can also be achieved by holding the CTRL key and moving the scroll wheel on the mouse.

5.4.6.2 Zoom

In Wireless Protocol Suite, the user can select the icon + and - on the toolbar of the view, which are located to the

left of the inputs start/end/span, to zoom in and out.
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5.4.6.3 Coexistence View - No Packets Displayed with Missing Channel Numbers

Note: This topic applies only to Classic Bluetooth.

Captured packets that don’t contain a channel number, such as HCI, will not be displayed. When no packets have
a channel number the Throughput View and Coexistence View will display a message: "Packets without a
channel number (such as HCI) won't be shown."

Throughput/Utilization 8 x

& & | Strt|nfa End: nfa Span: n/a @ & Interval: Auto =  Display =

Average Payload Throughput: nfa

Throughput/Utilization Message Seguence Chart Summary

Coexistence g X
2.4GHz 5 GHz

& & | Start:infa End: [nfa Span: nfa o © Display = Optimization -

Selected Packet: 1 {not shown - unknown technology)

Timeline Coexistence Timing Analysis Facket Error Rate Stats

Figure 5.49 - Missing Channel Numbers Message in Views
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5.4.6.4 Coexistence View - Spectrum

Both the Sodera and the X240 hardware have an has the option to sample the 2.4 GHz RF spectrum at the unit's
antenna connector. The spectrum data represents the Received Signal Strength Indicator (RSSI). The spectrum
data is synchronized in time to the captured Bluetooth packets and is displayed in the Coexistence View 2.4
GHz Timeline. The spectrum power level is shown as a "heat map" behind the timeline packets. The "heat map"
appears in shades of blue with darker blues representing higher power levels and lighter blues representing lower
power levels (white represents the lowest power level). The darkest shade of blue represents -15dBm and above,
while white represents -100 dBm and below.

2019 3:32:36. 604087 PV

Figure 5.51 - Coexistence View Timeline with Packet Outlines, Packet Selection Boxes, and Spectrum Heat Map

i I EE .
DZ019 4755:05.042051 PW

Wireless Protocol Suite Hardware and Software User Manual 285



Teledyne LeCroy Chapter 5 Analyzing Data

Interval: Auto ¥ Display ¥
> : .
IEtIJ II! ZII 1I1 E}I 1[I ‘|II Ic.' Ii! 1Ei Ili 'Ii:! Show BR!EDR Trafflc
||ill1|[:i§ii'|”[|1|i| v ShOWLOWEnergyTraffic
W802.11: 0bit/s ||/ Show 802.11 Traffic

-

® Payload Throughput

Airtime Utilization

| | Show Data Points
| N T

is & |

-
=
P——
-
=y
-

Figure 5.52 - Coexistence Timeline Display Options

The Spectrum heat map view is controlled from the Spectrum menu. If spectrum data is available, the spectrum
heat map is shown with the packets by default. To hide the spectrum data heat map, uncheck the Show
Spectrum option.

When displaying the heat map, the user can control how the packets are displayed. The following table describes

the options for packet display. These options are mutually exclusive and they are available only when Show
Spectrum is checked.

Table 5.5 - Spectrum Menu Packet Display Options

Option Description
Show Displays each packet. Tooltips, packet text, and selection boxes are available as usual.
Packets
Show Displays an outline of each packet. In this mode the spectrum data comprising each
Packet packet is clearly visible and indicated. Tooltips, packet text, and selection boxes are
Outlines available as usual.
Hide Packets and packet outlines are not displayed. Tooltips, packet text, and selection boxes
Packets are available as usual.
and
Outlines
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5.4.6.5 Show Legend
The legend can be turned on/off from the Display menu in the toolbar. The settings are saved between sessions.
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5.4.7 Statistics

Stats View
Introduction

The Stats View is a dockable and scrollable pane that shows packet counts and packet count percentages as both
text and a bar graph for each technology and for each data rate, NSS (Number of Spatial Streams), MCS
(Modulation Coding Scheme), and packet type within each technology. Retransmits can by optionally indicated..

Technologies

Supported technologies are BR/EDR, LE, Wi-Fi 1-3 (802.11a/b/g), and Wi-Fi 4 (802.11n).

In BR/EDR, LE, and Wi-Fi 1-3, packet types are grouped by data rate. Data rates are shown in ascending order.

In Wi-Fi 4, packet types are grouped by NSS (Number of Spatial Streams) and MCS (Modulation Coding Scheme).
In each technology, bad packets are shown on a separate row.

Retransmits

Retransmits are optionally indicated by selecting Indicate Retransmits in the Display menu. When retransmits are
being indicated, the overall length of each bar doesn’t change, but the ending portion of it becomes yellow to
indicate the percentage of retransmits (if any).

Percentages and Packet Counts

All packet count percentages in parentheses are calculated with respect to all packets in the entire capture. Such
percentages are used only in technology rows ("BR/EDR", "LE", "Wi-Fi 1-3", and "Wi-Fi 4").

All other packet count percentages are calculated with respect to all packets in the associated technology.

The packet count of each row is equal to the sum of the packet counts in the rows that are grouped below it at
the next indentation level.
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The packet count of a Total Packets entry is equal to either the sum of its good packets and retransmitted packets
or, in the case of a Bad Packets row, the number of bad packets.

Percentages are shown as rounded whole values except that a value between 0% and 1% exclusive is shown as
"<1%", and a value between 99% and 100% exclusive is shown as ">99%". This ensures that "0%" is shown only
when the packet count is 0, and that "100%" is shown only when the packet count is all applicable packets.

Since percentages are rounded, a sum of percentages can appear to be wrong. For example, a particular data
rate's percentage can be displayed as 47% when the percentages of its packet types are displayed as 30% and
16% if, for example, the unrounded percentages of the packet types are 30.32% and 16.47% which equals 46.79%
which rounds to 47%.

Graph Bars

A graph bar consists of either (1) good packets and/or retransmitted packets, or (2) only bad packets in the case
of a Bad Packets row.

A Bad Packets bar (1) never indicates retransmits, and (2) is color-coded by technology (blue for BR/EDR, green
for LE, and orange for Wi-Fi) and has red text.

All other bars contain good and/or retransmitted packets and have black text. If Indicate Retransmits is selected
in the Display menu then each graph bar is color-coded by technology for good packets and has a yellow portion
for any retransmits. If Indicate Retransmits is not selected then the entire bar is color-coded by technology.

The length of a bar indicates the total packets percentage, where the percentage is of all packets in the entire
capture for a technology row ("BR/EDR", "LE", "Wi-Fi 1-3", and "Wi-Fi 4"), and is of all packets in the associated
technology for all other rows.

Navigation

As in many other views, Stats View has a Navigation Bar whose slider indicates the displayed time range. The time
range can be changed by clicking the zoom buttons, selecting the Zoom In or Zoom Out entries in the right-click
menu, selecting the zoom presets in the right-click menu, dragging the Navigation Bar slider to a different
position, or dragging either side of the Navigation Bar slider to resize it.

To display a specific packet range in the Stats Graph, select the desired packet range in the Summary pane by
clicking on one packet and then shift-clicking on another packet, then select Zoom to Selection in the Stats View’s
Display menu.

The Navigation Bar contains a color-coded graph of the entire capture that shows packets per second for BR/EDR,
LE, Wi-Fi, and 802.15.4.

Nodes

With the exception of packet type nodes, which are endpoints, any node can be collapsed or expanded by clicking
on the node label or on the icon that precedes the label. To collapse or expand all nodes in one operation, click on
Collapse All Nodes or Expand All Nodes respectively in the Display menu.
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Figure 5.54 - Stats View with Good Packets and Retransmitted Packets indicated separately

Statistics can be exported to a csv file using button on the Navigation toolbar.
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Stats Export to CSV e

| Please select technologies to export: I

Claszic Bluetooth (BER/EDR)
Bluetooth Low Energy (LE)
Wi-Fi (802.11)

Export Option
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File Location

| D:/Frontline/3Technologies_2 (StatsExport).csv | I Browse...

Export Cancel

T TT
Figure 5.55 - Stats view export dialog

The Stats view export dialog has several options. You can select technologies to export as well as range to export
(whole file or range selected with Navigation bar). Choose path and filename to save.
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5.4.8 Packet Error Rate Statistics

Teledyne LeCroy

Packet Error Rate Stats assist in detecting bad communication connections. When a high percentage of re-
transmits, and/or header/payload errors occur, careful analysis of the statistics indicate whether the two devices
under test are experiencing trouble communicating, or the packet sniffer is having difficulty listening.

Generally, if the statistics display either a large number of re-transmits with few errors or an equal number of
errors and re-transmits, then the two devices are not communicating clearly. However, if the statistics display a
large number of errors and a small number of re-transmits, then the packet sniffer is not receiving the

transmissions clearly.

You can access this window from View -> Packet Error Rate

Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 2
File Edit| Wiew | Capture Options Help
w B | YV Device Database
X240 5M:211: ' § Summary
Summary “'r ecode
L aw Data
o essage Sequence Chart
0 frames di
BE. - v Coexistence
Tirieline
Threhghput/Utilization
Stats
Packet Error Rate
Logic Analyzer
Audio Expert System
Buy Bluetooth Protoceol Expert System
i Reset Window Layout

Figure 5.56 - Packet Error Rate
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Packet Error Rate Statistics View by Channel

The Packet Error Rate (PER) Stats view provides a dynamic graphical representation of the Packet Error Rate
for each channel. The dialog displays a graph for each Classic Bluetooth channel numbered 0 through 78 and for
eachBluetooth Low Energy channel numbered 0 through 39. Similarly a graph for Bluetooth BR/EDR data will
show channel 0 through 78. You can scroll on the PER stats View using the mouse wheel. Each scroll step equals 1
bar on the graph. You can zoom on the graph by holding the CTRL key and using the scroll wheel on the mouse.

Each channel is rated:
e Good
e Retransmitted
e Header Error
e Length/CRC Error

e Unused
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Bluetooth Classic Packet Error Rate
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Bluetooth Low Energy Packet Error Rate
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File Edit View Capture Options Help
w d BRrRecord Banayze O, &, V N B P E B BB
Packet Error Rate & X
Classic Low Energy
Start: 1 End: 100432 Span:|0:06:09.198271 s ©@ © B
6 M Good: 156537 (100%) Retransmitted: 0 (0%) M Length/CRC Error: 0 (0%) [ Unused o
48K
32K
[Channel:?_g

16K
D | T | T | T | T | | T | | T | T ] T | T | T | T T | T | |

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38
Capturing... Buffer <1% Frame 1(

Figure 5.58 - Bluetooth Low Energy PER Stats Window
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5.4.9 Throughput

In general, throughput is the rate of successful message delivery over a communication channel. In this case, we
are interested in the rate of successful message delivery over a Bluetooth data channel.

The figure depicts the Throughput display with the Average Throughput and the Payload Throughput
for both Classic and Low Energy Bluetooth traffic.

In computing throughput, payload is not counted from Bluetooth packets that have a CRC error (dark red slot) or
that are a retransmission (yellow slot).

womrugn Pt Pwmghont: ISR 1L 10805 w1000 Porgrn 1090 ML LTmste B

Figure 5.59 - Payload Throughput:Bluetooth LE

Average Throughput is the total payload over the entire session divided by the total time. Total time is
calculated by taking the difference in timestamps between the first and last packet. In Bluetooth, timestamp
difference is used instead of Bluetooth clock count because timestamp difference is immune to role switches.
However, this can result in inaccuracies when the duration is small enough that a coarse timestamp granularity is
significant.

« Average Throughput is shown as 0 when there is only one packet, because in that case the timestamp
difference is 0 and an average cannot be computed.

¢ Duration is from the beginning of the first packet to the end of the last packet.

¢ Duration for average throughput is from the beginning of first packet to end 